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Introduction

Introduction

Important Notices

© Application
This manual has been issued by Canon Inc. for qualified persons to learn technical theory, installation, maintenance, and repair
of products.

This manual covers all localities where the products are sold. For this reason, there may be information in this manual that does
not apply to your locality.

o Corrections

This manual may contain technical inaccuracies or typographical errors due to improvements or changes in products.

When changes occur in applicable products or in the contents of this manual, Canon will release technical information as the
need arises. In the event of major changes in the contents of this manual over a long or short period, Canon will issue a new
edition of this manual.

The following paragraph does not apply to any countries where such provisions are inconsistent with local law.

© Trademarks

The product names and company names used in this manual are the registered trademarks of the individual companies.

o Copyright

This manual is copyrighted with all rights reserved. Under the copyright laws, this manual may not be copied, reproduced or
translated into another language, in whole or in part, without the consent of Canon Inc.
© CANON INC. 2015

o Caution

Use of this manual should be strictly supervised to avoid disclosure of confidential information.

o Explanation of Symbols

The following symbols are used throughout this Service Manual.

Symbols Explanation Symbols Explanation
Check.

Remove the claw.

1

B

Check visually. Insert the claw.

Check a sound. Push the part.

S




Introduction

Symbols

Explanation

Explanation

1x

Disconnect the connector.

Connect the power cable.

1x

Connect the connector.

Disconnect the power cable.

1x

Remove the cable/wire from the
cable guide or wire saddle.

Turn on the power.

1x

Install the cable/wire to the cable
guide or wire saddle.

Turn off the power.

Remove the screw.

—
X

Loosen the screw.

X

Install the screw.

—_
X

Tighten the screw.

HOO2200

Cleaning is needed.

0092208

Measurement is needed.

The following rules apply throughout this Service Manual:
1. Each chapter contains sections explaining the purpose of specific functions and the relationship between electrical and

mechanical systems with reference to the timing of operation.

In the diagrams, W W _represents the path of mechanical drive; where a signal name accompanies the symbol, the arrow
——— indicates the direction of the electric signal.
The expression "turn on the power" means flipping on the power switch, closing the front door, and closing the delivery unit
door, which results in supplying the machine with power.
2. Inthe digital circuits, '1' is used to indicate that the voltage level of a given signal is "High", while '0' is used to indicate "Low".
(The voltage value, however, differs from circuit to circuit.) In addition, the asterisk (*) as in "DRMD*" indicates that the DRMD

signal goes on when '0'.

In practically all cases, the internal mechanisms of a microprocessor cannot be checked in the field. Therefore, the operations
of the microprocessors used in the machines are not discussed: they are explained in terms of from sensors to the input of
the DC controller PCB and from the output of the DC controller PCB to the loads.
The descriptions in this Service Manual are subject to change without notice for product improvement or other purposes, and
major changes will be communicated in the form of Service Information bulletins.
All service persons are expected to have a good understanding of the contents of this Service Manual and all relevant Service
Information bulletins and be able to identify and isolate faults in the machine.
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Safety Precautions

Laser Safety

Since radiation emitted inside the machine is completely confined within protective housings and external covers, the laser beam
cannot escape from the machine during any phase of user operation.

Therefore this machine is classified in Class 1 laser products that are regarded as safe during normal use according to
International Standard IEC60825-1.

How to Handle the Laser Scanner Unit

This machine is classified in Class 1 laser products.

However, inside the scanner unit, there is source of Class 3B laser beam and the laser beam is hazardous when entered into an
eye. So, be sure not to disassemble the laser scanner unit. No adjustment can be made to the laser scanner unit in this machine
in the field.

The label show in the following figure is attached on the laser scanner unit.

The following warnings are given to comply with Safety Principles (EN60950-1).

Diese Maschine ist der Klasse 1 der Laserprodukte zugeordnet.

Innerhalb der Scannereinheit befindet sich jedoch die Laserstrahlquelle der Klasse 3B und es ist gefahrlich, wenn dieser Strahl
in die Augen gerat. Die Laserscannereinheit darf unter keinen Umstanden entfernt werden. Es dirfen in diesem Umfeld der
Maschine keine Justagen an der Laserscannereinheit vorgenommen werden.

Das Etikett in folgendem Bild ist auf der Laserscannereinheit angebrachtt.

Toner Safety

o About Toner

Toner is a nontoxic matter composed of plastic, iron and a trace of pigments.

A\ CAUTION:
Never throw toner in flames to avoid explosion.



Safety Precautions

© Handling Adhered Toner

» Use dry tissue paper to wipe off toner adhered to skin or clothes and wash in water.
» Never use warm water for cleaning up toner to prevent toner particles from being gelated to soak into fibers permanently.
» Toner particles are reactive with vinyl polymers. Avoid contacting these materials.

Notes When Handling a Lithium Battery

A\ CAUTION:

RISK OF EXPLOSION IF BATTERY IS REPLACED BY AN INCORRECT TYPE.
DISPOSE OF USED BATTERIES ACCORDING TO THE INSTRUCTIONS.

The following warnings are given to comply with Safety Principles (EN60950-1).

A\ CAUTION:

Wenn mit dem falschen Typ ausgewechselt, besteht Explosionsgefahr.
Gebrauchte Batterien gemaf der Anleitung beseitigen.

BE
NMEERFAEEzERIFHRIFOER
ARNEHHRASEEARAZER

Notes on Assembly/Disassembly

Follow the items below to assemble/disassemble the device.
1. Disconnect the power plug to avoid any potential dangers during assembling/disassembling works.
2. If not specially instructed, reverse the order of disassembly to reinstall.
3. Ensure to use the right screw type (length, diameter, etc.) at the right position when assembling.
4. To keep electric conduction, binding screws with washers are used to attach the grounding wire and the varistor. Ensure to
use the right screw type when assembling.
Unless it is specially needed, do not operate the device with some parts removed.
Never remove the paint-locked screws when disassembling.

o o

CAUTION:
Double pole/neutral fusing

CAUTION
DOUBLE POLE/NEUTRAL FUSING

ACHTUNG

Zweipolige bzw. Neutralleiter-Sicherung




Product Overview

Product Lineups.........ccccoooviviiiniieennnnn.e, 3}
Specification............ccooeviiiiiiin 6
Listof Parts..........ccooeeiiiiinn 10



1. Product Overview

Product Lineups

o Host machine

Function LBP351dn/ LBP351x
LBP352dn/ LBP352x
External
Copy -
Print Yes
Fax -
Remote Ul Yes
2-sided printing Yes
MEAP Yes
Network Yes
Wireless LAN -

o Options

Name

Detail

Paper Feeder PF-B1

A Paper Feeder with up to 3 decks can be installed.

Paper Deck Unit PD-G1

High pickup capacity of 1500 sheets

A5 Cassette C-A1

Cassette where A5R size can be loaded

Custom Media Cassette CM-A1

Cassette where A5, A6, and custom size paper can be loaded

Envelope Feeder EF-A1

A large volume of envelopes/postcards can be printed.

o Features

High-end A4/LTR B&W SFP of high speed, high durability and high capacity pickup

1. High speed and high durability

This machine is a high-speed printer that realizes a print speed of 62/65 ppm (A4/LTR) in 1-sided printing.
Superior durability, suitable for large volume printing

2. High capacity pickup

In addition to the Multi-purpose Tray and Standard Drawer, up to 3 Paper Feeders (500 sheets) and a Paper Deck Unit (1500

sheets) can be installed as options.

Up to 3,600 sheets (in the case of 80 g/m2) can be continuously and automatically picked up.

3. Improved maintainability

The maintenance kit is commercialized to promote self maintenance by end users.
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Specification

o Product Specifications

Item

Specification/Function

Machine installation method

Desktop page printer

Photosensitive medium

OPC Drum (30 mm dia.)

Exposure method

Laser beam

Charging method

AC Roller charging

Developing method

Dry, 1-component toner projection

Transfer method

Roller transfer

Separation method

Curvature separation + Static Eliminator

Pickup method

Cassette
Pad separation method

Multi-purpose Tray
Pad separation method

Fixing method

On-demand fixing method

Delivery method

Face down (Delivery Tray) / Face up (Sub Delivery Tray)

Drum cleaning method

Cleaning Blade

Toner type One-component magnetic toner
Toner supplying method All-in-one cartridge with drum
Toner level detection function |Yes

Toner save mode Yes

Print method

Semiconductor laser + Dry-type electrophotographic method

Print resolution

600 dpi x 600 dpi

Print speed*1

continuous A4/LTR print)

(Plain paper (60 to 89 g/m2), At

LBP352dn/ LBP352x
62 sheets/min (A4), 65 sheets/min (LTR)

LBP351dn/ LBP351x
55 sheets/min (A4), 58 sheets/min (LTR)

Warm-up time*2
(Duration from power-on to
standby of the machine)

At normal startup
29 sec. or less

At quick startup
12 sec. or less

Recovery time*3
(Time for recovery from deep
sleep to standby)

10 sec. or less

First print time*3
(At 1-sided A4/LTR print, using
the Delivery Tray)

LBP352dn/ LBP352x
7.0 sec.

LBP351dn/ LBP351x
7.2 sec.

Paper type

Cassette

Plain paper (60 to 89 g/m2), Recycled paper (60 to 89 g/m2), Heavy paper (90 to 120 g/m2),
Bond paper (60 to 90 g/m2)

Multi-purpose Tray

Plain paper (60 to 89 g/m2), Recycled paper (60 to 89 g/m2), Heavy paper (90 to 135 g/m2),
Bond paper (60 to 90 g/m2), Label paper, Envelope

Paper size

Cassette

A4,B5,A5,LGL, LTR, EXEC, FLS, K16, Custom paper (Width: 148.0 to 216.0 mm, Length: 210.0
to 356.0 mm)

Multi-purpose Tray
A4, B5, A5, A6, LGL, LTR, EXEC, STMT, FLS, K16, Index Card (3" x 5"), Envelope (No.10
(COM10), Monarch, C5, DL), Custom paper (Width: 76.0 to 216.0 mm, Length: 127.0 to 356.0
mm)
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Item

Specification/Function

Maximum stacking capacity

Cassette
500 sheets (80 g/m2), 550 sheets (64 g/m2)

Multi-purpose Tray
100 sheets

Delivery stacking capacity*4

Delivery Tray
Approx. 500 sheets

Sub Delivery Tray
Approx. 100 sheets

2-sided printing

A4, B5, A5, LGL, LTR, EXEC, FLS, 16K, Custom paper (Width: 148.0 to 215.9 mm, Length: 210.0 to
355.6 mm)

Host Interface

USB Interface
Hi-Speed USB x 4 (1 on the front, 3 on the rear)

Network Interface
Common to 10BASE-T, 100BASE-TX, and 1000BASE-T (RJ-45), Full/Half Duplex

Memory capacity

1GB

Usage environment temperature
range

10to 30deg C

Environment humidity range

20 to 80 % RH (Relative humidity; without dew condensation)

Operating noise

(Measured based on ISO7779,
Declared noise emission value
based on 1SO9296)

LwAd (declared A-weighted sound power level (1 B =10 dB))

At standby: 4.0 B or less
At printing (1-sided): 7.1 B or less
At printing (2-sided): 7.1 B or less

LpAm (mean A-weighted emission sound-pressure level (bystander position))

At standby: 26 dB

LBP352dn/ LBP352x

At printing (1-sided): 57 dB

At printing (2-sided): 57 dB

LBP351dn/ LBP351x

At printing (1-sided): 56 dB

At printing (2-sided): 56 dB

Rated power supply

AC 120 to 127 V, 60 Hz
AC 220 to 240 V, 50/60 Hz

Power consumption
(Reference value)

Maximum
1,700 W or less (120 V), 1,650 W or less (230 V)

In operation
LBP352dn/ LBP352x
Approx. 880 W (120 V), approx. 850 W (230 V)
LBP351dn/ LBP351x
Approx. 820 W (120 V), approx. 800 W (230 V)

At standby
Approx. 20 W (120 V), approx. 19 W (230 V)

During sleep mode

Wired LAN connection: Approx. 1.0 W (120 V), approx. 1.1 W (230 V)
USB connection: Approx. 2.0 W (120 V / 230 V)

At power OFF
» At shutdown
0.12 W or less (120 V)
0.17 W or less (230 V)
* In quick off mode
0.66 W or less (120 V)
0.75 W or less (230 V)

Dimensions 415 x 529 x 438 mm
(WxDxH)
Weight *5 Approx. 24.5 kg

*1: The print speed may become lower depending on the settings such as output resolution, paper size, type, orientation, and

number of sheets printed.
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*2: This may vary depending on the usage conditions of this machine (presence/absence of installed options, installation
environment, etc.).

*3: This may vary depending on the print environment.

*4: This may vary depending on the site environment and the type of paper used.

*5: Excluding the Toner Cartridge

© Print Speed

LBP352dn/ LBP352x

+ At 1-sided printing: 62 sheets/min (A4), 65 sheets/min (LTR)
+ At 2-sided printing: 41.4 pages/min (A4), 43.5 pages/min (LTR)

LBP351dn/ LBP351x

+ At 1-sided printing: 55 sheets/min (A4), 58 sheets/min (LTR)

» At 2-sided printing: 36.5 pages/min (A4), 38.5 pages/min (LTR)
* The print speed may become lower depending on the settings such as output resolution, paper size, type, orientation, and
number of sheets printed. In the case of 2-sided printing, 1 page on the front side and 1 page on the back side are output as 1
sheet.

© Paper type
(o: Pickup possible -: Pickup not possible)
Type of paper Paper set- Cassette Multi-purpose Paper Deck |Envelope Feed-
tings in this Tray (Option) er
machine (Option)
Plain paper, 60 g/m2 Plain L2 o o o -
recycled paper |61 to 70 g/m2 Plain paper L o o ) -
71 to 89 g/m2 Plain paper o o o -
Heavy paper 90 to 120 g/m2 Heavy paper 1 o o o -
121 to 135 g/m2 Heavy paper 2 o o - -
Bond paper 60 to 75 g/m2 Heavy paper 1 o o o -
76 to 90 g/m2 Heavy paper 2 o ) o -
Label paper Labels - o - -
Envelope Envelope, En- - o - o
velope H
o Paper size
(o: Pickup possible -: Pickup not possible)
Paper size Cassette Multi-purpose Tray
A4 210.0 mm x 297.0 mm o o
B5 182.0 mm x 257.0 mm o o
A5 148.0 mm x 210.0 mm o o
A6 105.0 mm x 148.0 mm - o
LGL 215.9 mm x 355.6 mm o )
LTR 215.9 mm x 279.4 mm o o
STMT 139.7 mm x 215.9 mm - o
EXEC 184.1 mm x 266.7 mm o o
FLS 215.9 mm x 330.2 mm o o
16K 195.0 mm x 270.0 mm o o
Index Card (3" x 5") 76.2 mm x 127.0 mm - o
Envelope No.10 (COM10) 104.7 mm x 241.3 mm - o
Envelope Monarch 98.4 mm x 190.5 mm - o
Envelope C5 162.0 mm x 229.0 mm - o
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Paper size

Cassette

Multi-purpose Tray

Envelope DL

110.0 mm x 220.0 mm

o

Custom paper

0*1

0*2

*1:

Portrait: Width: 148.0 to 215.9 mm, Length: 210.0 to 355.6 mm
Landscape (Only when using the LIPS LX printer driver):

Width 148.0 to 215.9 mm, Length 148.0 to 215.9 mm

*2.

Portrait: Width 76.2 to 215.9 mm, Length 127.0 to 355.6 mm
Landscape (Only when using the LIPS LX printer driver):

Width 127.0 to 215.9 mm, Length 127.0 to 215.9 mm
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List of Parts

° External

(1

| % :%

~

B =
":?“1-'!5-

[6]

1 Upper Cover Unit 7 USB-H (Front)
2 Control Panel 8 Upper Cover

3 Front Cover 9 USB-H (Rear 1)
4 Cassette 10 USB-H (Rear 2)
5 Rear Cover (Sub Delivery Tray) 11 USB-D

6 Duplex Unit 12 LAN Port
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o Cross Sectional View
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1. Product Overview
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[18] [17] [16] [15] [14] [13] [12][11] [10]

No. Name No. Name
[1 Delivery Roller [10] Multi-purpose Tray Separation Roller
[2] Fixing Film [11] Vertical Path Roller
[3] Laser Scanner Unit [12] Cassette Separation Roller
[4] Photosensitive Drum [13] Cassette Feed Roller
[5] Transfer Roller [14] Cassette Pickup Roller
[6] Registration Shutter [15] Cartridge
[7] Registration Roller [16] Pressure Roller
[8] Multi-purpose Tray Pickup Roller [17] Fixing Assembly
[9] Multi-purpose Tray Feed Roller [18] Fixing Delivery Roller
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2. Technical Explanation (Device)

Laser Exposure System

o Overview

The Laser Scanner system forms a latent image on the Photosensitive Drum according to the video signal sent from the Main

Controller.
The Laser Scanner Unit consists of the Laser Unit and the Scanner Motor Unit, and is controlled by the signal input from the DC

Controller.
The following shows an outline drawing of the Laser Scanner Unit.

| DC controller - |
/\ N\ I
© © ©
S e o 5 5
=) g 2 @
25 o 2 5
oc ) a
oc o = =
i z S z
zz : S 2
Z 0 Scanner motor unit pet
| o Tm]
[V a) 0
| <
on Laser driver -
wv
Scanner mirror \
& &
BD PCB

Photosensitive drum

o Laser Scanner Motor Control

Rotates the Polygon Mirror at a specified speed.
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2. Technical Explanation (Device)

<Execution Timing>
At startup of the Laser Scanner Motor

<Control Description>

1. The DC Controller PCB forcefully rotates the Laser Scanner Motor.
2. Sends acceleration signals (ACC) and deceleration signals (DEC) to the Laser Scanner Motor to control the speed to the
specified speed.

<Related Error Code>
E110-0000: Failure of the Laser Scanner Unit
E110-0001: Error in the initial operation of the Scanner Motor

14



2. Technical Explanation (Device)

Image Formation System

o Image Formation Process

m Outline

The image formation process consists of the following seven steps divided among five functional blocks:
Latent image formation block
Step 1: Primary charging
Step 2: Laser-beam exposure
Developing block

Step 3: Developing

Transfer block

Step 4: Transfer

Step 5: Separation

Fixing block

Step 6: Fixing

Drum cleaning block

Step 7: Drum cleaning

~—— Media path Latent image formation

-«— Direction of
the drum rotation

N
—
Q
w
D
n
[on
(0]
Q
3
[0}
X
©
[e]
w
c
£
Y,

Developing

1. Primary charging

WS SeparationX4.Transfer ) .

Fixing Transfer

m Latent image formation block
During the two steps that comprise this block, an invisible latent image is formed on the photosensitivedrum.
Step 1: Primary charging

To prepare for latent image formation, the surface of the photosensitive drum is charged with a uniform negative potential. The
primary charging bias is applied to the primary charging roller and the roller charges the drum directly.

Primary charging roller

Photosensitive drum Primary charging bias

Step 2: Laser-beam exposure

The laser beam scans the photosensitive drum to neutralize the negative charge on portions of the drum surface. An electrostatic
latent image forms where the negative charge was neutralized.
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2. Technical Explanation (Device)

Laser beam

Unexposed area ‘ Exposed area

e Drum discharge
The drum discharge is a feature to remove residual charge on the Photosensitive Drum surface for preventing the uneven image

density.
The Laser Beam strikes the surface of the Photosensitive Drum to remove the residual charge.
The drum discharge is performed during LSTR period.

Laser Beam

Photosensitive Drum

m Developing block

Toner adheres to the electrostatic latent image on the photosensitive drum, which becomes visible.

Step 3: Developing

Toner acquires a negative charge from the friction that occurs when the developing roller rotates against the developing blade.

The negatively charged toner is attracted to the latent image on the photosensitive drum surface because the drum surface has
a higher potential. The developing bias is applied to the developing roller.

Blade

Developing rolle

Unexposed
— _area
. Exposed | peveloping bias
area

Exposed

area :—

Unexposed _.
area _

Photosensitive drum

m Transfer block

During the two steps that comprise this block, a toner image on the photosensitive drum is transferred to the print media.
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2. Technical Explanation (Device)

Step 4: Transfer
The transfer bias is applied to the transfer roller to charge the print media positive. The positively charged media attracts the
negatively charged toner from the photosensitive drum surface.

Photosensitive

drum

Q [SHCHC] Q0 <

+ T+ T+ +  F T -
Media

Transfer roller

Transfer bias

i il

Step 5: Separation
The elasticity of the print media and the curvature of the photosensitive drum cause the media to separate from the drum surface.
The static charge eliminator reduces back side static discharge of the media for stable media feed and image quality.

Photosensitive

Static charge
eliminator

Transfer roller

m Fixing block
The toner image is fixed onto the print media.
Step 6: Fixing

The printer uses an on-demand fixing method. The toner image is permanently affixed to the print media by heat and pressure.
The fixing bias is applied to the fixing film to improve image quality.

Fixing film Fixing heater

Media

Pressure roller

Fixing bias

777

m Drum cleaning block

The residual toner is cleared from the photosensitive drum surface.
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2. Technical Explanation (Device)

Step 7: Drum cleaning

The cleaning blade scrapes the residual toner off the surface of the photosensitive drum. The residual toner is deposited in the
toner collection box.

Cleaning blade

N

| Photosensitive

Toner
collection box

o Cartridge

m Overview

The cartridge of this machine has the function to form a visible image on the Photosensitive Drum with toner.
The following shows an outline drawing of the cartridge of this machine.

! DC controller |

AN

Memory data

MOTOR CONTROL signal
i
|
|
|
i
i
i
i
p— |

Cartridge

Photosensitive drum

Memory tag
contact

Memory tag

The cartridge of this machine consists of the Photosensitive Drum, Primary Charging Roller, Developing Sleeve, Stirring Plate,
Waste Toner Feed Plate, etc.

The parts other than the Primary Charging Roller are rotated by the drive of the Main Motor, and the Primary Charging Roller
rotates by engaging with the Photosensitive Drum.

The DC Controller detects the toner level by monitoring the toner level detection signal.
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2. Technical Explanation (Device)

m Memory Tag

This machine can detect and store the cartridge usage conditions and other information when the DC Controller PCB reads and
writes the data stored in the memory tag.
If the memory tag cannot be detected, "Error. Non-Canon cart. not covered by warranty" is displayed.

m Cartridge Detection

The DC Controller detects whether a cartridge is installed according to the change in primary charging current. The DC Controller
notifies the Main Controller of the absence of a cartridge if it judges there is no cartridge.
Detection timing:
» At power-on
* When the Upper Cover is closed
Display on the Control Panel:
* Insert toner cartridge.

m Cartridge Life Detection

The DC Controller notifies the Main Controller when cartridge consumption reaches the specified value.
Upon reception of the notification the Main Controller displays a warning or a message that the cartridge has reached the end of
its life.

Warning display*2 End of life display*4, *5
Toner level*1 Differs depending on the setting*3 0%
Detected to (location) Memory tag Memory tag
Message (machine operation) | 16 Tnr cart. will soon reach end of lifetime. 1G Change toner cartridge recommended.

*1: Can be checked in [Utility Menu > Consumables > Remaining Toner > Remaining Toner].

*2: Display/Hide can be switched in [Control Menu > Warning Step > Toner Cart. Warning].

*3: Value set in [Setup > User Maintenance > Toner Check Timing/Specify Check Timing].

*4: The operation to perform when the cartridge has reached the end of life can be set in [SERVICE MODE > OPTION GR. >
CRG LIFE STEP].

*5: The cartridge life value can be changed in [SERVICE MODE > OPTION GR. > CRG LIFE STOP].
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2. Technical Explanation (Device)

Pickup Feeding System

o Overview

The Pickup Feed System performs pickup, feed, and delivery of print paper, and consists of various rollers.
Print paper flow

- — -

Duplex delivery

~¢—— Face-down delivery

S —— Face-up delivery

20



2. Technical Explanation (Device)

Load drives of electrical components

L1
II
L

\
//@ O

Lifting plate
Name Electric code
Pickup Motor M101
Main Motor M102
Lifter Motor M103
Fixing Motor M299
Duplex Reverse Motor M1501
Duplex Re-pickup Motor M1502
Pickup Clutch CL101
Pickup Solenoid SL101
Multi-purpose Tray Pickup Solenoid SL102
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Outline drawing of sensors and rollers

2. Technical Explanation (Device)

Y

Registra

6n shutter

Pre-transfer rof

Lifting plate
er \

Lifting plate
Name Electric code
Paper Sensor PS101
Pre-registration Sensor PS102
Registration Sensor PS103
Delivery Full Sensor PS104
Multi-purpose Tray Sensor PS105
Paper Width Sensor 1 PS106
Media Stack Surface Sensor 1 PS107
Paper Width Sensor 2 PS108
Fixing pressure release sensor PS699
Fixing Outlet Sensor PS700
Media Stack Surface Sensor 2 PS907

o Various Control Mechanisms

m Lifter control

Paper inside a cassette is lifted up by the Lifting Plate.
The Lifting Plate is lifted up by rotating the Cassette Lifter Motor (M103).

The paper surface is detected by the Paper Surface Detection Sensors 1 and 2 (PS107 and PS907).
When the Lifting Plate is rising, the Lifter Motor (M103) is controlled to keep the paper surface steady so that pickup can be

performed stably.
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2. Technical Explanation (Device)

T T T T T T
DC controller .
/\ A
— I
g E 5
k=) 5 D
7] ) d
4 i >
= () i
[is %) —
[a] zZ o
S 7 & Pick
< ickup arm
O 2 : P
Q L PS107
o < PS101
L
o Y
[T
= Cassette paper
sensor lever

Lifter motor

Paper Level Sensor lever

Lifter

Lifting plate kb__J '

<Before lift-up operation>

<After lift-up operation>

This operation is divided into two operations: the initial lift-up operation and the lift-up operation during printing.
1. Initial lift-up operation
When the power is turned ON or a cassette is inserted, the Lifter Motor (M103) is driven to lift up the Lifting Plate to the
position for detection if the Paper Surface Detection Sensors 1 and 2 (PS107 and PS907) do not detect the paper surface.
2. Lift-up operation during printing
This operation is performed if the paper surface is lowered a certain amount by the pickup operation.
If the Paper Surface Detection Sensors 1 and 2 (PS107 and PS907) detect that there is no paper during printing, the Lifter
Motor (M103) is driven to lift up the Lifting Plate to the pickup position.
< Related error codes >
» E015-0001 : Cassette 1 lift-up error
» E015-0002 : Cassette 2lift-up error
» E015-0003 : Cassette 3 lift-up error
» E015-0004 : Cassette 4 lift-up error
» E015-0005 : Cassette 5 lift-up error

m Cassette Paper Size Detection/Cassette Detection

The Cassette Size Switch (SW102/1600) detects the size of paper set in the cassette.

The switch consists of 3 microswitches, and the width is detected in accordance with the combination of ON/OFF.
When the cassette presence/paper size is changed, the DC Controller notifies the Main Controller of the status change.
If the paper size detected by the switches differs from the specified size, paper size mismatch is notified.
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2. Technical Explanation (Device)

Paper size Size Switch Setting (SW102/SW1600)
Upper Middle Lower
No cassette OFF OFF OFF
Ad OFF OFF ON
BS OFF ON ON
A5 ON OFF OFF
LGL ON ON OFF
LTR OFF ON OFF
EXECTIVE ON OFF ON
Universal ON ON ON

m Cassette Pickup Control

The DC Controller rotates the Pickup Roller by rotating the Pickup Motor (M101).
The Pickup Arm is lifted and lowered to feed the paper by rotating the Pickup Cam with the Pickup Solenoid (SL101).

SOLENOID DRIVE signal

Cassette pickup solenoid

Pickup motor

Cassette pickup roller

Pickup cam
Lifting plate

<Related error codes>
» E012-0001/0002: Pickup Motor error

m Multi-purpose Tray Pickup Control

The DC Controller performs pickup from the Multi-purpose Tray by rotating the Pickup Motor (M101).
Whether there is paper on the Multi-purpose Tray is detected by the Multi-purpose Tray Sensor (PS105).
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2. Technical Explanation (Device)

i DC controller |
e e e —_——
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' MP tray pickup solenoid
( MP feed roll ] MP t :
tray feed roller ra
Q Y Media
| pickup roller g
i
O O .
H
i
. Lifti lat
MP tray : fiting plate
separation roller v -
PS105 H
MP tray pickup sensor 5 ' I

Cam

m Skew Correction

This machine can correct paper skew without lowering throughput.
Skew is corrected as follows.
1. The paper leading edge pushes against the Registration Shutter to align the leading edge of the paper.
2. The trailing edge of the paper is fed and slack is generated at the leading edge of the paper.
3. When the trailing edge is fed even further, the paper leading edge for which slack was generated pushes up the Registration
Shutter and then the paper is fed to the Registration Roller while the paper leading edge is aligned.
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2. Technical Explanation (Device)

Registration shutter

Registration roller

m Paper Width Detection

Detection of paper width is performed to prevent temperature increase at the edge of the Fixing Heater.

Width and position of paper being fed are detected by the Paper Width Sensor 1 and 2 (PS106/PS108).

If the paper width detected by the Paper Width Sensors did not match the paper size set with the Cassette Size Switch, "Check
paper size" is displayed on the Control Panel.

I:l Media width sensor 1 (PS106) Media width sensor 2 (PS108) I:l

i Pre-transfer roller ‘

1

198mm

Media
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2. Technical Explanation (Device)

Paper Width Sensor 1 Paper Width Sensor 2 Detection result Paper size
(PS106) (PS108)
ON ON Paper width: Wider than 198 mm A4, LTR, LGL
OFF OFF Paper width: Shorter than 198 | Executive, B5, A6
mm
OFF ON Paper position: Right side -
ON OFF Paper position: Right side -

m Paper Length Detection

The Registration Sensor (PS103) measures the paper length to prevent soiling of the Transfer Roller.

Furthermore, the paper size set by the Size Plate is detected using the Cassette Size Switch (SW102) in the cassette.
Both cassette size and actual length are detected in case the user sets the Size Plate incorrectly.

There is no way to detect the size in the Multi-purpose Tray.
The DC Controller detects the actual length of the paper by measuring the time when paper is fed using the Registration Sensor

(PS103).

If the size determined by the aforementioned method does not match the size detected by the Cassette Size Switch, "Check
Paper Size" is displayed on the Control Panel.
If the detected paper is detected to be shorter than the specified size, image masking is performed from that point in time to
prevent toner soiling of the Transfer Roller.

m Feed Speed Control

The printer changes the feed speed for each paper size to prevent fixing failures.
The DC Controller changes the paper feed speed (between 1/1 speed and 1/2 speed) for each paper size to prevent the
temperature rise at the edge of the Fixing Assembly.

Paper size >Multi-purpose Tray pickup/Cassette pickup
1/1 speed 1/2 speed

LGL Yes Yes
LTR Yes Yes
A4 Yes Yes
EXE No Yes
B5 No Yes
A5 No Yes
Universal No Yes
Envelope No Yes *1

*1: Envelope is supported only at paper pickup from the Multi-purpose Tray.

m Envelope Feeder (Option)

e Overview

The Envelope Feeder is a pickup option that is installed in the Multi-purpose Tray.
Using the Envelope Feeder enables the printing of a large number of envelopes at a time.

MP-Tray

Envelope Feeder

Envelope

10 Sheets

75 Sheets

e Parts Configuration

The Envelope Feeder consists of the following electrical components:
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2. Technical Explanation (Device)

M1800

[t

Torque
Upper separation roller limiter

Feed roller

WAV

PS1802 Y,

v

Envelope pickup roller

Lower separation roller

Name Electric code
Envelope Pickup Motor M1800
Envelope Presence Sensor PS1800
Envelope Double Feed Sensor PS1802

e Envelope Double Feed Detection

The Envelope Feeder can detect double feeding.
A double feed jam is detected when the Sensor Flag moves away from the Double Feed Sensor surface due to the paper thickness.

<Normal-feed>

Envelope multiple-feed sensor (PS1802) )
Upper separation roller

Envelope multiple-feed sensor flag

\

Multiple-fed envelope

Name Electric code
Envelope Pickup Motor M1800
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2. Technical Explanation (Device)

Name Electric code
Envelope Sensor PS1800
Envelope Double Feed Sensor PS1802

m Jam Detection

The sensors are provided at the locations shown below to detect the presence of print paper and whether the print paper is being
fed correctly.
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C
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o

4

oY,

» PS102: Pre-registration Sensor
» PS103: Registration Sensor
» PS105: Multi-purpose Tray Sensor
» PS106: Paper Width Sensor 1
» PS108: Paper Width Sensor 2
» PS1502: Duplex Re-pickup Sensor
» PS1603: PF Media Path Sensor (option)
» PS700: Fixing Outlet Sensor
* PS1704: PF Media Path Sensor (option)
» PS1802: Envelope Pickup Sensor (option)
+ Automatic Ejection Function
The remaining paper is ejected when the power is turned on or the cover is closed.
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2. Technical Explanation (Device)

The printer detects the following jams.

1.

10.

11.

12.

13.

Pickup delay jam 1
At paper pickup, the Registration Sensor (PS103) does not detect the paper leading edge although a specified period of time
has passed.

. Pickup delay jam 2

At the start of the pickup operation, sensors (PS102/PS1603/PS1704) do not detect the paper leading edge although a
specified period of time has passed.

. Pickup delay jam 3

The sensors (PS1603/PS1704) do not detect the paper leading edge although a specified period of time has passed.
* It occurs in the Cassette 3, 4, and 5.

. Pickup stationary jam 1

+ a. Registration Sensor detection
The Registration Sensor (PS103) does not detect the trailing edge although a specified period of time has passed.

* b. Paper Width Sensor detection
When the Registration Sensor (PS103) detects the trailing edge, the Paper Width Sensors (PS106 and PS108) on both
edges do not detect the trailing edge although a specified period of time has passed.

. Fixing delivery delay jam

The Fixing Outlet Sensor (PS700) does not detect the leading edge although a specified period of time has passed after the
Registration Sensor (PS103) detects the leading edge.

. Fixing delivery stationary jam

The Fixing Outlet Sensor (PS700) does not detect the trailing edge although a specified period of time has passed after the
Registration Sensor (PS103) detects the trailing edge.

. Internal stationary jam 1

The sensors detected paper while waiting for the operation to start.
Internal stationary jam 2
» The sensors detected paper when the print operation was completed.
» The stop command was received after the pickup operation started.
Cover open jam
The cover open was detected after the pickup operation started.
Wrapping jam
The time from when the Fixing Outlet Sensor (PS700) detected the paper leading edge until the OFF status of the sensor
was detected was shorter than the predetermined time.
Double feed jam
The Envelope Pickup Sensor (PS1802) detected double feeding.
Duplex delay jam
Duplex Re-pickup Sensor (PS1502) delay jam at 2-sided pickup
Duplex stationary jam
Duplex Re-pickup Sensor (PS1502) stationary jam at 2-sided pickup
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2. Technical Explanation (Device)

Fixing System

o Overview/Configuration

m Overview

Fixing Delivery Assembly consists of the Fixing Assembly for fixing toner on the print paper and the Delivery Assembly for
delivering print paper on which toner is fixed to the Delivery Outlet (Face-down Tray, Face-up Tray).

m Main Parts in the Fixing Assembly

This circuit is for controlling the temperature of the Fixing Assembly.
The Fixing Assembly of this machine uses an on-demand fixing method, and consists of the following parts:

Power Supply PCB
TH2

-— [
\_ FIXING HEATER

DRIVE signal
Fixing sleeve : Fixing heater |
\ | Eﬂ—| drive circuit i
ﬁ i Relay |
) T . _L |
~ - by W fnlete i | b
\. Pressure roller | Fixing heater |
1 3 safety circuit !
\/ FIXING HEATER TEMPERATURE signLI ------------- J

DC controller

» Fixing Heater (H1):
Ceramic Heater for heating the Fixing Film
» Thermistors (TH1 and TH2):
Thermistors for detecting the fixing temperature
2 contact-type thermistors are used in this Fixing Assembly.
* Main Thermistor (TH1):
This thermistor is in contact with the center of the Fixing Heater and detects the temperature of the Fixing Heater.
(Contact type)
* Sub Thermistor (TH2):
This thermistor is in contact with the edge of the Fixing Heater and detects the temperature of the Fixing Heater. (Contact
type)
» Thermoswitch (TP1):
Thermoswitch for preventing the abnormal temperature rise of the Fixing Heater.
This thermoswitch is a contact-type thermoswitch, and is installed at the center of the Fixing Heater.
If the temperature of the Fixing Heater has risen abnormally, the contact point opens to stop the power supply to the Fixing
Heater.
Temperature control of the Fixing Assembly which consists of these parts is performed by the fixing control circuit and Fixing
Heater safety circuit according to the command of the CPU on the DC Controller.

o Various Control Mechanisms

m Fixing Temperature Control

e Heater Temperature Control

This control detects the surface temperature of the Fixing Heater and controls the drive signal of the Fixing Heater so that the
temperature of the Fixing Heater becomes the target temperature.

The temperature is detected by the Main Thermistor, and the DC Controller controls the temperature to become the target
temperature using the Fixing Heater drive (FSRD1/FSRD2).

The following shows this control circuit:
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2. Technical Explanation (Device)

AC input
Power Supply PCB DC controller
— [
i »—{Zero crossing IZEROX
circuit
i +24ch | /RLD
| Relay | | Relay [|Fixing heater
| (RL102) (RL101) [|safety circuit 1
H Current CURRMS
| detection circuit
[ FSRD1/FSRD2
| Fixing heater
i drive circuit FSRTH2 J
g}
| CPU
i . IAC200 | h
JP1001 |
i 100V: Open H +3.3V
200V: Close I
'—-—‘_0—-—-5<>= H /HITMP
P o I Q704
= = H
' FSRARI

m Fixing Pressure/Disengagement Control

The Fixing Film Unit is disengaged from the Pressure Roller under a specific condition in order to improve jam removability.
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2. Technical Explanation (Device)

| DC controller :
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Fixing pressure release sensor Pressure roller
Fixing sleeve
<Pressurized> <Released>

Execution condition/timing of disengagement operation:
+ At occurrence of a jam
+ Default status
If disengagement operation is not performed although a specified period of time has passed, an error code is notified.

<Related error codes>
E840-0000: Fixing disengagement error

m Protective Functions

e Protection Function

The Protection Circuit shuts down the power supply to the Fixing Heater if the Fixing Assembly detects abnormal temperature
rising.
The following three methods are used to perform detection to prevent abnormal temperature rising.
« DC Controller
 Fixing Heater safety circuit
* Thermoswitch
The following explains each of the functions.
1. DC Controller
The DC Controller monitors the detected temperatures of the Main Thermistor (TH1) and Sub Thermistor (TH2).
The DC Controller stops the fixing drive and shuts down the power supply when a thermistor exceeds a certain temperature.
2. Fixing Heater safety circuit
The Fixing Heater safety circuit detects the temperature of the Main Thermistor (TH1) and Sub Thermistor (TH2).
When the Fixing Heater safety circuit detects a temperature above a certain temperature, it shuts down the power supply to
the Fixing Assembly.
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2. Technical Explanation (Device)

3. Thermoswitch
When the temperature of the Fixing Heater rises abnormally and the Thermoswitch (TP1) exceeds a certain temperature,
the contact of the Thermoswitch is disconnected to shut down the power supply to the Fixing Assembly.

e Fixing Assembly failure detection

When the machine is under the following conditions, the DC Controller shuts down the power supply to the Fixing Assembly and
notifies an error.
1. Fixing temperature rising error
Temperature of the thermistor does not rise although a specified period of time has passed since the heater was turned ON.
<Related error codes>
» E000-0000: Temperature of the Main Thermistor did not become a certain temperature although the specified time had
passed
2. Abnormally high fixing temperature detection
When a Thermistor reaches a certain temperature or higher, it is judged as abnormal high temperature for the thermistor.
<Related error codes>
+ E001-0000: The Main Thermistor detected a temperature higher than a certain temperature.
» E001-0001: The Sub Thermistor detected a temperature higher than a certain temperature.
3. Abnormally low fixing temperature detection
After it was detected that the temperature of the Fixing Main Thermistor was 100 deg C or higher while the Fixing Heater
was ON, a temperature lower than a certain temperature was detected.
<Related error codes>
» E003-0000: Temperature of the Main Thermistor was lower than a certain temperature although a specified period of
time has passed since the heater was turned ON.
+ E003-0001: Temperature of the Sub Thermistor 1 was lower than a certain temperature although a specified period of
time has passed since the heater was turned ON.
4. Fixing drive circuit error
When the DC Controller cannot detect a specific frequency, a fixing drive circuit failure is judged to have occurred.
<Related error codes>
» E004-0000: Error in either the Fixing Heater or the Fixing Motor
5. Fixing Assembly detection
The printer detects the Fixing Assembly when the main power is turned on and when operation starts.
The DC Controller monitors the Fixing Assembly detection signal to detect the presence of the Fixing Assembly.
Consequently, when the DC Controller determines that the Fixing Assembly is not connected, it outputs a warning message.
6. Power supply type detection
This machine does not perform detection of the fixing type based on power supply differences.

m Fixing Life Detection

The life of the Fixing Assembly is detected to prevent fixing errors due to the Fixing Assembly having reached the end of life.
This machine has a counter in the controller to determine the life of the Fixing Assembly.

+ SERVICEMODE > COUNTER GR. > FIXER COUNTER
When the above counter value reaches 225,000 sheets, the following message is displayed on the Control Panel and the alarm
code is recorded in the log.
Control Panel display: E5 Prepare fixing unit.
Alarm code: 06-0002 Fixing Assembly warning alarm
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2. Technical Explanation (Device)

Controller System

o Main Controller

The Main Controller receives print information from the external equipment (host computer, etc.) via the interface cable.

This print information includes commands to exchange the status or unique information of a printer and the PDL data of the image
data.

The PDL data is converted to a bitmap and then sent to the DC Controller.

The external equipment can view the printer status using a two-way interface.

Printer PDL Data
Driver

//W—W%EDS

Main Controller

i

DC Controller &

Compression v
/ Extension K==
circuit
J No. Connection destination
Electric code Name J No.

J120 UN4 Control Panel PCB J1
J128 UN6 Memory PCB Jg70
J16 - SOFT-ID PCB J871
J4 - USB (front) -
J2802 UN1 Power Supply PCB J70, J55
J201 UN2 DC Controller PCB Jo7
J19 UN8 Sleep Interface PCB J8o4
J2801 -
J1400 - Sublog Board -

J120 J128 J16 J4




2. Technical Explanation (Device)

o DC Controller

The DC Controller is a circuit to control the operation sequences of this machine, and controlled by the CPU in the DC Controller.
The following explains the operation of the DC controller.
1. When the Power Switch of this machine is turned ON, DC power is supplied from the Power Supply PCB to the DC Controller.
2. The CPU in the DC Controller starts printer operation control.
3. When this machine enters the standby state, the CPU outputs signals to drive various loads such as laser diodes, motors,
and solenoids based on the print instruction command and image data input from the Main Controller.
The following shows a block diagram of this circuit.

Motor

Fan

i:>[”:': Solenoid

i —M Photointerrupter

o o—

I

Fixing
Assembly

Switch

Power Supply
| PCB

Duplex Feed Unit

P — Paper Feeder Unit (Op)
AC inputﬁ
————— Env. Feeder Unit (Op)

Laser Scanner Unit

-
k=

|

K:> Paper Deck Unit (Op)
|

.lj :

J No. Connection destination
Electric code Name J No.

J30 UN8 Sleep Interface PCB J810
J31 SW103 Door Switch J33
J32 UN8 Sleep Interface PCB J808
J71 SL102 Multi-purpose Tray Pickup Solenoid -
J72 SL101 Pickup Solenoid -
J73 M103 Lifter Motor -
J74 TG101 Cartridge Tag -
J75 FN102 Fan 2 -
J76 PS104 Delivery Full Sensor J176
J77 CL101 Pickup Clutch -
J78 SW101 Interlock Switch -
J79 FN104 Fan 4 -
J8o - - -
J81 PS105 Multi-purpose Tray Sensor J123
J82 UN1 Power Supply PCB J128
J83 - Envelope Feeder Driver PCB J118, J901
Jg4 UN14 Duplex Driver PCB J124, J1501
J85s UN1 Power Supply PCB -
J86 - Laser Scanner Motor J143

UN13 BD JEtk J144
J87 M102 Main Motor J187
J88 - Paper Feeder (Option) J1602

- Paper Deck (Option) J1701
J89 M299 Fixing Motor J221
J9o - - -
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2. Technical Explanation (Device)

J No. Connection destination
Electric code Name J No.
J91 M101 Pickup Motor J191
J92 PS101 Paper Sensor -
PS107 Paper Level Sensor 1 -
PS907 Paper Level Sensor 2 -
J93 UN12 Laser Driver PCB J145
J94 PS102 Pre-registration Sensor -
PS103 Registration Sensor -
PS106 Paper Width Sensor 1 -
PS108 Paper Width Sensor 2 -
J95 UN8 Sleep Interface PCB J813
UN1 Power Supply PCB J816
J96 UN1 Power Supply PCB J51, J52
Jo7 UN3 Main Controller PCB J201
Jo8 UN1 Power Supply PCB J54
J99 SW102 Cassette Size Switch J2
J100 |- - -
J78 J87 J86
J32 Joo | J79 J74 J76 J31
J94;{: (E kel
J81 Sl 2f
J83
J75
J88 Jg4 Jrr  J73
o Power Supply

This circuit is for converting the AC power supply input from the power supply receptacle to DC power supply and then supplying
the DC power supply to each load.
The supplied AC power supply is converted to the +24 V, +5 V, and +3.3 V DC power supply required by the printer.
The following explains the main supply destinations for +24 V, +5 V, and +3 V.
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2. Technical Explanation (Device)

3.3V 3.3V
:D = ACIDC o

AC Relay PCB All-night Power Sleep IIF PCB
Supply PCB Main Controller
PCB

DC Controller PCB

| | 5V 5V 3.3V

AC/DC DC/DC
24V 24V

| AC/DC MOTOR

FIXING 24V
P Supply PCB v
ower supply 33V — >

* +24 V: Motor, Solenoid, High-voltage Power Supply PCB, and Pickup Options
+ +5V: Laser Driver PCB
+ +3.3 V: High-voltage Power Supply PCB, Control Panel, Sensor, Main Controller PCB, and DC Controller PCB

o Quick Startup

Setting quick startup reduces the time from when the Power Switch is pressed until screen operation becomes possible.
When the quick startup is set, pressing the Power Switch to turn off the power enables quick startup the next time the power is
turned on (quick off).

NOTE:

The quick startup function can be set from the menu.
- Setup > Control Menu > Main Pwr Quick Start
[On]: Quick startup is executed

[Off]: Quick startup is not executed (default)

When quick startup is set to ON, power is supplied to the following PCBs even when the Main Power Switch is OFF.

Quick startup setting ON (quick off) Quick startup setting OFF
AC Relay PCB Power supplied Power supplied
All-night Power Supply PCB Power supplied Power supplied
Sleep Interface PCB Power supplied OFF
Main Controller PCB Power supplied OFF

CAUTION:
Prohibited items when quick off

« Disconnecting the power plug from the outlet

* Inserting and removing an SD card

* Installing and removing the Duplex Unit

* Installing and removing pickup options
Never do any of the above in quick-off mode as doing so will cause an engine failure, controller PCB failure, MEAP data
damage, etc.
In quick-off mode, be sure to perform a shutdown as described below and then disconnect the power plug from the outlet
and perform the work.

* Reset > Shut Down > Yes
A shutdown can be performed by pressing the Main Power Switch for at least 5 seconds, but this is not recommended
because the power may be turned OFF before the MEAP shutdown process completes.

Furthermore, under the following conditions (settings), the machine always starts up normally (even if quick startup is ON).

At first startup after the power plug is connected to the outlet

Network related (following accessed from Setup > Network)
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2. Technical Explanation (Device)

TCP/IP Settings > IPv6 Settings > ON

TCP/IP Settings > IPv4 Settings > Protocol > BOOTP > ON

TCP/IP Settings > IPv4 Settings > Protocol > RARP > ON

When IPSec is set

MEAP-related Information

During execution of an MEAP application which prohibits quick startup

When a login application is switched by SMS

When a job is in progress (including internal jobs in progress such as calibration and cleaning)

When importing setting values using service mode or RUI

When menu setting values are changed by RUI/LUI

Others

When the Main Power Switch is pressed for at least 5 seconds

When an error code or a jam occurs

When a cover is open

is 110 hours or more.

When the accumulated time during which the machine is powered ON as well as powered OFFF (with quick startup turned ON)

When a license has been registered

o Energy Saving Function

This machine is equipped with energy saving function.
The following shows energy saving status and condition of transition.

Condition Description Condition of Transition
Panel sleep Panel off Press [Power key].
Engine sleep The panel and engine are turned OFF. When the time to transition to these modes
Deep sleep The panel, engine and controller are turned | has elapsed (Default setting: 5 minutes)

OFF. (Only Power LED lights up.)

*When a USB is connected, the transition
does not occur.

m Conditions for Not Entering Deep Sleep

Conditions for not entering sleep

When a job is in progress (including internal jobs in progress such as calibration and cleaning)

While a door is open

When an error code or jam occurs

During a firmware update

When the Toner Cartridge is not installed

When information cannot be read from the Toner Cartridge Memory (including a failure of a memory tag and a state in which a memory

tag is not yet connected)

When the life warning of the Toner Cartridge is displayed
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3. Technical Explanation (System)

Version Upgrade

o Overview

The following methods exist for version upgrade the system of the device.

iR device
Setup menu
PC for service SST menu
(=Networkconnection > =
="USB-connection
Software ]
Temporary
storage area
CDS server
= Updater =
= System area
System
Software

Version Upgrade Using UST (User Support Tool)
UST is a firmware update tool for general users that is included with the firmware for this machine.
Connect this machine to a PC with a USB cable or network cable, and execute UST on a PC to upgrade the firmware.
When connecting the host machine and the PC using a USB cable, version upgrades can be performed in an environment
where a network is not available.

Version Upgrade Using Updater (CDS)
Send a command using service mode or the [Settings/Registration] menu of the Remote Ul to download the firmware data
from the CDS server to perform an upgrade.
When upgrading using the Updater, you can also link with the UGW server to automatically download the firmware.

CAUTION:

A message appears when an attempt is made to upgrade a host machine to which specified firmware has been applied. ?
This is a precaution not to use wrong firmware to upgrade a host machine to which specified firmware has been applied.
See the following regarding the combination of whether the message will be displayed:

Type of firmware applied to the Firmware to upgrade
host machine General firmware Specified firmware
General firmware No message No message
Specified firmware Message displayed Message displayed

o Version Upgrade Using UST

UST is included in the firmware for the machine that can be downloaded from the website of CINC. Firmware is downloaded as
a zip file and a folder containing UST is extracted by decompressing the file.

When executing UST on the PC connected to the machine with a USB Cable, the firmware can be upgraded by downloading it
from the PC to the machine. For the detailed procedure, refer to the UST Operation Guide stored in the decompressed folder.
The UST Operation Guide is also available from the website of CINC.

Firmware

USB cable/
Network cable

41



3. Technical Explanation (System)

o Update Using Updater

Updater provides functions that enable network communication with Content Delivery System (hereinafter CDS) to install
firmware, MEAP applications and system options.

Firmware Installation

Updater function enables users to distribute firmware through CDS via Internet. Particularly on e-Maintenance/UGW enabled
devices, firmware can be updated remotely, which effectively slashes costs incurred in field services.

MEAP Application
By linking devices to CDS and License Management System (providing the function to manage licenses; hereinafter LMS),
applications can be installed in devices via Updater.

m Upgrading Method

Among the 3 methods in which service technicians provide firmware install services, the following 2methods are available using
Updater functions.

Firmware
Market Release

: Operator of each company

; a i E : User operation
\ 1

UGW setting
for distribution
(UGW-linked)*1

a * ------ ! ------ ' N
i Distribution setting
Automatic download SN S IEEE,
1 Via Set/Reg menu.
! (Remote UI) :
R S 2
! Apply (Update)
Apply (Update) .W—I
Via Service mode Automatic update EVla Set/Reg menu;
(Local UI) i (Remote Ul) :
.- ! >
*1: When UGW is linked, schedule information is saved to CDS.
Distribution Method Download Update Downloadable Firmware Versions
Comman- Timing Previous | Current Newer
ded Ver Ver Ver
by:
a. uGw Automatic No Yes™! Yes™?
UGW-linked Download / Update (Full-remote update)
b. UGW Manual Yes Yes™! Yes
UGW-linked Download (Remote Distribution / Update)

*1. Do not execute distribution for updated modules only.
*2. You can select the version allowed Remote Update.
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a. UGW-linked Download and Update (Full-Remote Update)

If the device is linked to UGW and the distribution schedule and update setting are registered on UGW in advance, full remote
firmware update is available on this device.
Upon downloaded from CDS, the firmware is updated on the device.

1) Set up customers,
device types, distribution
schedule and the
command for download / Partner

3) Give a firmware distribution
command to e-ROS.

2) Notify distribution

e=RDS

4) Download information to CDS.

firmware

CatiOLIITION
Firmware Upload
‘Updater, _
|mageRUNNER
ADVANCE  5) Writing process is

automatically started upon
download completed.

b. UGW-linked Download (Remote Distribution / Update)

If the device is linked to UGW and the distribution schedule is registered on UGW in advance, firmware can be distributed
to the device before a service technician actually visits the customer site. This allows the service technician to update the
firmware manually immediately after completing device inspection.

1) Set up customers,
ﬂwn device types, distribution

schedule and the
ommand for download

3) Give a firmware distribution
command to e-ROS.

2) Notify distribution
information to CDS.

4) Download
firmware

LoaTTOT T IO

m List of Functions

The matrix below shows the list of functions provided by Updater.

Category Function Remote Ul UGWiIinked
Firmware Checking firmware compatibility — —
Checking special firmware — —
Checking latest firmware version Yes —
Registering/deleting firmware distribution schedule Yes —
Confirming and downloading firmware — Yes
Updating downloaded firmware Yes —
Cancelling downloaded firmware Yes —
Acquiring firmware distribution information registered from Yes Yes
uGw
Notifying firmware version information — Yes
MEAP application / system option | Installing MEAP application Yes —
Installing system option Yes —
System Management Settings Yes —
Testing communications Yes —
Displaying update logs Yes —
Displaying system logs Yes —
Internal system error notification |Notifying internal system error occurrence to distribution serv- Yes Yes
er
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m Limitations and Cautions

e Limitations

Changing Date/Time on Device

When a user changes the date/time setting on the device (including change of the setting according to daylight saving time), the
firmware distribution may not be performed as scheduled.
But there is not the problem if it is time adjustment of several minutes with NTP servers.

Change of Setting from Service mode
Any settings from Service mode will be enabled after restarting the device.

e Cautions

Concurrent use of Updater functions
Multiple users cannot use Updater functions on a device concurrently by using it together with Remote UI.

Coexistence of Remote Ul and other tools
Users logged in SMS (Service Management Service) are unable to use Update functions from Remote Ul.

Using Updater function from Remote Ul

Upon the following operations done, Updater functions are suspended from Remote Ul for certain duration.
* When a user exits Web browser without clicking [Portal] or [Log Out] button in the setting of Remote Login Service via SMS
» When a user exits Web browser without clicking [Portal] button in the setting of not to use Remote Login Service via SMS.
» When a user exits Web browser without clicking [Log out from SMS] or [To Remote Ul] button.

Wait for EOJ (end of job) Function

Firmware update will be triggered only after the following jobs are completed.
This is the Updater-specific specification.

Job/Function type Receiving Printing Queued print jobs
PRINT Wait for EOJ (end of job) Wait for EOJ Wait for EOJ
I-FAX Receipt Cancel processing to trigger update * Wait for EOJ Wait for EOJ
Report Print - Wait for EOJ Wait for EOJ

*The data are guaranteed even if cut off in the middle of a job.It becomes the recovery object after the device reboot and carry
out send / reception again.

Even during transfer, Pull SCAN job processing is cancelled soon after scanning is completed.

Firmware update is cancelled if the jobs are not completed within 10 minutes. If this occurs, the error code, 8x001106, will be
returned (different numbers will be shown for x depending on the execution modes).

Firmware update is executed if the jobs stated above are not in the queue.

Follow the shutdown sequence to reboot the device after the firmware is updated.

m Preparation

e Setting Sales Company's Support Department

When using devices input in the markets listed below, the default setting of the sales company's Support Department should be
changed before obtaining firmware distributed from CDS. Unless the setting is changed properly, the desired firmware may not
be able to be selected.

Market Default Setting of the sales company's Support| Setting of the sales company's Support Depart-
Department. ment. after Change
Canada us CA
Latin America us LA

Go to the following screen to change the setting of the sales company's Support Department.
+ SERVICE MODE > FUNCTION GR. > MEAP > CDS-CTL
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NOTE:
The list below shows the setting of the sales company's Support Department for CDS-CTS by market. Check and adhere to the

appropriate setting
for your market.

Japan : JP China : CN Canada : CA Singapore : SG Latin America : LA
USA: US Hong Kong : Korea : KR Europe : NL Australia : AU
HK

e Network Settings

Connecting to External Network
The method of connecting to external network is similar to a normal network connection method. Refer to user manual of the

device for details.

NOTE:
» Before using UGW link or User mode, see the sections below to prepare as required.

+ “Enabling UGW Link” on page 47
+ “[Delivered Update] Button on the [Register/Update Software] Screen” on page 48
» “Enabling [Manual Update] Button of [ Settings / Registration] Menu” on page 48

» “External Network” here means the network connecting the device to CDS via Internet.

Confirming URL Setting of Distribution Server
Confirm the URL setting of the distribution server (UGW server) set in the machine.

1. Access the following URL from the browser on a PC connected to the same network as this machine, and log in to

the management screen.
* https://<machine's IP address>:8443/svm/

()R] https://17216.147 58:8443 /50 £ - &> | B RegisterfUpdate Softw... >

To Portal Log Out

Device Serial Number: AAA A0O0D00

Software Management Settings Software Management Settings > System Settings
O System Settings
System Settings
Display Logs/Communication Test
-Ean..

Copyright CANON INC. 2015 All Rights Reserved

Confirm the password to the Support Dept. of the sales company.

CAUTION:
In the case of the following, you cannot log in even if you input a right password.
» The other user is using "Register/Update Software (Management Settings)" .
» The other user is using "Register/Update Software" in normal Remote Ul.
» Because you have closed a browser without logging out definitely, you are still logging in it. Waiting for time-out.

45



3. Technical Explanation (System)

2. Select [System Settings] > [Edit].

To Portal Log Out

Device Serial Number: AAA ADDD000D
Software Management Settings Software Management Settings > System Settings
O System Settings
System Settings
Display Logs/Communication Test

=

Copyright CANON INC. 2015 All Rights Reserved

3. Confirm that the following information is set, and click [Cancel] if the settings are correct. If incorrect information
is set, correct it and click [Configure].

« [Delivery Server URL] : https://device.c-cdsknn.net/cds_soap/updaterif
* [Log Level]: 1to 4

System Settings N
Delivery Server URL: [nttps:iidevice c-cdsknn.neticds_soaplupdaterif ]
Log Level:

CAUTION:
The larger the value of the log level is, the more detailed the output log is (see the table below). Since changing the log

level setting affects the performance, do not set a higher level than required. (Unless asked to do so by the Support Dept.
of the sales company or the Canon R&D.)

Especially when the level 4 is set, the performance will be significantly lower and it will take time to collect logs.

Log Level and Leg Output Type

Log Output Log Level Description

Type 0 1 2 3 4
Trace - - - - Yes Detailed logs for debug
Information - - - Yes Yes Logs related to operations done on the system
Important - - Yes Yes Yes Update logs output by firmware type
Message Installation logs by MEAP application

Logs related to enabled functions by system option

Ordinary Er- - Yes Yes Yes Yes Logs for ordinary errors
ror
System Error Yes Yes Yes Yes Yes Logs for internal system errors

4. Click [Yes] when a dialog box confirming whether you want to update the settings is displayed.

' Are you sure you want to update the system

settings?
Cel)®]

This completes the procedure for confirming the URL setting of the distribution server.

Communication Test with the Distribution Server

This section describes how to check if the communication is normally done to the distribution server and/or the file server.

NOTE:

Since the server accessed by the CDS function and the server accessed by the RDS function differ, make sure to perform a
communication test for the CDS function even if the communication test for the RDS function is successful.
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1. Access the following URL from the browser on a PC connected to the same network as this machine, and log in to
the management screen.

* https://<machine's IP address>:84433/svm/
The password is [*28”].

2. Select [Display Log/Communication Test], and click [Communications Test].

Device Serial Number: AAA ADDDDDO

Software Management Settings Software Management Settings > Display Logs/Communication Test

System Settings

Display Logs/Communication Test

[II Display Logs/Communication Test D

[ Communication Test U
Log View: | Update Logs Vv

Copyright CANON INC. 2015 All Rights Reserved

3. Click [Yes] when a dialog box confirming whether you want to execute the test is displayed.

0 Are you sure you want to execute the
communication test?

EEid

The Communication Test is carried out.

Executing the communication test.._Please wait.

4. Upon the communication test completed, the communication test result screen is shown. Press [Baack] button to
exit this operation.

Communication test has been completed

- Connect to Delrvery Server. OK
- Retrieve Data: OK
- Communication Speed 5881 KB/sec

I Back

If "NG" is displayed as the result of the test, check the network settings and server URL settings.

e Enabling UGW Link

When installing the firmware in the method of “UGW-linked Download and Update” or “UGW-linked Download”, the following
should be set before actually using UGW link.

1. Set "On" for the following service mode:
« SERVICE MODE > FUNCTION GR. >MEAP > CDS-UGW

2. Access the [Customer Information] screen of the UGW WebPortal, and specify [Yes] for the following setting:
* Firmware Distribution
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3. Technical Explanation (System)

CAUTION:

» See “imageWARE Remote Operator's Manual / e-Maintenance Business Operation Manual for how to operate UGW
WebPortal.

« [Distribute Firmware] should be set on [Customer Management] screen for staff in charge of setting for [Enter customer
information] or [Command for firmware distribution] in order to allow them to select the desired device on [Firmware
Distribution Information] screen.

« If [Distribute Firmware] is not shown on [Customer Management] screen of UGW WebPortal, appropriate authorities
may not be set to each account in Firmware Distribution Information. Contact the sales company's Support Department
concerned for confirmation.

e Remote Ul Button Settings

Activate (or deactivate) the button for upgrading the firmware using the Updater on the [Settings/Registration] > [Management
Settings] > [License/Other] > [Register/Update Software] screen (hereinafter "[Register/Update Software] screen") of the Remote
ul.

[Delivered Update] Button on the [Register/Update Software] Screen
Set to display [Delivered Installation] in the [Install Application/Option] menu on the [Register/Update Software] screen of the

Remote UI.

Device Serial Number: AAA ADD0000
Install Application/Option

Install Application/Option > Delivered Installation

Manual Installation

X Delivered Installation
0 Delivered Installation

Enter the license access number to install MEAP application/iR option through the
el Mansgeort. Sl internet, and then click [Nex].

Display Logs/Communication Test

License Access Number: [ || || ||
&

Copyright CANON INC. 2015 All Rights Reserved

Specify this setting to allow users to install MEAP applications using the Updater function.
This operation is not necessary if you do not want to allow users to do so.

1. Enter service mode.

2. Set "On" for the following service mode:

+ SERVICE MODE > FUNCTION GR. > MEAP > CDS-MEAP
When this setting is enabled, [Delivered Installation] is displayed on the [Register/Update Software] screen of the [Settings/
Registration] menu.

Enabling [Manual Update] Button of [ Settings / Registration] Menu
Set to display the [Update Firmware] menu on the [Register/Update Software] menu of the Remote Ul.

To Portal Log Out

Device Serial Humber: AAA ADD0000
Install Application/Option Update Firmware > Delivered Update
Manual Installation

) Delivered Update Updated On:29/10 2015 17:14:41
Delivered Installation
Update Firmware Confirm New Firmware
0 Delivered Update

Scheduled Delivery Firmware
Software Management Settings

Display Logs/Communication Test Downloaded Firmware: None

Scheduled Delivery Date and Time: None

=

Copyright CANON INC. 2015 All Rights Reserved

Specify this setting to allow users to upgrade the firmware using the Updater function.
This operation is not necessary if you do not want to allow users to do so.

1. Enter service mode.
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2. Set "On" for the following service mode:

+ SERVICE MODE > FUNCTION GR. > MEAP > CDS-FIRM
When this setting is enabled, the [Update Firmware] menu is displayed on the [Register/Update Software] screen of the
[Settings/Registration] menu.

m Firmware Update Procedure

e UGW-linked Download and Update (Full-remote Update)

The procedure for updating the firmware using "UGW-linked Download and Update" is described below.

1. The firmware distribution schedule to the certain device should be set on UGW.

CAUTION:
See “UGW-linked Download and Update” in Operation Manual of Content Delivery System for Firmware Distribution for
details.

The device checks the schedule concerned every 12 hours on UGW. This allows the device to register the firmware
distribution setting, enabling automatic firmware download and update.

CAUTION:
[Device without the function to wait for job completion]
» Explain to the user in advance that a job cannot be accepted during firmware update. Also, it is recommended to
execute the operation during the period of time when no print job is accepted.
[Device with the function to wait for job completion]
» When the following jobs exist at the time of firmware update, firmware update processing is not executed until job
completion.(When the firmware update processing is not executed more than 10 minutes, it will be timeout error.)
* Printing
* I-FAX

NOTE:
To contacts registered for E-mail notification on UGW, the E-mail is sent from UGW upon completing firmware update.

e UGW:-linked Download (Remote Distribution Update)

The procedure for updating the firmware using "UGW-linked download" is described below.

1. The firmware distribution schedule to the certain device should be set on UGW.

NOTE:
See “UGW-linked Download” in Operation Manual of Content Delivery System (for Firmware Distribution) for details.

2. When using the Control Panel, execute the following service mode to update the firmware downloaded to the device
using the Updater function.

+ SERVICE MODE > F/W UPDATE GR. > CDS

F/W UPDATE GR. Execute? Executing...
UsB No

NETWORK Hyes )
USB STORAGE
CDS

49



3. Technical Explanation (System)

CAUTION:
When using the [Register/Update Software] screen of the Remote Ul, click [Apply Firmware] in [Delivered Update].

To Portal Log Out

Device Serial Number. AAA ADD0000

Install Application/Option Update Firmware > Delivered Update
o Manual Installation

Delivered Update Updated On:29/10 2015 17-14:41
10 Delivered Installation

Update Firmware Confirm New Firmware

0 Delivered Update

Scheduled Delivery Firmware
Software Management Settings

o Display Logs/Communication Test Downloaded Firmware: None

Scheduled Delivery Date and Time:  None

=

Copyright CANON INC. 2015 All Rights Reserved
Example of Using the Remote Ul

This machine is automatically restarted when the update processing is complete.

m Updater Function Maintenance

e Checking Logs
If an error occurs when upgrading the firmware using the Updater, a log can be checked on the [Register/Update Software] screen

of the Remote Ul.
There are two types of logs; update logs and system logs.

Update log
A log regarding installation of system options/MEAP applications and firmware updates.

System log
The system log of this machine. Records all operations.
The procedure for checking a log is described below.

1. Access the following URL from the browser on a PC connected to the same network as this machine, and log in to
the management screen.
* https://<device address>:8443/svm/
The password is [*28”].

2. Select [Display Logs/Communication Test], select [Update Logs] or [System Logs] in the Log View, and click

[Switch].

Device Serial Humber: ARAAO00D00D

Software Management Settings Software Management Settings > Display Logs/Communication Test

0 System Settings

Display Logs/Communication Test
[ O Display Logs/Communication Test]

Communication Test

Copyright CANON INC. 2015 All Rights Reserved

3. Check the log displayed in the log display area.
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To Portal Log Out

Device Serial Number: AAA AO0D000
Software Management Settings Software Management Settings > Display Logs/Communication Test

System Settings
Display Logs/Communication Test
0 Display Logs/Communication Test

Communication Test
Log View: | System Logs ™

[2015/10/13 15.17-22] 3 160101 —[DCM]-DcmEsplet DemEsplet start -

[2015/10/13 15:17:23] 3 0b1302 properties is null ’
[2015/10/13 15:17:24] 3 1b0104 —[DCM]-DcmEsplet.getSupportkeys start.—
]
]

[2015/10/13 15:17:24] 3 1b0103 —[DCM]-DcmEsplet getName start -

[2015/10/13 15:17-24] 3 0101a0 wisSeniceReference is null.

[2015/10/13 15:17:24] 3 0101a9 — waiting for WebSeniceLoginSenice start. —
[2015/10/13 15:17-25] 3 010101 —-UpdaterActivator start() end.—

[2015/10/13 17:07:33] 3 160102 —-[DCM]-DcmEsplet terminate start.—

[2015/10/13 17:07:33] 3 0101a4 +++ unregisterSoapSendet success! +++

[2015/10/13 17:07-33] 3 020004 ++DeliveryManager terminate() start.++

[2015/10/13 17:07-33] 3 020004 ++DeliveryManager terminate() end_++ \
[2015/10/13 17:07:33] 3 010102 —-UpdaterActivator stop() end.—

1=

Copyright CANON INC. 2015 All Rights Reserved

CAUTION:
To escalate the content of the log, copy the full text of the log and paste it in a text editor such as Notepad, then save it.

e Management of [Register/Update Software]

The [Register/Update Software] menu enables you to apply and delete firmware downloaded to this machine. When distribution
is scheduled by linking with UGW, those schedules can also be deleted.

Applying Downloaded Firmware

This section describes the procedure for applying firmware downloaded to this machine.
When there is downloaded firmware in this machine, the [Update Firmware] button in the [Delivered Update] menu is activated.

1. Access [Register/Update Software] in the Remote Ul, and select [Delivered Update].
2. Press the [Apply Firmware] button.

3. Check the downloaded firmware, and press the [Yes] button.
The processing for applying the firmware starts, and the device is automatically restarted when the processing is complete.

4. Output [Status Print] to check whether the firmware was upgraded correctly.

1. Press the [Utility Menu] key on the Control Panel.
2. Select [Status Print].
3. Select [Yes] when the message confirming whether you want to execute the operation is displayed.

Applying Downloaded Firmware

This section describes the procedure for deleting firmware downloaded to this machine.
When there is downloaded firmware in this machine, the [Delete Firmware] button in the [Delivered Update] menu is activated.

1. Access [Register/Update Software] in the Remote Ul, and select [Delivered Update].
2. Press the [Delete Firmware] button.

3. Check the downloaded firmware, and press the [Yes] button.
The processing for deleting the firmware starts.

4. Confirm that the [Delete Firmware] button is grayed out and deactivated.

Deleting a Scheduled Distribution Date/Time

This section describes the procedure for deleting a scheduled distribution date/time set in this machine.
The [Scheduled Delivery Date and Time:] button in the [Delivered Update] menu is activated when a scheduled firmware
distribution date/time is set in this machine by linking with a UGW server.

1. Access [Register/Update Software] in the Remote Ul, and select [Delivered Update].
2. Press the [Delete Scheduled Delivery] button.
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3. Check the scheduled distribution date/time, and press the [Yes] button.
The processing for deleting the scheduled distribution date/time starts.

4. Confirm that the [Delete Scheduled Delivery] button is grayed out and deactivated.

e Other Maintenance

Migrating Setting Information

In the following cases, the settings of the Updater function must be configured again because they cannot be migrated. For the
detailed procedure, refer to “Preparation” on page 44.

* When replacing the Main Controller PCB including the SRAM

» When replacing this machine due to failure or when a lease is up

Upgrading the Updater
The Updater function is a part of the machine firmware. Therefore, the Updater function is also upgraded when the firmware of
the machine is upgraded. When the machine firmware is upgraded, the setting information and logs (update logs and system

logs) of the Updater function are migrated.

m Error Messages of Updater Function

This section describes the error codes and error messages output by the Updater function.

e Updater Error Messages

Error messages displayed in Remote Ul are shown below. As to error codes, see the next list.

No. Messages Timing of dis- Cause Remedy
play
1 An error occurred | In communicating | System error occurred in | Obtain the log etc. (Refer to "System Management Opera-
with the delivery | with the delivery |server. tions" under "Version Upgrade"of "Updater" in "Trouble-
server. server. shooting" of this manual.) and contact Support Div. of the
Contact your sales sales company.
representative.
Error Code: [xxx]
2 Delivery serveris |In communicating | Delivery server stopped. Check the delivery server stop information. After the delivery
stopped. with the delivery server starts, perform the operation from this application.
Wait a while and  |server. When the delivery server stop information is not available,
then try to perform contact the sales company's Support Department.
the operation
again.
Check the follow-
ing URL for details.
<Stopped Delivery
Server URL>
3 Failed to connect |In communicating | Communication error due |Set correct CDS URL in the Updater settings.
to delivery server. |with the delivery |toincorrect settings of CDS
Check the delivery |server. URL.
server and net- Excluding delivery server | Check if the network environment is correct to solve the
work. stop, communication error |cause of the error occurrence. If the network environment of
to the delivery server occur- | the device is correct, obtain the log etc. (Refer to "System
red. Management Operations" under "Version Upgrade"of "Up-
dater" in "Troubleshooting" of this manual.) and contact
Support Div. of the sales company.
4 Download was At the time of file | Communication error to the | Check if the network environment is correct to solve the
stopped because |download delivery server occurred. | cause of the error occurrence.
an error occurred If the network environment of the device is correct, obtain
with the file server. the log etc. (Refer to "System Management Operations" un-
Check the network. der “Version Upgrade”of "Updater" in “Troubleshooting” of
this manual.) and contact Support Div. of the sales compa-
ny.
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No. Messages Timing of dis- Cause Remedy
play

5 Downloaded files | At the time of file | The received file is broken. | After checking the network environment of the device, re-
are invalid. Check |download execute the job.
the network. If it recurs, obtain the log etc. (Refer to "System Manage-

ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.

6 Failed to retrieve | Acquisition of ap- | No information exists about | Enter the correct firmware ID or Password applicable to the
information of spe- | plicable firmware |firmware for special firm- |firmware information.
cial firmware. information ware retrieval ID or Pass- |If it recurs, obtain the log etc. (Refer to "System Manage-
Check the retrieval word is invalid. ment Operations" under “Version Upgrade”of "Updater” in
ID and password. “Troubleshooting” of this manual.) and contact Support Div.

of the sales company.

7 Scheduled delivery | Acquisition of ap- | Delivery information with | Register the delivery schedule again. If this occurs at the
information of firm- | plicable firmware |specified delivery ID does |time of canceling file download, deleting downloaded firm-
ware does not ex- |information not exist. ware or deleting scheduled delivery, no remedy is required.
ist.

Check it because it
may already have
been deleted.

8 Failed to apply Firmware applica- | Error due to the application | Obtain the log etc. (Refer to "System Management Opera-
firmware. tion error (NLM) tions" under "Version Upgrade"of "Updater" in "Trouble-

shooting” of this manual.) and contact Support Div. of the
sales company.

9 Delivery Server : |Communication |In the communication test, | Check the network environment of the device, and re-exe-
Connect Failed test, etc. (commu- | failed to connect to the de- |cute the job.

File Server : Re- |nication test result|livery server. If it recurs, obtain the log etc. (Refer to "System Manage-
trieve Failed dialogue) In SOAP communication, |ment Operations" under “Version Upgrade”of "Updater" in
Error Code: [xxxx] failed to success after 1 min | “Troubleshooting” of this manual.) and contact Support Div.
retry. of the sales company.
ID and Password required |Set proxy and restart the communication test.
for proxy to connect to the |If it recurs, obtain the log etc. (Refer to "System Manage-
internet are not configured |ment Operations" under “Version Upgrade”of "Updater” in
in device. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
The access to the network | Set the user environment to make the access to the follow-
is limited. ing domain available.
https://device.cdsknn.net/
http://cdsknn.net.edgesuite.net/
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Delivery server stopped. Contact Field Support Group in the sale company.
After confirmation that the delivery server has been re-
stored, restart the communication test.
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company again.
10 Delivery Server : | Delivery Server : |Due to no return of data for | Check the network environment of the device and re-exe-

Connect OK

File Server : Re-
trieve Failed
Error Code: [xxxx]

Connect OK
File Server : Re-
trieve Failed
Error Code:
[XXXX]

the communication test,
time-out (in HTTP commu-
nication, no response for
1min) occurred. After that,
retried but failed to connect
to server.

cute the job.

If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.

The network cable was dis-
connected during data
download in the communi-
cation test.

Reconnect the network cable and then restart the commu-
nication test.

If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.

53



3. Technical Explanation (System)

No. Messages Timing of dis- Cause Remedy
play
10  |Delivery Server : |Delivery Server : |The file server stopped dur-| Contact the sales company's Support Department.
Connect OK Connect OK ing data download in the | After confirmation that the delivery server has been re-
File Server : Re- |File Server : Re- |communication test. stored, restart the communication test.
trieve Failed trieve Failed If it recurs, obtain the log etc. (Refer to "System Manage-
Error Code: [xxxx] |Error Code: ment Operations" under “Version Upgrade”of "Updater" in
[XXXX] “Troubleshooting” of this manual.) and contact Support Div.
of the sales company again.
Hash value in the commu- | Check the network environment and re-execute the job.
nication test file is incorrect. | If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
11 An error occurred. |communication | The max value (spacef/file) | Check if the log file exceeded the max value.
Error Code: [xxx] |test, etc. (main was exceeded and new log | <Update log>
screen) was not accepted. Max space: 128KB/file
Normally an old log file is | Max file number: 4
deleted before the max val- | <System log>
ue (spaceffile) is exceeded, | Max space: 512KB/file
but error may occur due to | Max file number: 4
other element (e.g. I/O er- |If it recurs, obtain the log etc. (Refer to "System Manage-
ror). ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Notice of version |Failed to acquire version in-| Re-execute the job.
information (main |formation of device due to |If it recurs, obtain the log etc. (Refer to "System Manage-
screen) no CDS registration of firm-|ment Operations" under “Version Upgrade”of "Updater" in
ware version of device. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
At the time of notifying ver- | Check if the network environment is correct to solve the
sion information, failed to | cause of the error occurrence. If the network environment of
connect to the delivery the device is correct, obtain the log etc. (Refer to "System
server. Management Operations" under "Version Upgrade"of "Up-
No return of notifying ver- |dater" in "Troubleshooting" of this manual.) and contact
sion information Support Div. of the sales company.
Network cable was discon- | Re-connect the network cable and re-execute the job.
nected during notice of ver-|If it recurs, obtain the log etc. (Refer to "System Manage-
sion information. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Failed to send notice of ver- | Re-execute the job.
sion information since the |If it recurs, obtain the log etc. (Refer to "System Manage-
main power was turned ment Operations" under “Version Upgrade”of "Updater” in
OFF and then ON during | “Troubleshooting” of this manual.) and contact Support Div.
the sending. of the sales company.
Server stopped at the time | Check the network environment of the device and re-exe-
of sending notice of version | cute the job.
information. If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
An internal error occurred | Obtain the log etc. (Refer to "System Management Opera-
atthe time of sending notice | tions" under "Version Upgrade"of "Updater” in "Trouble-
of version information. shooting" of this manual.) and contact Support Div. of the
sales company.
11 An error occurred. |UGW linkage UGW linkage was turned |For a device using eRDS, turn ON the eRDS. For a device

Error Code: [xxx]

(main screen)

ON when eRDS was OFF.

not using eRDS, turn OFF the UGW linkage.

If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
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No. Messages Timing of dis- Cause Remedy
play
11 An error occurred. [UGW linkage An internal error occurred |Re-execute the job.
Error Code: [xxx] |(main screen) at the time of acquiring de- | If it recurs, obtain the log etc. (Refer to "System Manage-
livery information. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
On-site (error dia- | An internal error occurred |Re-execute the job.
logue) at the time of acquiring ap- | If it recurs, obtain the log etc. (Refer to "System Manage-
plicable firmware informa- |ment Operations" under “Version Upgrade”of "Updater" in
tion. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
An internal error occurred |Re-execute the job.
at the time of sending ap- |If it recurs, obtain the log etc. (Refer to "System Manage-
proval information. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
An internal error occurred |Re-execute the job.
at the time of delivery order | If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Immediate down- | An internal error occurred |Re-execute the job.
load (error dia- at the time of requesting If it recurs, obtain the log etc. (Refer to "System Manage-
logue) firmware delivery informa- |ment Operations" under “Version Upgrade”of "Updater" in
tion. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
During the download, all | After adding vacant space of the storage disk, re-execute
space in the storage disk |the job.
was occupied. (DiskFull) [If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
At the end of receipt, an in-| Re-execute the job.
ternal error occurred. If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Manual update | At the update start, an in- | Re-execute the job.
(error dialogue) |[ternal error occurred. If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company
Automatic update | At the update start, an in- |Re-execute the job.
(error dialogue) |[ternal error occurred. If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Deletion of down- | At the time of notifying can- | Re-execute the job.
loaded firmware |cellation, an internal error |If it recurs, obtain the log etc. (Refer to "System Manage-
occurred. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
12 An error occurred. |UGW linkage eRDS sent an order but Up- | Conduct a communication test to analyze the cause of the

Check the Update
Firmware screen.

(main screen)

dater failed to connect to
server.

error. After solving the cause, resend the order from the
eRDS.

If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
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No. Messages Timing of dis- Cause Remedy
play
12 |An error occurred. |UGW linkage Delivery server stopped. | Contact the sales company's Support Department.
Check the Update |(main screen) After confirming restoration of the delivery server, re-exe-
Firmware screen. cute the job.
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under j°Version Upgradejtof "Updater” in
i°Troubleshootingj+ of this manual.) and contact Support
Div. of the sales company.
Scheduled date and time | Do the delivery setting from UGW again.
acquired from the delivery |If it recurs, obtain the log etc. (Refer to "System Manage-
server was before current | ment Operations" under “Version Upgrade”of "Updater” in
time (15 or more min had | “Troubleshooting” of this manual.) and contact Support Div.
passed.) of the sales company.
Scheduled data and time | Do the delivery setting from UGW again.
acquired from the delivery |If it recurs, obtain the log etc. (Refer to "System Manage-
server did not exist. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Immediate down- | At the time of immediate | Re-execute the job.
load (main download, turned OFF and |If it recurs, obtain the log etc. (Refer to "System Manage-
screen) then ON the power of de- |ment Operations" under “Version Upgrade”of "Updater” in
vice main body. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Manual update Updated version was differ- | Re-execute the job.
(main screen) Au- |ent from the ordered ver- |If it recurs, obtain the log etc. (Refer to "System Manage-
tomatic update sion. ment Operations" under “Version Upgrade”of "Updater” in
(main screen) “Troubleshooting” of this manual.) and contact Support Div.
of the sales company
After the update, failed to | Check the network environment and re-execute the job.
connect to the delivery If it recurs, obtain the log etc. (Refer to "System Manage-
server. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
After the update, delivery |Contact the sales company's Support Department. After
server stopped. confirming restoration of the delivery server, re-execute the
job.
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
After the update, the net- |Re-connect the network cable and re-execute the job.
work cable was disconnec- | If it recurs, obtain the log etc. (Refer to "System Manage-
ted. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
After the update, server re- | Obtain the log etc. (Refer to "System Management Opera-
turned an error. tions" under "Version Upgrade"of "Updater" in "Trouble-
shooting” of this manual.) and contact Support Div. of the
sales company.
After the update, an internal | If it recurs, obtain the log etc. (Refer to "System Manage-
error occurred. ment Operations" under "Version Upgrade"of "Updater" in
"Troubleshooting" of this manual.) and contact Support Div.
of the sales company.
13 Delivery Error UGW linkage eRDS sent an order but Up-| Conduct a communication test to analyze the cause of the

Error Code: [xxx]

(Update Firmware
screen)

dater failed to connect to
the server.

error. After solving the cause, resend the order from the
eRDS.

If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
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No. Messages Timing of dis- Cause Remedy
play
13  [Delivery Error UGW linkage The delivery server stop- | Contact the sales company's Support Department. After
Error Code: [xxx] |(Update Firmware | ped. confirming restoration of the delivery server, re-execute the
screen) job.
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
The scheduled data and Do the delivery setting from UGW again.
time acquired from delivery | If it recurs, obtain the log etc. (Refer to "System Manage-
server does not exist. ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
14 Delivery Error UGW linkage The scheduled date and Do the delivery setting from UGW again.
Delivery Time (Update Firmware | time acquired from delivery | If it recurs, obtain the log etc. (Refer to "System Manage-
Delivery Firmware |screen) server was before current | ment Operations" under “Version Upgrade”of "Updater” in
Label time (15 or more min had | “Troubleshooting” of this manual.) and contact Support Div.
Delivery Firmware passed). of the sales company.
version Immediate down- | At the time of immediate | Re-execute the job.
Error Code: [ xxx ] ||oad (Update download, turned OFF and | If it recurs, obtain the log etc. (Refer to "System Manage-
Firmware screen) |then ON the power of de- | ment Operations" under “Version Upgrade”of "Updater” in
vice main body. “Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
15 Applicable firm- On-site (error dia- | At the user site, no latest | This means the current firmware is the latest, so this error
ware is not regis- |logue) firmware exists. has no impact.
tered. But when the latest firmware to be retrieved must exist e.g.
released new firmware information has been notified, con-
tact Field Support Group in the sales company.
No applicable firmware ex- | Contact the sales company's Support Department.
ists on CDS, so the service
person can't select any ap-
plicable firmware.
16 Restart failed. Manual update | An error occurred at the After turning OFF and then ON the main power of the device,
Turn the main pow- | (error dialogue) [time of the device restart. |re-execute the job.
er OFF and ON. If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
Automatic update | An error occurred at the After turning OFF and then ON the main power of the device,
(error dialogue) [time of the device restart. |re-execute the job.
If it recurs, obtain the log etc. (Refer to "System Manage-
ment Operations" under “Version Upgrade”of "Updater” in
“Troubleshooting” of this manual.) and contact Support Div.
of the sales company.
17 Specify [E-Mail Ad- | At the time of pe- | The specified E-mail ad- | Specify E-mail address within 64 characters.
dress] with up to 64 |riodical update dress exceeded 64 charac-
characters. setting ters.
18 | The following char-| At the time of pe- | The E-mail address was in-| Do not specify E-mail address with characters which cannot
acters cannot be |riodical update cluding the characters be used.
used for the [E-Mail | setting which could not be used.
Address]:
5O [T=<>)
19 Specify [Com- At the time of pe- | Comments exceeded 128 |Specify comments within 128 characters.
ments] with up to |riodical update characters.
128 characters. setting
20 The [Delivery Serv- | In setting with the | The specified deliver server | Enter the right URL(https://device.c-cdsknn.net/cds_soap/

er URL] is incor-
rect.

deliver server
URL.

URL is wrong.

updaterif)

e Explanation on Error Codes and Their Remedies

The following shows the error codes displayed on CDS error dialogs and the Control Panel of the device (local Ul) and explanation
of those error codes.
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How to read an error code

An error code consists of a number of eight digits (hexadecimal number) displayed on the Ul.

84014206 Code Value Contents
Error Message dialogue TJ TJ ] The first digit 8 [Error
> Error field
The second digit 0 |Not defined.
St B e e e e . ol s
T s ot g o gt iy 4 |Service person
o e o ey e ron 0t g gcﬁggﬂigztfjgga<tgser)
u
» |The 3rd - 4th digits| xx |Method
Method category
The 5th digit 0 |Not categorized
Category code 1 |Operation
2 IO
> 3 [Device
3 |SOAP communication
5 [HTTP communication
6 |Socket communication
7 |Other internal doces
A/B |Internal module
F [Local CDS

The 6 - 8th digits | 000- [See Error code list
L, | Description code

Remedy by Error Code

Remedy to Be Taken When an Error Code Starting with [81------ ] Is Displayed
The remedy for an error code whose first two digits are "81" is shown below.

1. Refer to “List of Error Codes Starting with 81” on page 59 / “List of Error Codes Related to Local CDS” on page
67, and try the remedy.

2. If the symptom is not resolved by performing the remedy shown in the error code list, report it to the support
department of the sales company with the following information.
» Time of occurrence
» Serial number of the device

Remedy to Be Taken When an Error Code Starting with a Number Other than [81------ ] Is Displayed

The remedy for an error code whose first two digits are not "81" is shown below.

1. Check the last four digits of the code, and try the remedy shown in “List of Error Codes Starting with a Number
Other than 81” on page 62/“Error Codes When Using the UGW-linked Function” on page 67.

2. In the case of an error message with a check mark on the "Network" column of "Cause of error” in the error code
list, try the remedy shown below.
« Execute the operation again.
» Perform a communication test on the Touch Panel of the device.
» Check the status of the network equipment (disconnection of the LAN cable, etc.).
» Check the network settings of the device.
» Check that there is no restriction on the network environment of the site (e.g. restriction on communication at night).
» Check the proxy server of the customer. If it does not work properly, perform the remedy. If the problem still persists,
clear the cache of the proxy server.

3. If the symptom is not resolved by performing the foregoing remedy, report it to the support department of the sales
company with the following information.
» The generated error code
» The Sublog of the device
» The update log of the device (Set the log level to 4, and then collect the log.)
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When an Error Code Not Included in the List of Error Codes Is Displayed

When an error code not included in the list of error codes is displayed, see “Error Codes Not Included in the Error Code List and
Remedy for Them” on page 68.

e Error Code List

List of Error Codes Starting with 81

The list of error codes starting with 81 is shown below. This error is related to the CDS server.
Report the error to the support department of the sales company with the time of occurrence and the serial number of the device.

59

Error Code Description Remedy Cause of error
CDS server | UP DATER
81xx0001 |No value is set in a mandatory data entry item Contact the support department v v
81xx0002 |In the case of [81xx0002] except follows. In a string type |Of the sales company. . v v
of a data entry item, digit number and/or character type | (Attach information on the. time
is/are set against the regulations is displayed in the fol- |Of occurrence and the serial
lowing cases: number of the device.)
81040002 » The number of digits of the registration ID or pass- |Enter the correct ID and pass- v v
word is not 8. word for Special Firmware.
» The registration ID or password includes characters | (User)
other than single-byte numeric characters.
81060002 * The number of digits or type of characters used for |Register the correct e-mail ad- v/ v
Firm Type, Firmware Version, Firmware Group Ver-|dress.
sion, or Firmware Label does not meet the specified | If it occurs again, contact the
number of digits or type of characters. support department of the sales
» The character string of Firmware Group Version company.
(firmGroupVersion) includes characters other than |(Attach information on the time
numeric values. of occurrence and the serial
* The number of digits of E-mail Address (mailAd- number of the device.)
dress) is larger than 128. (Canon Inc. Only) In the case of
» Characters other than single-byte alphanumeric an error in Firm Type, Firmware
characters and symbols are used for E-mail Address | Version, or Firmware Group
(mailAddress). Version, register the correct
* Aninvalid e-mail address was input (The domain |firmware again.
name is missing, . (dot) was input instead of , (com-
ma), etc.)
81xx0003 |In an data entry item, the value is set against the regula- | Contact the support department v v
tions of the sales company.
(E.g. the set value is other than "Operator: 4. Service (Attach information on the time
person, 5. User") of occurrence and the serial
81xx0004 |No applicable delivery information exists number of the device.) v -
81xx0005 |Error in the system settings v -
Operation
81xx1001 |In the case of [81xx0001] except follows. Inconsistency |If distribution of the firmware is v v
between the current firmware component in the data en- | necessary, search the applica-
try item and delivery information (E.g. the conditions for |ble firmware again, and perform
automatic update are not met. The settings of a manda- | distribution of the firmware.
tory additional set are invalid)
81071001 |A cancellation notification was sent to CDS when the dis- v v
tribution status was not correct. (CDS has not received
the status change due to a network failure, etc.)




3. Technical Explanation (System)

Error Code Description Remedy Cause of error
CDS server | UP DATER
81091001 + The firmware information of the device at the time of | If distribution of the firmware is v v
execution of distribution differs from the firmware in- | necessary, search the applica-
formation of the device at the time of registration of | ble firmware again, and perform
the distribution schedule. distribution of the firmware.
» The firmware was upgraded without using CDS
when distribution schedule for the device that sup-
ports the UGW-linked function had been registered.
As a result, the firmware information of the CDS
server at the time of execution of distribution differs
from the firmware information of the CDS server at
the time of registration of the distribution schedule.
When the remote update setting for the firmware to
be updated was disabled after distribution schedule
was registered using auto update.
81xx1002 |In a notice of delivery-allowed information, an install-set | Contact the support department v/ -
was release to the market, but the market release was | of the sales company.
stopped during the delivery (Attach information on the time
81xx1003 |No mail template file exists of occurrence and the serial v -
81xx1004 |The device serial number in the data entry item differs number of the device.) v -
from that in delivery information
81xx1005 |User is selected as Operator in the data entry items and v -
the retrieval type is other than the latest
81xx1006 |The retrieval type in the data entry item is special and v/ -
registration ID and individual Password are not set (* Op-
erator did not enter registration ID and individual Pass-
word)
81xx1007 |The retrieval type in the data entry item is special and v -
Operator is not Service person
81xx1008 |As to the device serial number in the data entry items, |Contact the support department v -
there is no applicable device code product of the sales Company.
(Attach information on the time
of occurrence and the serial
number of the device.)
(Canon Inc. Only) Check regis-
tration of LMS.
81xx1009 |The retrieval type in the data entry items is special and |Enter correct ID and the pass- v/ -
there are no basic-set applicable to the registration ID and | word.
Password (* When wrong registration ID or Password
was entered by an operator)
81xx100A |The delivery status is Applying After 2 hours and 30 minutes v -
After the firmware was updated and when an update have passed since the failed at-
completion notification has not been sent to CDS, distri- |tempt to distribute the firmware,
bution of the firmware was attempted again before update | search the applicable firmware
time-out is processed in CDS. again, and perform distribution
of the firmware.
81xx100B |No approval information exists about EULA or the export| Contact the support department v -
criteria when the delivery is determined of the sales company.
(Attach information on the time
of occurrence and the serial
number of the device.)
81xx100C |The delivery status is Distributing/Distributed/Applying/ |Search the applicable firmware v/ -
Finished/Failed again, and perform distribution
When the distribution status was not correct, distribution | of the firmware.
information was obtained from CDS. (CDS has not been
notified of the status change due to a network failure, etc.)
81xx100D |The delivery status is Distributing/Distributed/Applying/ v -
Finished/Failed
8108100D |When the distribution status was not correct, schedule v -
information was checked with CDS. (CDS has not been
notified of the status change due to a network
81xx100E |The delivery status is New/Waiting to Distribute/Distrib- |Contact the support department v/ -

uted/Applying/Finished/Failed
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Error Code Description Remedy Cause of error
CDS server | UP DATER
81xx100F |The delivery code is other than Distributing. (Attach information on the time v -
(Firmware distribution) of occurrence and the serial
number of the device.)
81xx1010 |The delivery status is New/Waiting to Distribute/Distrib- | Search the applicable firmware v -
uting/Applying/Finished/Failed again, and perform distribution
810B1010 |An update start notification was sent to CDS with an in- | ©f the firmware.
valid status. (The CDS server failed to receive the status
change due to a network error, etc.)
81xx1011 |The delivery status is Distributing/Distributed/Applying/ |Contact the support department v -
Finished/Failed of the sales company.
(Attach information on the time
of occurrence and the serial
number of the device.)
81xx1012 |Device is "Not applicable to CDS" Register the device as a CDS v -
(Firmware distribution) device.
* It occurs only when a device that can access CDS is
managed.
81xx1013 |When the specified distribution time was within the time | Contact the support department v/ -
frame of CDS distribution stop. of the sales company.
(Firmware distribution) (Attach information on the time
of occurrence and the serial
number of the device.)
81xx1014 |When confirmation of the firmware distribution settings |Search the applicable firmware v -
ended in time-out. again, and perform distribution
CDS was not accessed within 30 minutes after the distri- | of the firmware.
bution time. The device has been turned OFF, the net-
work has been disconnected, etc.
81xx1015 |When firmware distribution time-out occurs. v -
A reception completion notification was not sent to CDS
within 24 hours after the start of the distribution. The de-
vice has been turned OFF, the network has been discon-
nected, etc.
81xx1016 |Firmware update time-out occurred. Check the device to see if the v/ -
An update completion notification had not been sent to |update has been completed.
CDS even after 2 hours since the start of the update. When the update has ended in
failure, execute the operation
again if there is no problem with
the device.
81xx1017 |When the firmware distribution information notification | Contact the support department v -
showed an error in processing the distribution informa- | of the sales company.
tion. (Attach information on the time
81xx1018 |When the firmware distribution information notification ~|Of occurrence and the serial v -
showed an error in processing the scheduled update in- | number of the device.)
formation.
81xx1019 |When the status of the scheduled update information is v/ -
"Set", "Finished", or "Failed".
81xx1020 [When the status of the scheduled update information is | Contact the support department v/ -
"Waiting to Transmit" or "New". of the sales company.
81xx1021 |When the status of the scheduled update information is | (Attach information on the time v -
"Set". of occurrence and the serial
81xx1022 |The scheduled update setting information differs be- number of the device.) v -
tween the input information and the distribution informa-
tion.
81xx1023 |When the distribution status is "Cancel". v -
81xx1024 | A forced automatic update was scheduled for distribution, | Check the firmware to be distrib- v -

but it could not be performed because the firmware to be
distributed or the status of the device was changed.

uted or the status of the device.
If necessary, schedule distribu-
tion again.
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Error Code Description Remedy Cause of error
CDS server | UP DATER
81xx1025 |A time-out occurred when starting to apply the firmware. | Contact the support department v/ -
of the sales company.
(Attach information on the time
of occurrence and the serial
number of the device.)
81xx1026 |[Auto] is specified for the update method even though an | Change the update method to v -
application time is specified. [Date & Time].
81xx1027 |The application time has been set to a time earlier than |Set the application time to atime v -
the time from which the distributed firmware can be ap- |which is later than the time when
plied (when a specific period of time has passed since the | the specific period of time has
distribution time). passed since the distribution
time.
81xx1028 |The acquisition type of the input information is set to Contact the support department v -
[Special], and an error where the basic set was not found | of the sales company.
has occurred more than the specified number of times | (Attach information on the time
(the maximum number of times of authentication failure). | of occurrence and the serial
number of the device.)
I/0
81xx2014 |Device information corresponding to the target device |Contact the support department v/ -
serial number does not exist. of the sales company.
(There is no relevant information on the device firmware | (Attach information on the time
group.) of occurrence and the serial
number of the device.)
81xx2015 |The error "The specified license access number does not| Contact the support department v -
exist in LMS" occurred more than the specified number |of the sales company.
of times (the maximum number of times of authentication | (Attach information on the time
failure). of occurrence and the serial
number of the device.)

List of Error Codes Starting with a Number Other than 81
The list of error codes starting with a number other than 81 is shown below. If such an error has occurred, search the remedy

using the last

Report the error to the support department of the sales company with the Sublog and update log of the device.

four digits of the error code.

The "CDS server" in the "Cause of error" column includes CDS distribution servers and CDS file servers.

Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx |1001 Processing exclusively Start the operation again after terminating - v -
other Updater operations being executed
simultaneously
1002 Stopped Restart the device, and start the operation - v -
again.
1101 Failed to process preparation |Contact the support department of the - v -
for use sales company.
1102  |Failed to process use end (Attach the Sublog and update log of the - v/ -
1103 | Time out during restart of read- device.) - v -
iness preparation
1104 Session time-out excluding af- |Start the operation again from the begin- - v -
ter application inquiry (after is- [ning
suing delivery ID)
1105 |CDS URL is not set Set CDS URL - v -
1106  |Another job existed immediate- | Start the operation again after terminating - v -
ly before the firmware update |the job of the device
processing.
1202 | Specifying of scheduled update | Contact the support department of the v - -
for a model that does not sup- |sales company.
port scheduled update (Attach the Sublog and update log of the
1203  |Firmware processing for a device.) v - -
model that does not support
firmware processing
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Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx 1301 Security Token verification er- |Contact the support department of the - - v/
ror sales company.
(Attach the Sublog and update log of the
device.)
1302 Privilege check error Perform the authentication as a correct - - v
user.
1303 Parameter error Contact the support department of the - - v
1304 | There is no distribution infor- | Sales company. - - -
mation from the server. (Attach the Sublog and update log of the
1305 |Version notification is not re- device.) - - -
quired.
1306 Connection server information |Check the connection server settings. - - v
mismatch error
I/0
21xx | Aninternal error about file op- |Contact the support department of the - v -
eration sales company.
22xx  |Aninternal error about XML file | (Attach the Sublog and update log of the - v/ -
operation device.)
2301 Failed to output the license file - v -
2401 Failure in creation of an auto - v -
shutdown stop file
2402 Failure in deletion of the auto - v -
shutdown stop file
Device
31xx An internal error in CPCA Contact the support department of the - v -
32xx  |An internal error in IMI sales company. - v -
335x | An internal error in SMS (Attgch the Sublog and update log of the : 7 N
34xx An internal error in NLM device.) - v -
35xx Configuration Service property - v -
setting error
36xx An internal error related to - v -
APL_CDS partition
37xx DCM-related service error - v -
38xx An error related to storage Contact the support department of the - v -
service, partition information, |sales company.
or path information acquisition |(Attach information on the time of occur-
rence and the serial number of the device.)
SOAP communication
4101 The processing thread stopped | Contact the support department of the - v -
4102  |Processing SOAP communica- | Sales company. - v/ -
tion now (Attach the Sublog and update log of the
4103 | The function type is not match- device.) - v -
ed
4104 | Aninvalid SOAP response er- |Check the network environment. v - -
ror When this problem recurs, contact the sup-
port department of the sales company.
4105 No network cable connection |Check the network environment. v - -
(device side) If it occurs again, contact the support de-
partment of the sales company.
(Attach the Sublog and update log of the
device.)
4106 | A character other than numeric | Specify the HTTP status code using nu- v - -
characters has been specified | meric characters.
for the HTTP status code.
4201 An internal error about applica- | Contact the support department of the - v -
tion information sales company.
4202 |Config.xml is not found (Attach the Sublog and update log of the - v/ -
4203 |Type.xml is not found device.) - v -
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Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx 4204 | An error in binding type.xml Contact the support department of the - v -
4205  |An error in creating a service |Sales company. - v -
tab (Attach the Sublog and update log of the
4206 | A runtime error in performing device.) - v v
the web method
4207 | An unknown host error in per- * Check the network environment of the v v v
forming the web method device and start the operation again
» Check if the URL settings of the CDS
server are correct, and start the oper-
ation again after resetting
4301 The delivery server is stopped |Contact the support department of the v - -
sales company.
(Attach the Sublog and update log of the
device.)
4302 <In the case of scheduled up- |<In the case of scheduled update> v v -
date> Specify the distribution settings again,
In response to a download start | making sure that the distribution server
notification sent from the de- |maintenance time and the scheduled up-
vice, the distribution server re- |date time do not overlap.
turned an error and stopped the | <In the case of distribution executed by
operation of the device within a|specifying the date and time>
certain period of time before the | Specify the distribution settings again,
distribution server mainte- making sure that the firmware version of
nance time. device at the time when the distribution set-
<In the case of distribution exe- tings are specified and the version at the
cuted by specifying the date  |time immediately before update are the
and time> same.
The firmware version of the de-
vice at the time when the distri-
bution settings were specified
and the version at the time im-
mediately before update are
different.
HTTP communication
5101 Specified Hash Algorithm is un-| Contact the support department of the - v -
known sales company.
(Attach the Sublog and update log of the
device.)
5102 Download file URL is invalid | Check the URL setting of CDS server, reset - v -
the setting, and then start the operation
again.
5103 No network cable connection |Check the network environment of the de- - v -
(device side) vice, and start the operation again.
5201 Invalid HTTP request Contact the support department of the v v/ v
sales company.
(Attach the Sublog and update log of the
device.)
5202 Failed to connect to the server | Check the network environment of the de- v v v
vice (such as the examples shown below)
and start the operation again.
» Check if the network cable is discon-
nected.
» Check if connection with the proxy
server has failed.
» Check if there is any problem with the
DNS server.
5203 Failed to find the server Check the network environment of the de- v v v

vice (the proxy settings, etc.), and start the
operation again.
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Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx |5204 | An input/output error occurred |Check that no problem is found in the two v v v
during the connecting process |items displayed during the communication
to the server test. If any problem was found, check the
network environment.
5205 Failed to read a HTTP re- Check that no problem is found in the two v v v
sponse. items displayed during the communication
An error or time-out has occur- |test. If any problem was found, check the
red because the line speed is |network environment.
low. If it occurs again, contact the support de-
partment of the sales company.
(Together with information regarding the
network environment of the user and the
system log/sublog of the device)
5206 |An HTTP status code other Check the network environment of the de- v v v
than 206 or 200 was returned |vice (such as the examples shown below).
from HTTP. » Check if the user authentication of the
proxy is wrong.
* Check if an invalid response or time-
out has been returned from the gate-
way, proxy server, or DNS server.
If it occurs again, contact the support de-
partment of the sales company.
(Together with the system log/sublog of the
device, the distribution log of the Updater,
the SOAP message notifying of the error,
and the log of the proxy server)
5207 Generation of secure socket |Contact the support department of the 4 v v
failed. sales company.
5208 |Certificate check error (Attach the Sublog and update log of the v/ v v
5209 Connection time-out device.) - v v
520A | The port number is invalid. Check the network environment of the de- - v/ v/
520B | The port number is invalid vice and start the operation again. - v v
(when using a proxy server). | If it occurs again, contact the support de-
520C | The remote host cannot be ac- partment of Fhe. sales cgmpany. . - v v
cessed (Together with information regarding the
. network environment of the user and the
520D |The remote host cannot be ac- system log/sublog of the device) - v v
cessed (when using a proxy
server).
520E | The host name cannot be re- - v v
solved.
520F | The host name cannot be re- - v v
solved (when using a proxy
server).
5301 Failed to retrieve the data Contact the support department of the - v v
stream sales company.
5302 |Failed to create the file object |(Attach the Sublog and update log of the - v v
for receipt device.)
5303 Failed to create the data stream - v v
of the file for receipt
5304 |Failed to receive the data Check the network environment of the de- v v v
vice, and start the operation again.
5305 |Anerror about reserving the file | Check that no problem is found in the HDD. - v -
data for receipt When this error occurs again, contact Sup-
port Group of sales companies.
5306 Failed to close the data stream | Contact the support department of the - 4 -
5307 |Failed to close the file data for |Sales company. - v/ -
receipt (Attach the Sublog and update log of the
device.)
5308 Invalid hash code of the down- | Check the network environment of the de- v v v
load file vice, and start the operation again.

65




3. Technical Explanation (System)

Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx [5309 |The proxy authentication meth- | Check the proxy authentication method be- - v v
od is not supported, or access |ing used, change the setting to use a sup-
to the CDS file server is not per- | ported proxy authentication, and then start
mitted. the operation again.
Check that access to the following URL is
permitted.
« device.c-cdsknn.net (protocol: https)
+ cdsknn.net.edgesuite.net (protocol:
http)*
* The following URL in the product of
after iR-ADV C2200 series.
a02.c-cdsknn.net (protocol: https)
But, it excludes iR-ADV
C5200/9200/7200 series.
530A | Aprivilege error during creation | Check the network environment of the de- v v v
of a file vice and start the operation again.
530B | A privilege error during output v v v
of a file
530C |The data of an HTTP response v v v
from an invalid input stream
was read.
530D |An error in reading the data of v v v
an HTTP response
530E | An error in reading the data of v v v
an HTTP response
530F | An error in reading the data of v v v
an HTTP response
5310 |An error in reading the data of v v/ v
an HTTP response
5311 The hash code length of the file v v/ v
to download is invalid.
5312 The hash code of the file to v v v
download is invalid.
Socket communication
6101 Failed to connect the eRDS Contact the support department of the - v/ v
6102  |No response from eRDS sales company. - v v
6103 No notice of start from the (Attgch the Sublog and update log of the ; 7 7
device.)
eRDS
6104 Error of socket reading - v/ v
6105 |Socket communication time- - v v
out
Other internal codes
71xx An error by using invalid APl | Contact the support department of the - v/ -
72xx | An internal error in SMS sales company. - v/ -
7301 No existence of delivery ID ((j/:t\t/.i':lcceh)the Sublog and update log of the - v -
7302 |Invalid delivery ID ' - v -
7303 | The updated firmware informa- - v -
tion is not identical with the firm-
ware information after activa-
tion of the Updater
7304 | The process of firmware down- - v -

lo d is incomplete

It occurs when the power of the
device is turned OFF during
download.
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Error Code Description Remedy Cause of error
CDS server | UP DATER | Network
8xxx [7305 The update process is incom- |Contact the support department of the - v/ -
plete sales company.

The power was turned OFF af- | (Attach the Sublog and update log of the
ter completion of download and |device.)
before start of update process-

ing.

7401 Failed to retrieve delivery infor- - v -
mation

7501 Failed to execute the delivery - v -
process

7502 The scheduled distribution had | Scheduled deliveries not executed within - v -

not been executed even after a|the defined period of time are abandoned,
certain period of time due to the | so register a scheduled delivery again.
power of the device being OFF | When setting the date and time of the

at the scheduled time or other |scheduled delivery, be sure to designate a

reasons. time when the device is ON

7503 The download results could not | Contact the support department of the - v -
be obtained. sales company.

7504 | There is no download list infor- | (Attach the Sublog and update log of the - v -
mation. device.)

Internal module

AXXX Communication error in the in- | Contact the support department of the - v -
Bxxx |ternal module sales company. - v _
(Attach the Sublog and update log of the
device.)

List of Error Codes Related to Local CDS
A list of error codes related to Local CDS is shown below.

Error Description Remedy
Code
81xxF003 | Firmware information not registered. Contact the
Firmware information corresponding to the target device serial number does not exist. support depart-
81xxF007 |Invalid firmware version. ment of the
The firmware version at the time of registration of the distribution schedule differs from the current firmware | Sales company.
version.

81xxF008 |Invalid firmware information. Firmware information to be distributed does not exist.

81xxF009 | Forcible termination. Distribution information is forcibly terminated from the server Ul.

81xxFOOF |Invalid distribution status. Distribution status of the server is in a condition where a requested method from
the client cannot be accepted.

81xxF010 |Invalid parameter. Requested parameter from the client is not correct.

81xxF011 | Version information not registered. Version information corresponding to the specified serial number has
not been registered.

81xxF012 | Distribution time-out. Distribution has not been completed even after a certain period of time from the start
of the distribution.

81xxF013 |Unable to judge the necessity of distribution

Version information from a device has not been registered in the local CDS.

Since the local CDS does not know the version information of the device, it cannot respond to the distri-
bution request from updater. As a result of that, an error occurred when the request has been made.

81xxFFFE | DB error. General error to access DB.

81xxFFFF | DB error. Internal error other than error to access DB (file 1/0, etc.).

8xxx1204 |L-CDS update process for a model that does not support L-CDS

Error Codes When Using the UGW-linked Function
Codes displayed as eRDS errors when the UGW-linked function is used
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Error Description Remedy
Code
8xxx0000 |An unexpected error occurred in the device. Restart the device, and perform the operation again.
When this problem recurs, the firmware of the device needs to be
reinstalled (upgraded).
8xxx0002 |A time-out error occurred due to no response from Up- | Obtain the sublog, and contact the support department of the sales
dater within the specified time (3 seconds). company.
8xxx0101 |Processing in the device (event processing) failed. Re- | Restart the device, and perform the operation again.
start the device, and perform the operation again. When this problem recurs, the firmware of the device needs to be
reinstalled (upgraded).
8xxx0303 |Queue could not be sent due to failure of processing |Restart the device, and perform the operation again.
in the device (event processing). When this problem recurs, the firmware of the device needs to be
reinstalled (upgraded).
8xxx0304 |An error occurred in control of synchronization or in- |Wait for a while, and perform a communication test again.
terruption processing between processes being han-
dled in parallel.
8xxx0706 |Communication with Updater failed. Restart the device, and perform the operation again after checking
8xxx0707 that Updater has been started.
When this problem recurs, obtain the sublog, and contact the sup-
8xxx0708
port department of the sales company.
8xxx0709 |Atthe time of firmware update, the Tracking ID ordered | Obtain the sublog, and contact the support department of the sales
by UGW and the one to which the Updater responded | company.
did not match.

Error Codes Not Included in the Error Code List and Remedy for Them

Scenes Where an Error Occurs

When an error code not included in the error code list is displayed, one of the errors shown in the following scenes may have

occurred.
Scenes Where an Error Occurs

Scenes Where an Error Occurs

Content

Communication test, etc. (main
screen)

Log could not be written due to maximum value (capacity/the number of files) being exceeded.

Version information notification (main
screen)

Retrieval of device version information ended in failure because the firmware version of the
device was not registered in CDS.

Connection to the delivery server failed at the time of notification of version information.

The network cable was disconnected during notification of version information.

Notification of version information ended in failure because the device was restarted during no-
tification of version information.

UGW linkage (main screen)

UGW linkage was turned ON while eRDS was OFF.

On-site (error dialog)

An internal error occurred when obtaining the applicable firmware information.

Immediate download (error dialog)

An internal error occurred at the time of request of firmware delivery information.

Free space in the storage destination disk ran out during download. (DiskFull)

Manual/auto update (error dialog)

An internal error occurred at start of update.

Deletion of downloaded firmware

An internal error occurred at the time of cancellation notification.

Remedy

Check that the log files shown below do not exceed the maximum values.
When this problem recurs, obtain the log, and contact the support department of the sales company.

Logs and maximum capacity / number

Log name Maximum capacity Maximum number of files
Update log 128KB/ file 4
System log 512KB/ file 4
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Backup/Restoration

Depending on the works to be done such as replacing parts, this data needs to be backed up and restored.

There are some ways to back up and restore data, and the appropriate one should be used depending on the purpose and storage
destination.

This section describes the procedure for backing up and restoring service mode setting values.

For the procedure for backing up and restoring other information, refer to“Backup Data List” on page 180 in the Appendix.

Backup/Restoration Using the DCM Function
Use the DCM (Device Configuration Manager) function equipped in the machine to back up/restore the various data.
This operation can be performed from the [Settings/Registration] menu or from service mode.
The backup file can be saved in a USB flash drive or the local disk of a PC accessed via the Remote UI.

Backup/Restoration Using PCB
An Expansion ROM for servicing and the Sublog Board can be used to back up setting data from a PCB that has failed, to
migrate the setting information to an unused Main Controller.

o Backup/Restoration Using the DCM Function

m Function Overview

This machine has a setting information export/import function (hereinafter referred to as DCM (Device Configuration Management
function) which exports/imports the machine's setting value information as a file. The file exported/imported using the DCM
function is called a DCM file, and the target setting information is as follows:

+ Setting information of [Settings/ Registration]

+ Setting information of service mode
The DCM file is exported to a USB flash drive or PC local disk from the Control Panel or remote Ul.
The exported DCM file can be returned to the original device or imported to a different device.
When the file is returned to the original device, this can be used as a setting backup function, and when the file is imported to a
different device, this can be used as a setting information migration function.
Data can also be imported to or exported from an iR-ADV machine by using i EMC/MC DCM Plug-in.
In the case of the setting value backup function before DCM, an exported file could be imported to the same device, but the DCM
function enables import of an exported file to a different device.

DCM support device ﬁ
[AN ! E
UsB memory < =)

DCMfile  device DCM file
[~
Settings/ <j =
Registration @ _.jj _:> DCM st_Jpport
DCMfile . 94y ® pc device
Remote Ul =
Service mode B
— ) D
DCMfile iwlememMc =" pemsupport
with DCM Plug-in DCM file iR-AD‘\./
Image

NOTE:
In order to export or import setting information using DCM, it is necessary that the device supports DCM.

e Backup/Restoration for Service Technicians

Backup and Restoration from the [Settings/Registration] Menu

Setting information can be backed up and restored from the Control Panel of the device or from the [Settings/Registration] menu
of remote Ul.

Although the [Settings/Registration] menu is for users, the service mode settings information can be backed up and restored from
the Import/Export function by changing the service mode setting.

In order to back up and restore the service mode setting information from the [Settings/Registration] menu, it is necessary to
access from remote Ul.
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Backup/Restoration Using Service Mode

Some of the functions in service mode can be used to backup and restore data.
The setting value information and service counter values of each controller can be backed up and restored.

e Combination of Information Exported/Imported by DCM, Means, and Storage Locations

A DCM file is exported and imported using the Control Panel, remote Ul, or the iWwW EMC server, depending on the situation of the
site.

The information exported/imported differs depending on the means.

Combinations of them are shown in the following table.

Menu used Menu used Opera- Information exported Save destination
tion Setting values of menu op- |Service mode setting values
tions
[Settings/Registration] | Control panel Yes (fixed)*"! No USB flash drive
el Remote Ul Yes With conditions**2 PC local disk
Service mode Control panel No Yes USB flash drive
Remote Ul No Yes PC local disk

e Compatibility of Data

The following table shows compatibility of data in the case where the device from which the data is exported and the device to
which the data is imported differ in model and/or serial number.
For items that are imported in Cases A, B, and C, refer to“List of ltems Which Can Be Imported” on page 77.

Model Serial number Import process
Same Same Items corresponding to Case A are imported.
Same Different Items corresponding to Case B are imported.™
Different Different ltems corresponding to Case C are imported.™
Different Same The file is judged to be invalid, and the process ends with an
error.

e Limitations

Disk Size Constraints
There is no problem when exporting/importing setting information between devices of the same model, but when exchanging
information between devices of a different model, it is possible for the disk capacity to be insufficient. In particular, the disk
capacity may be insufficient when importing the export file from an advanced model with many setting values registered to
a model with fewer functions, because the data size that can be handled by the device is exceeded. The following behavior
occurs this case:
« If the disk capacity is insufficient when receiving a file to import, an error occurs before starting the import processing,
and the information is not imported.
« The import processing performed until the disk capacity became insufficient remain reflected and a rollback does not
occur.
« If the file to import remains in the temporary area of the controller, it is deleted.
« If the file to export remains in the temporary area of the controller, it is deleted.

*1. When the [Settings/ Registration] menu is used from the Control Panel, both the setting menu information and the address book
are imported/exported. It is not possible to export/import only either of them.
Information which is not included in the data to be imported is not imported.

*2. Service mode is added to the data to be exported only when service mode level 1 > COPIER > OPTION > USER > SMD-EXPT is
set.
For information on items that are imported, refer to “Service Mode” on page 77.

*3. If the firmware version at the time of import differs from that at the time of export, predetermined corrective processing may be
performed.

*4. Predetermined corrective processing may be performed.
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m Import/Export Procedure from [Settings/Registration] of Remote Ul

This section describes the procedure for backing up and restoring service mode setting information by using the [Import/Export]
function in the [Settings/Registration] menu of Remote UI.

CAUTION:
» The service mode setting information can be backed up and restored only from the [Settings/Registration] menu on
Remote Ul, and the operation cannot be performed from the [Settings/Registration] menu on the Control Panel.
* In the case of backing up and restoring only the setting information of the [Settings/Registration] menu or the address
book, refer to the procedure described in the e-Manual.

e Limitations

The following limitations exist when backing up and restoring the service mode settings information from the [Settings/

Registrations] menu of remote Ul.

A job must not be accepted during an import/export processing.
Except for the calibration requested by the engine, a job is not allowed to be accepted during a processing. In addition, import/
export must not be performed during execution of a job.

Firmware must not be updated during an import/export processing.
Fax cannot be received while firmware is updated during a processing. In addition, import/export must not be performed also
during firmware update.

Power must not be turned off during an import/export processing.

If power discontinuity occurs during an import processing, a rollback processing is not performed, therefore the settings
imported up to that point are reflected while the rest of the settings remain as-is.
When power discontinuity occurs during an export processing, export is not executed.

e Procedure for Export Using Remote Ul ([System Management Settings] Menu)
Service mode setting information can be exported from the [System Management Settings] menu by setting the following service
mode setting value to "1".

1. Enter service mode, and set the following item to "1".
» SERVICE MODE > FUNCTION GR. > SMD-EXPT

Top Log Out
SERVICE MODE | Remoor |
COUNTER GR SERVIGE MODE: FURDTION GR. > FUNGTION GR. EDIT

ADJUET GR.
OPTION GR.

FUNGTION GR. EDIT Last Updated: 201

The settings will be changed as follows. (Some changes are effective after the main power is

B FUNCTION GR. turned OFF and ON)

LOG GR 1 |
QK Cancel
PANEL LOGK GR. \— \—I
F/ LPDATE GR FUNCTION GR. EDIT |
NETWORK. GR S MO-EXPT
5P ADMINMODE O e
SUBLCE LST
FUNCTION GR. SMD-EXPT MEAP
ECONF Off e p s R iR
Import/Export Set. (on ) Bl & - = - = — = = B
SMD-EXPT
USB-H Copyright CANON TNG. 2015

NOTE:
[SMD-EXPT] setting can be specified either from the Control Panel or from the remote UI.
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2. Exit service mode, start remote Ul, log in as a system administrator, and then select the following item:
* [Settigs/Registration] > [Import/Export] > [Import]

Remote Ul To Portal Login User: System Manager Log Out
%) settingsiRegistration Mail to System Manager
Preferences

Settings/Registration: Management Settings: Import/Export

Control Menu
Import/Export Last Updated: 29/10 2015 17:18:28

Paper Source Settings

Network | Import/Export |
Layout Import 5
Print Quality Export

User Maintenance Import/Export Results

anant Ss

Department ID Management

Security

o Import.fExporll

License/Other

Copyright CANON INC. 2015

3. After confirming that [Service Mode] is displayed/selected in [Select Item to Export], enter the password and click
[Start Exporting].

Remote Ul To Portal Login User: System Manager Log Out
6(-) Settings/Registration Mail to System Manager
Preferences Settings/Registration: Management Settings: Import/Export > Export

Control Menu
Export Last Updated: 29/10 2015 17.20:47

Paper Source Settings
Network Select the items to export, then click [Start Exporting].

:3
Layout Start Exporting

Print Quality

| Export Settings

User Maintenance
I Select ltem to Export

Output/Control 1
Utility Menu [l Settings/Registration Basic Information
Device Control Senice Mode Settings

Management Settings [] MEAP Application Setting Information

Department ID Management

[] PDL Setting Information

Security
Encryption Password
0 Import/Export [Encryp 9.
License/Other Encryption Password: [ |Max 32 characters)
Confirm: | |(Max 32 characters)
=

Copyright CAMON INC. 2015

Settings/Registration Basic Information
Select this check box to export basic setting data of menu options.

Service Mode Settings
Select this check box to export various setting data of service mode.

MEAP Application Setting Information
Select this check box to export the setting information of MEAP applications.

PDL Setting Information
Select this check box to export the setting information of page description languages.

Encryption Password
Enter 32 or less numeric characters set when the file was exported.

4. The File Download dialog box will appear. Save the file to any location.

Do you want to open or save LBPO0Ox_AAAAQ00000_2015_1029_173606.dcm from 172.16.147.987

Cancel

Open

Save
Save as

Save and open
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5. Enter service mode, and set the following item to "0".
+ SERVICE MODE > FUNCTION GR. > SMD-EXPT

CAUTION:

Since the screen of export function can also be accessed by the user, be sure to disable the [SMD-EXPT] setting (setting
value: 0).

e Procedure for Import Using Remote Ul ([System Management Settings] Menu)

Import the service mode setting information file that was exported in the previous procedure.

1. Enter service mode, and set the following item to "1".
« SERVICE MODE > FUNCTION GR. > SMD-EXPT

Top Log Out

SERVICE MODE

COUNTER GR SERVICE MODE FURCTION GR. > FLMCTION GR. EDIT
=R FUNGTION GR. EDIT
OPTION GR
The settings will ke changed as follows. [Some changes are effective after the main pover is
= FURBISHIGR: turred OFF and OM) |
LOG GR ]
OK Cancel
PANEL LOCK GR.
F/ UPDATE GR. FUNGTION GR. EDIT
NETWORK. GR. SMDFEXPT
SP ADMINMODE O e
SUBLOG UST NEP
FUNCTION GR. SMD-EXPT
ECONF Off MEAP-PN 8000 (1-65535)
importExport Set. | (TN

USB-H

Copyright CANON ING. 2015

i SMD-EXPT ﬁv

NOTE:
The [SMD-EXPT] setting can be specified either from the Control Panel or from the remote UI.

2. Exit service mode, start remote Ul, log in as a system administrator, and then select the following item:
 [Settigs/Registration] > [Import/Export] > [Import]

Remote Ul To Portal Login User: System Manager Log Out
6(-) Settings/Registration

Mail to System Manager

Preferences Settings/Registration: Management Settings: Import/Export
Control Menu
Import/Export Last Updated: 29/10 2015 17:18:28
Paper Source Settings
Network | Import/Export |
Layout Import 2
Print Quality Export

User Maintenance Import/Export Results

anant Ss -
Department [D Management
Security

(:1:)
0 Import/Export

License/Other

Copyright CANON INC. 2015
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3. Configure the import setting, and click [Start Importing].
Entering the encryption password and clicking [Start Importing] imports the menu option data.

Remote Ul To Portal Login User: System Manager Log Out
6(—) Settings/Registration Mail to System Manager
Preferences Settings/Registration: Management Settings: Import/Export > Impart

Contral Menu

Last Updated: 2010 2015 17.27:04

Paper Source Settings
Specify the file you want to import and click [Start Importing].

Network
shwor Restart the device after import is complete_

Layout Remote Ul may not be able to establish connection after the IP address and host name changes are
Print Quality T =2
User Maintenance ‘ Start Importing ’
Output/Control
b Import Settings F J
Utility Menu i
File Path: C:\Download\LBPxeoc AAAADD0000_2015_1029 Browse...
Device Control
T e Seis Decryption Password: [swed] |
Department ID Management 5]

Security
0O |mport/Export

License/Other

Copyright CANOM INC. 2015

[Browse..]button
Click to select the file to import.

Decryption Password
Enter up to 32 alphanumeric characters for the password that was set when the file was exported.

4. A dialog box asking whether the user wants to execute import will appear. Click [OK].

Message from webpage @

—
Iel Do you want to start importing?
L °

[ ok ][ cance |

5. A message will appear to indicate that the process has been completed. Click the [OK] button.

Import is complete.
Restart the device.

6. Restart the host machine, enter service mode, and then check that the setting information is reflected. This

completes the procedure for importing a setting information file.

7. Enter service mode, and set the following item to "0".
- SERVICE MODE > FUNCTION GR. > SMD-EXPT

CAUTION:
The [SMD-EXPT] setting can be specified either from the Control Panel or from the remote Ul.

m Backup/Restoration Procedure Using Service Mode

Service mode setting information can be backed up and restored by using the [Import/Export] function in service mode.

e Procedure for Exporting to a USB Flash Drive

Use the service mode function to save the service mode setting information to a USB flash drive.
With this model, service mode can be used from the Remote Ul.
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The following USB flash drives can be used for export/import.
» USB flash drive in FAT 16 format (storage capacity: 2 GB)
» USB flash drive in FAT 32 format (storage capacity: 32 GB)
Note that the descriptions in parenthesis in the procedure are the descriptions in the case of remote UI.

1. Connect a USB memory device to the USB memory port.

2. Enter service mode, select the following service mode, and enter the password.
» SERVICE MODE > FUNCTION GR. > Import/Export Set. > EXPORT > Password

SERVICE MODE FUNCTION GR. Import Export Set. | Password | Password (Confirm)
COUNTER GR. ECONF IMPORT | | )

ADJUST GR. Import/Export Set. L
OPTION GR. SMD-EXPT (W fix : OK key fix : OK key
FUNCTION GR. USB-H Entry Mode :a Entry Mode :a

3. When the [Import Export Set.] screen is displayed after the processing is complete, press the [Application] button
on the Control Panel, select [<Remove USB Memory>], and remove the USB flash drive.

Import Export Set. Ready to print files Remove USB memory?
IMPORT Application from USB memory.

EXPORT > . > [ ERemove USB Memd No
Select File(s)
Sort Files

4. Check that a setting information file (".dcm" file) exists in the directory directly under the root of the USB flash drive.
This completes the procedure for exporting a setting information file.

e Procedure for Import from USB Flash Drive

Use the service mode function to import the service mode setting information.

1. Prepare a USB flash drive containing the setting information file (".dcm™ file) to import.

2. Connect a USB memory device to the USB memory port.
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3. Access the following service mode from the Control Panel, specify the file to import, enter the encryption password,

and press the [OK] key.
» SERVICE MODE > FUNCTION GR. > Inport/Export Set. >IMPORT

SERVICE MODE FUNCTION GR. Import Export Set. Device will restart
COUNTER GR. ECONF after import is
ADJUST GR. EXPORT complete. Is it OK?
OPTION GR. SMD-EXPT

(Funcrion or ) IS

l Select Import File

l Password |
LBP352i_AAA A0000 ) Il |

LBP352i_AAA A0000

fix : OK key
Entry Mode :a

>screen.

Import is complete.
Device will restart.
Press OK to close this

The message "Import is complete. Device will restart. Press OK to close this screen." is displayed when the processing is

complete. Press the [OK] key.

4. When the machine has restarted, press the [Application] key on the Control Panel, select [<Remove USB Memory>],

and remove the USB flash drive.

Ready to print files

from USB memory.

| (cRemove Uss emon-)
Select File(s)

Sort Files

The printer is ready. A4

Application

o> @

K (]

Remove USB memory?

—

No

5. Restart this machine, enter service mode, and confirm that the setting information is reflected.

This completes the procedure for importing a setting information file.

e Exporting to a PC

You can export the service mode setting information by accessing from the Remote Ul to use the service mode function.

1. Select the following service mode from the Remote Ul service mode, enter the password, and click [Start Exporting].

» SERVICE MODE > FUNCTION GR. > Import/Export Set. > EXPORT

SERVICE MODE

T Log Out
op Lo Out B

REEOOT

GEUMR ER SERVICE MODE: FUNCTION GR.

ADJUST GR FUNGTION GR.
OPTION GR

O FUNGTION GR

Last Updated: 20

LEEIES FUNGTIOM GR.

PAREL LOCK GR.
EGONF

F/W UPDATE GR. EXPORT

NETWORK GR o~~~
Iport/Export Set

SP ADMIN MODE
MFORT

Start Irporting

SUBLOG LIST

File Path: [

Decryption Password: [

Comeme )

EXPORT

4

Encryption Passward

Gonfirm:

ll

1| 32 characters)
1| e 32 characters)

SMD-EXPT On

Off

USE-H

2. A dialog box for saving the file is displayed after the completion of the export processing. Select the location to

save the file.

Do you want to open or save LBPO0Ox_AAAADD0000_2015_1029_173606.dcm from 172.16.147.987

Open

Cancel

Save

Save as

Save and open

This completes the procedure for importing a setting information file.

76



3. Technical Explanation (System)

e Procedure for Importing from a PC

1. Prepare the setting information file (".dcm" file) to import.

2. Access the following service mode in the Remote Ul from a PC browser, specify the file to import, enter the
encryption password, and click [Start Importing].

+ SERVICE MODE > FUNCTION GR. > Inport/Export Set. > IMPORT

SERVICE MODE

¢ THER G SERVICE MODE: FUNCTION GR
ADJUST GR.

FUNCTION GR. Last Updated: 29/10 2015 17:36:11
OPTION GR.

0 FUNCTION GR.

LOG GR.

FUNCTION GR. |
PANEL LOCK GR. [~————————
FW UPDATE GR. Import/Export Set.
NETWORK GR. IMPORT | Start Importing |

& - ile Path- Lownloal TOWSE...
SP_ADMIN.MODE File Path C:\Download\L BPxoc_AAAA000000_2015_1029 B
SUBLOG LIST Decryption Password: |....| |
EXPORT Start Exporting
Encryption Passwaord: | |(I‘u‘|ax 32 characters)

v

3. When the following message is displayed after the processing is complete, click [Restart].

Inport is complete.
Restart the device

[—

4. Restart this machine, enter service mode, and confirm that the setting information is reflected.
This completes the procedure for importing a setting information file.

m List of Items Which Can Be Imported

The following shows the items to be imported for this model.
Note that the setting values are not imported in cases such as below:
+ Items which are originally not included in a DCM file (e.g.:"Settings/Registration Basic Information" of a DCM file exported
using service mode)
* Not included in the import coverage (Cases A to C)
» There are no options and functions related to setting values
The import coverage shown in the table below is as shown below. Those that are not described here cannot be imported.

Import coverage Description

Case A: The same machine | Import to the same machine (for backup and restoration, etc.)
Case B: The same model |Import to a different machine of the same model (the same series)
Case C: Different model Import to a different machine of a different model (a different series)

e Service Mode

The service mode items that can be imported using the DCM function are described below.

Initial screen | Large Small Case A Case B Case C
ADJUST GR.
SPECIAL DENSITY ADJ. Yes - -
SUBTLE DENSITY CORR. Yes Yes -
LINE DENSITY ADJ. Yes Yes -
LINE DENS. EMP TURN Yes Yes -
Special Grad.Process Yes Yes -
OPTION GR.
B4-L-CNT | Yes Yes -
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3. Technical Explanation (System)

Initial screen Large Small Case A Case B Case C
CRG LIFE STEP Yes Yes -
CRG LIFE STOP Yes Yes -
CHANGE CRG WARN LV Yes Yes -
SLEEP SETTINGS Yes Yes -
RMT-SW Yes Yes -
Reduce Black Spots Yes Yes -
FUNCTION GR.
SMD-EXPT - - -
USB-H Yes Yes -
MEAP
MEAP FUNCTION Yes Yes -
DDNSINTY Yes Yes Yes
IPMTU Yes Yes Yes
PDL Z Logic Yes Yes -
LOG GR.
SYSTEM LOG Yes Yes -
LOGGING UTILITY Yes Yes -
DEBUGLOG-SW Yes Yes -
DEBUGLOG-MODE Yes Yes -
PANEL LOCK GR.
PANEL LOCK Yes Yes -
NETWORK GR.
DNSTRANS Yes Yes Yes
JOB SERIALIZE Yes Yes Yes
BUFFER LIMIT Yes Yes
E-RDS
E-RDS SWITCH Yes Yes Yes
RGW-ADDRESS Yes Yes Yes
RGW-PORT Yes Yes Yes
WOLtrans Yes Yes Yes
PROXYRES Yes Yes Yes
IPSEC SETTING
IKERETRY Yes Yes Yes
IKEINTVL Yes Yes Yes
SPDALDEL Yes Yes Yes
IPSDEBLY Yes Yes Yes
PFW SETTING
ILOGKEEP Yes Yes Yes
ILOGMODE Yes Yes Yes
IPTBROAD Yes Yes Yes
EAPOL_WT Yes Yes Yes
GCP-URLC Yes Yes Yes

o Backup/Restoration Using a Function Other Than the DCM Function

This machine is equipped with functions other than the DCM function for migrating data to an unused Main Controller PCB when
the Main Controller PCB has failed.

Backup Method
This machine is equipped with the following backup methods other than the DCM function.

Backup Method Items which can be backed up
USB Setting Value(USER MODE, SERVICE MODE, etc)
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Backup Method Items which can be backed up
Expansion ROM for Setting Value(USER MODE, SERVICE MODE, etc)
servicing/Sublog Board Management Data (Page Counter, Main Controller service counter, Serial No.)

m Backup to/Restoration from a USB Flash Drive Using Service Mode

You can use service mode to back up settings information to a USB flash drive and restore data backed up to a USB flash drive,
without using the DCM function.

Target Data for Backup

* [Settings/Registration] menu setting values
» Service mode setting values

e Backing Up to a USB Flash Drive

This section describes the procedure for backing up to a USB flash drive.

1. Connect the USB flash drive to the USB Memory Port of this machine.

2. Execute the following service mode to export the setting values in the machine to the USB flash drive.
» SERVICE MODE > FUNCTION GR. > ECONF > EXPORT > ALL > Yes

SERVICE MODE FUNCTION GR. EXPORT Execute?
COUNTER GR. GENERAL No
ADJUST GR. Import/Export Set. IMPORT DEPEND N (r—
OPTION GR. SECURITY

(Funcrioncr

3. Remove the USB flash drive when the previous screen is displayed again after the export processing is complete.

Executing... Done. EXPORT
GENERAL
LN

< =™, DEPEND
L| SECURITY

4. Check the content of the USB flash drive to confirm that the setting information file has been saved (backed up).
» <Root directory>\SETTING\CGJLALL.BIN

xZ

e Restoration from a USB Flash Drive
You can import (restore) a setting information file exported (backed up) to a USB flash drive to the host machine.

1. Connect the USB flash drive to the Memory Port.
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2. Execute the following service mode to import the setting values saved in the USB flash drive to the host machine.
+ SERVICE MODE > FUNCTION GR. > ECONF > IMPORT >Yes

SERVICE MODE FUNCTION GR. ECONF Execute?
COUNTER GR. EXPORT No
ADJUST GR. Import/Export Set. Yes ) |
OPTION GR. 1

(EuncrionGr_]

3. Remove the USB flash drive when the previous screen is displayed again after the export processing is complete.

Executing... Done. ECONF
EXPORT

=N s |PORT
4 4

4. Access service mode and confirm that the settings are reflected.

5. Remove the USB flash drive.

The printer is ready. A4 Ready to print files Remove USB memory?
Application from USB memory.
<Remove USB Memory> No

E> . E> Select File(s)
K E. Sort Files

—

m Backup/Restoration Using the Expansion ROM for Servicing and Sublog
Board

Use the Expansion ROM for servicing and the Sublog Board to migrate the setting information in a failed Main Controller PCB to
an unused Main Controller.

Target Data for Backup

The following data is backed up. (For details, see “Backup Data List” on page 180.)
* [Settings/Registration] menu setting values
+ Service mode setting values
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e Backup and Restoration (Export and Import) Procedure

Flow Chart
The flow of backup/restoration using the Expansion ROM for servicing and the Sublog Board is described below.

START

After turning OFF the power, install the Sublog Board
attached with the Expansion ROM to the Main Controller PCB.

072

Export the data to the Sublog Board.

Has data been No

exported?

Yes
After turning OFF the power, remove the Sublog Board Make settings again manually since data cannot be
and the faulty Main Controller PCB from the machine. exported from the faulty Main Controller PCB.

Before installation to the ma*ne, install the Sublog Board
(to which data was exported)attached with the Expansion ROM
to an unused Main Controller PCB.

e

Install the above unused Main Controller PCB
to the machine and turn ON the power.

/2

Import data from the Sublog Board.

N

After turning OFF the power, remove the Sublog Board
from the Main Controller PCB.

Changing the Height of the Sublog Board

NOTE:
When installing the Sublog Board, it needs to be installed parallel to the Main Controller PCB in order to prevent connection error

of the connector connecting the Main Controller PCB and the Sublog Board.
This machine utilizes the height of the spacer (short), and how to replace the spacers with each other is shown below.

81



3. Technical Explanation (System)

1. Disassemble the Sublog Board [1], and replace the spacer (short) [1] and the spacer (long) [3] with each other.
* 1 screw [4]

CAUTION:
Because the screw [4] is a molded part, do not tighten it too much. Otherwise, it may be damaged.

Installing the Expansion ROM for servicing and Sublog Board

1. Push SW1 on the board and confirm that LED1 turns on.

If LED1 does not turn on, You need change the battery on Sublog Board is located at BATS1 ( CR2032 ).

CAUTION:

There is danger of explosion if the battery is replaced with an incorrect type.
Replace it only with the same type of battery.
Dispose of used batteries according to the manufacturer’s instructions.

2. Install the Expansion ROM for servicing to the Sublog Board.

Expansion ROM for servicing
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3. Install the above Sublog Board to the machine.

____—> Expansion ROM
E I
— Main Controller PCB

CAUTION:

Connect a PCB (Expansion ROM for servicing and Sublog Board) which has the setting information backed up, to an unused
Main Controller PCB.

Be sure to connect a PCB in which the setting information is backed up (Expansion ROM for servicing and Sublog Board)
when connecting to an unused Main Controller PCB.

Backup data cannot be imported to a once-used PCB. Therefore, if a PCB from which the setting information is not exported
(backed up) is connected to an unused Main Controller PCB, backup data cannot be imported.

Backup Procedure (Export)

1. The menu is displayed when turning ON the power while the Sublog Board attached with the Expansion ROM for
servicing is installed.

NVRAM export >/

2. Press the down arrow key on the Control Panel.

This operation causes the information stored in the machine to
be exported to the Sublog Board.

3. The following message is displayed when backup is completed successfully.

NVRAM export complete
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4. Turn OFF the power, and remove the faulty Main Controller PCB and the Sublog Board to which data was exported.

CAUTION:
Since data cannot be migrated to a Main Controller PCB that has been used before, connect an unused Main Controller

PCB to the Sublog Board and Expansion ROM PCB where the data has been backed up (exported to) before installing it

to the machine.
A Main Controller PCB that has been connected to a machine and powered ON even once becomes a used PCB.

Restoration Procedure (Import)

1. Connect the Sublog Board with the Expansion ROM for servicing which has data exported, to an unused Main
Controller PCB.

2. Install the unused Main Controller PCB to the machine, and turn ON the power.

3. Perform the following operation to write the information saved in the Sublog Board back to the machine.

NVRAM import >/

1. Press the right arrow key on the Control Panel.
2. Select [NVRAM import].
3. Press the down arrow key.

4. If the import processing completes without a problem, the data saved on the Sublog Board is deleted and the
following message is displayed.

NVRAM import complete

CAUTION:
If the Main Controller PCB has not been replaced with an unused Main Controller PCB, the following message is displayed
and the operation stops. In this case, turn OFF the power, and replace the Main Controller PCB with an unused Main

Controller PCB.

Not new board

5. Turn OFF the power and remove the Sublog Board.
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When the data is not imported although it was exported, it needs to be deleted to prevent leakage of information.

1. Install the Sublog Board (containing data to be deleted) attached with the Expansion ROM to the Main Controller

PCB.

2. Turn ON the power and select [NVRAM erase], and then delete the information stored in the Sublog Board.

Sublog erase >/|

3. The following message is displayed in the case of successful completion.

Sublog erase complete

4. Turn OFF the power and remove the Sublog Board.

List of Error Messages

The following messages are displayed when certain failures occur during operation.

List of Messages

Detail

Sublog board not found

Sublog Board is not installed.

NVRAM read error

Export cannot be executed because the faulty Main Controller PCB is too damaged to
retrieve information.

Sublog R/W error

When the same data cannot be read 3 consecutive times due to Sublog Board error,
the error message is displayed and the operation is stopped.

NVRAM write error

When information cannot be written to an unused Main Controller PCB for some rea-
sons, the error message is displayed and the operation is stopped.

Sublog data not found

When the export data is not stored in the Sublog Board (including checksum check
error), import process or erase process cannot be executed.

Not new board

Import cannot be executed since the Main Controller PCB is not unused or the one to
which no serial number has been written.

Different product

Data is attempted to be imported to a model different from the one from which data
was exported.
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Monitoring Function (e-Maintenance/imageWARE Remote)

o Overview of System

m Function Overview

Embedded RDS (hereinafter referred to as E-RDS) is a monitoring program that runs on the host machine. When the monitoring
option is enabled by making the setting on this machine, information such as the status change of the machine, counter
information, and failure information are collected. The collected device information is sent to a remote maintenance server called
UGW (Universal Gateway Server) via Internet, thus allowing for e-Maintenance/ imageWARE Remote (Remote Diagnosis

System).

The following device information/ status can be monitored.

* Billing counts

» Parts counter

* Firmware info

» Service call error log

» Jam log

* Alarm log

+ Status changes (Toner low/ out, etc.)

Since high confidentiality is required for the information shown above, it performs communication between this machine and the

UGW using HTTPS/ SOAP protocol.

Customer —
N
=

uGw

Bl a m This machine
%
O Internet

=

Firewall
Sales Company

DNS Server Proxy Server Administrator

The e-Maintenance/ imageWARE Remote system configuration

m Features

E-RDS is embedded in the network module of the device, and the front-end module of the e-Maintenance/ imageWARE Remote
system is realized without requiring hardware besides the device.

m Main Functions

Functional cat- Sub category Description

egory
Communication |COM-TEST Execute service mode to communicate with the server, retrieve schedule information,
test and establish communication.

Transmission of |Billing / all resources / parts /
counters mode-by-mode counters

Periodically send billing/all resources/parts/mode-by-mode counters to the server.

Transmission of |Alerts
event logs

Each time the status of the device is changed, the status information is sent to the
server.

Service call/alarm/jam log ™

Each time a service call, alarm, or jam log occurs, the error log is sent to the server.

Data transmis- |ROM version

Periodically send firmware information of the device.

sion: Schedule

Periodically send schedule information of the device.

Debug log

Send debug information of E-RDS which exceeds a specific size to the server.

Environment log™’

Periodically send environment information (such as the temperature inside the ma-
chine).

Service call button

Send error information (image failure, jams, etc.) with a user command.

Sublog

Send data such as device Sublogs and DCON logs to the server.

*1. Only some models
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Functional cat- Sub category Description

egory
Operation in- Operation check Contact the server to check if there is processing to be executed, and receive the
struction following instructions if any.

» Change the schedule
* Change the alarm level
» Change the alert filter

o Cautions when Using E-RDS

» The following settings in service mode must not be change unless there are specific instructions to do so.
Changing these values will cause error in communication with UGW.
+ Port number of UGW
SERVICE MODE > NETWORK GR. > E-RDS > RGW-PORT
Default :
« If the e-Maintenance/ imageWARE Remote contract of the device is invalid, be sure to turn OFF the E-RDS setting (E-RDS :
0).
» The following restrictions apply when enabling IPv6 in the network settings.
« If the router advertisement expires while the machine is in the sleep mode when only a stateless address is enabled,
transmission will fail immediately after the machine returns from the sleep mode.
* When only a manual address is enabled, it is necessary to set a default router address.
» When only DHCPV6 is enabled, transmission fails because the router address is unknown.

O Setting Procedure

m Preparation

Since this function communicates with the UGW server, it is necessary to connect to the external network.
Check the following items, and make the settings if not yet set.

 IP address settings

* DNS server settings

+ Proxy server settings™’

« Installation of CA certificate (arbitrary "2)

CAUTION:
» Obtain the information on the network environment from the system administrator of the user.
» When having changed the network settings, turn OF and then ON the main power of the machine.

*1. If authentication is necessary, make the settings of the authentication information as well.
*2. When using a certificate other than those pre-installed in the device
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m Setting Items

Configure E-RDS in service mode. The setting items are described below.

SERVICE MODE

Top Log Out

GOUNTER GR SERVICE MODE NETWORK GR. > NETWORK GR. EDIT
ADJUST GR. NETWORK GR. EDIT
CPTIONGR.
The settings will be changed as follows. (Some changes are effective after the main power is turned OFF ard ON.J
FUNCTION GR. |
LOG GR.

Ok Cancel

PANEL LOCK GR.

| NETWORK GR. EDIT

F#4 UPDAT E GR. CMETRARE

O NETWORK GR

SPADMINWMODE

SUBLOG LIST E-RDS SWITCH

RGW-ADDRESS [t tps: #/201 uweievice net, ugw age ntifol O

443 (1-65535)

RGW-PORT

[[] REDUCE SEMD METHOD

ALL ACCESS | v

WIE CHARGEC OUNT

Example of the Remote Ul Screen

SERVICE MODE SERVICE MODE NETWRK GR.

PANEL LOCK GR.
> F/W UPDATE GR.

NETWORK GR.

SP. ADMIN. MODE

PANEL LOCK GR.
Check Counter

SERVICE MODE

Initialize Nemu

| BUFFER LIMIT

CA-KEY

E-RDS

MIB CHARGECOUNT

E- SWITCH
OFF

E-RDS SWITCH

GW-ADDRESS
RGW-PORT
COM-TEST

Example of the Control Panel Screen

Service mode

Description

Setting value

E-RDS SWITCH

The switch for enabling Embedded-RDS.
Enables this function.

ON: Use Embedded-RDS
OFF: Do not use Embedded-
RDS (default value)

RGW — AD- The destination URL for the UGW server. https://
DRESS Use the "up, down, left and right keys, Job Status/Cancel key and Feeder selection |a01.ugwdevice.net/ugw/agen-
key" to enter URL, and "OK key" to determine it. "|" is displayed at the end of the  |tif010
character string. The number of characters which can be entered is 128.
The default value is the server URL.
Characters which can be set are as follows.
01233456789ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqgrstuvw-
XyzU#$%8& ()*+,-./;<=>?@¥]* _{[}~
If "ugwdevice.net/" is not included in the character string when entering the URL, it is
judged as an authentication error and an error message is displayed.
RGW-PORT The port number used when communicating with the UGW server. 443
COM-TEST Executes a communication test with the UGW server and displays the result. -
COM-LOG Displays details of the communication test result. -
Attempts to communicate with the UGW server, and the time, error codes and error
information of errors up to the present date are displayed. Maximum of 5 logs are
saved, and the latest log is displayed. Error information is 130 byte maximum.
CLEAR Initializes the setting values related to E-RDS. -

Clears the schedule information, alarm errors, and filtering information.

m Procedure for Setting E-RDS

Refer to the above service mode setting items to specify the initial settings of E-RDS.
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1. Open the following service mode, and confirm that the URL for accessing UGW is set correctly. If the correct URL
is not set, set it.

+ SERVICE MODE > NETWORK GR.> E-RDS > RGW-ADDRESS

E-RDS RGW-ADDRESS

E-RDS SWITCH https://a01.ugwdevice.net/u
(Row-aboRess ) g

RGW-PORT fix : OK key

COM-TEST Entry Mode: a

2. Open the following service mode, and confirm the port number used when communicating with the UGW server. If
the correct number is not set, set it.

+ SERVICE MODE > NETWORK GR.> E-RDS > RGW-PORT

E-RDS RGW-PORT

E-RDS SWITCH ! -

RGW-ADDRESS >
(RGW-PORT ~

COM-TEST (1~65535)

3. Open the following service mode, and set whether to reduce transmission costs for E-RDS data when the power is
turned ON.

« SERVICE MODE > NETWORK GR.> E-RDS > REDUCE SEND NETHOD

4. Execute the following service mode to perform a communication test with the UGW server.
+ SERVICE MODE > NETWORK GR.> E-RDS > COM-TEST

E-RDS Execute’?
E-RDS SWITCH

RGW-ADDRESS -
EGW PORT
COM =3

m Initializing E-RDS settings

o Maintenace

It is possible to clear the FLASH data of E-RDS and change the E-RDS setting back to the default value.
e Initialization procedure

1. Press [OK] to execute the following service mode to initialize the E-RDS settings.
* NETWORK GR. > E-RDS > CLEAR

E-RDS Execute?

RGW-PORT No

CoN-TEST s )
COM-LOG Vg

e Setting values and data to be initialized

The following E-RDS settings, internal data, and Alarm filtering information are initialized.
+ SERVICE MODE > NETWORK GR.> E-RDS > E-RDS SWITCH
+ SERVICE MODE > NETWORK GR.> E-RDS > RGW-PORT
+ SERVICE MODE > NETWORK GR.> E-RDS > RGW-ADR
+ SERVICE MODE > NETWORK GR.> E-RDS > COM-LOG
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MEAP Application Management

© About MEAP

MEAP (Multifunctional Embedded Application Platform) is an application platform (execution platform) that allows the user to
execute an application written in the Java language on a Java virtual machine installed on the device.

In this chapter, a device with MEAP is called a device supporting MEAP, and an application which runs on MEAP is called a
MEAP application.

MEAP applications are installed on a MEAP device to provide various functions to the device.

System Services

MEAP MEAP
—————
Copeionly S
ceont @l —

MEAP!(Platform)

Devicetcontrollelass|libraries] MEAP Device
SR

Operating|Syste!

NOTE:
For basic information on MEAP, see "Function Guide for MEAP Application Management".

© About SMS

MEAP has SMS (Service Management Service) as a service for managing login services and MEAP applications.
SMS is a servlet-type service which is used via a PC's browser.
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Example of the SMS screen

Device Serial Number: AAAAQ00O00
O MEAP Application Management
Install MEAP Application

System Management
@ Panel Display Order Settings

_. Enhanced System Application
~ Management

o System Application Management
O System Information

o0 MEAP Application Information

o Check License

3 Change Password

- MEAP Application Setting
Information Management

MEAP Application Log
" Management

MEAP Application Management

MEAP Application Management

3. Technical Explanation (System)

To Remote Ul Log Out from sus Bl

Updated On:09/26/2012 8:13:35 AN

Application Name Installed on Status License
Sample Application A 440 09/26/2012 Started Uninstall Installed
Sample Application B 440 09/25/2012 Started Uninstall Installed
Sample Application C 440 09/25/2012 Started Uninstall Installed

=

‘ R Inf
Resource Name Amount Used Remaining Percent Used
Storage 2877 KB 160963 KB 2% 1
Memaory 500 KB 32268 KB 2% 1
Threads 4 144 3% ¢
Sockets 0 128 0%

File Descriptars 1 127 1% ¢
=

meap

m Preparation of PC for Accessing SMS

e Checking of operation environment

Copyright CANOM INC. 2012 All Rights Reserved

[

The PC and browser used to access SMS require the following system environment.

Combination of the Browser and the OS

(0]

Supported browser

Windows XP Professional SP3

Internet Explorer 7
Internet Explorer 8

Windows Vista SP2

Internet Explorer 7
Internet Explorer 8
Internet Explorer 9

Windows 7 SP1

Internet Explorer 8
Internet Explorer 9

Windows 8 Internet Explorer 10
Mac OS X v10.5 Safari 4.0.5
Safari 5.0.5
Mac OS X v10.6 Safari 4.0.5
Safari 5.0.5
Safari 5.1
Mac OS X Lion Safari 5.1
Mac OS X Mountain Lion Safari 6.0

e PC and browser settings

The PC and browser used to access SMS must meet the following conditions.
» The supported browser language should be the same with the language of the OS.
+ Session cookie should be enabled.
» The supported screen size should be 800 x 600 or larger (recommended size: 1024 x 768).

+ Java Script should be enabled.

m Initial Display Languages of SMS

SMS supports English and Japanese. Display language can be changed with selecting by the drop down list on a login page.
The initial display language at the time of accessing SMS depends on the setting.

1. The language priority set in the browser (the settings in the Accept-Language header sent by the browser)

2. The order of the display language settings in the [Settings/Registration] menu

3. English is used if a language other than English or Japanese is set
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m Device compatibility with the MEAP application

To find out whether the device is compatible with the MEAP application, check the devices supported by the MEAP application.
Depending on the application, the device's firmware may require version upgrade.

m Resources availability (remaining amount)

The necessary resources (free storage space and free memory available) must be secured for an MEAP application to run;
otherwise, you cannot install the MEAP application.
To check the resource information, see [ Resource Information ] .

LBP

Device Serial Number: AAAADO0000
o MEAP Application Management
Install MEAP Application

MEAP Application Management

MEAP Application Management Updated On:09/26/2012 8:54:00 Al

System Management

Panel Display Order Settings Application Name Installed on Status License
Enhanced System Application Sample Application A 440 09262012 Installed Uninstal Installed
Management . :
Syataim ApiBesion i AITR. SampleAppI\catmnE 440 09/25/2012 Installed Uninstall Installed
S Syt nbrerion Sample Applcation C 440 09252012 Installed Uninstall Installed
MEAP Application Information =
Check License ‘ Resource Information
Change Password Resource Name Amount Used Remaining Percent Used
MEAP Application Setting Storage 2877 KB 160963 KB 2% v
Information Management Memory 200 KB 32568 KB 1% 1
MEAP Application Log Threads 4 144 3% »
RbsSnema Sockats 0 128 0%
File Descriptors 1 127 1%
=

Copyright CANON INC. 2012 All Rights Reserved

meap

EH

m What is MEAP Specifications (MEAP Spec Version)?

MEAP Specifications is one of the information required to judge whether MEAP applications can be operated or not. With MEAP
Specifications, you can prevent an application that uses a specific function of device from being installed onto the device that
does not have the function.

About Name

The displayed name for Meap Specifications differs depending on the screen or the location where the name is displayed.
In this document, it is referred to as "Meap Specifications".

The location where the name is displayed/shown Displayed name

Platform Information : SMS > [System Management] > [System Information] > [Platform Information] MEAP Specifications

System Information Print : Local Ul [Settings/Registration] > [Management Settings] > [License/
Other] > [MEAP Settings] > [System Information Print]

Manifest file of the MEAP application MeapSpecVersion

SDK documents

Mechanism

MEAP platform judges whether MEAP applications can be operated on it using on the 2 information below:

» DeviceSpecificationID

* MEAP Specifications
Device Specification ID shows information such as the original functions of MFP (including print, scan, and copy), and one that
differs by model such as maximum copy number, thus each model has a different ID. (It is easy to determine the IDs for this
reason.) MEAP application declares 1 or more Device Specification ID required for its execution. Declaration of multiple Device
Specification IDs means that the application is operable in all the models declared. Upon installation of MEAP application in
(using) SMS or MEAP Enterprise Service Manager, matching of Device Specification ID is executed on the side of MEAP platform
machine. The machine which doesn't support the ID declared by the application rejects installation of such an application.
Meanwhile, MEAP Specifications shows other information than defined by Device Specification ID above, including network and
security. Thus each model does not always have the same version.
MEAP application declares 1 or more MEAP Specifications required for its execution.
Declaration of multiple Device Specification IDs means that the application is operable in all the environments declared. Upon
installation of MEAP application in SMS or MEAP Enterprise Service Manager, matching of MEAP Specifications is executed on
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the side of MEAP platform machine. The machine which doesn't support the version declared by the application rejects installation
of such an application.

m Managing the License File

e Outline

The license file management functions allow you to perform the following operations related to the license file necessary for the
MEAP application to run.

* Update the license which has already expired.

» Disable or delete the license file in order to uninstall the MEAP application.
These license management functions can be performed from the [MEAP Application Management] screen.
The main license management functions are as follows:

Adding a license
When the license has expired, you can add a license file.

Disabling a License File

Before uninstalling the MEAP application, the license needs to be deleted. In that case, you must first disable the license file
because a license file which has not been disabled cannot be downloaded or deleted.

Downloading / Removing an Invalidated License File

Before uninstalling the MEAP application, you need to delete its license file which has already been disabled.

By downloading the license file to your PC before it is deleted, you can use it when installing the application again to the
same device.

CAUTION:
After deleting the license file which has been disabled, you can no longer download the license file.

e Reusable license

When reinstalling, Disable License file should be downloaded or a license for reinstallation should be obtained from LMS, before
reinstallation.

This specification aims to prevent misuse of applications.

To increase convenience of users, only application with unlimited validity date and application counter (e.g. Portal Service, SDL,
SSO) has been made to be able to install as many times as needed by the same license file. This kind of license is called 'Reusable
license'.

Reinstallation of MEAP applications is necessary after replacing the Main PCB. In this case, it is necessary to perform installation
using a reusable license.

For other MEAP applications that do not have a reusable license, use a special license for reinstallation, as when the storage
drive fails.

For information on obtaining a special license for reinstallation, see “Special license for reinstallation” on page 103.

e License for forwarding

If the machine needs to be replaced due to a device failure, you can transfer the license information used in the MEAP application
to the new machine and continue its usage. Service engineers are responsible for license transfer as this task requires the SMS
hidden page (not open to users).

m System Information

The device platform information and MEAP application system information are called the "System Information" of MEAP. The
System Information can be checked on the SMS screen or by printing it out.

Application System Information

Application Name: C-Cabinet Gateway for MEAP

Application ID/System Application Name: 03a46668-63e4-4636-9cbb-492b6cef05d5
Application Version: 1.0.0

Status: Resolved

Installed: Tue Oct 21 14:00:11 GMT+09:00 2003

Vendor : Canon Inc.

License Status : Installed

Maximum Memory Usage : 1024

Registered Service :
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Content of MEAP system information

Item

content

Application Name

It is the name (bundle-name) declared in a statement within the application program. It may not
necessarily be identical to the name of the program.

Application ID/System Application
Name

Application ID (application-id) items which are declared on the declaration statement in the ap-
plication program are printed.

Application Version

It is the version of the application (bundle-version) declared in a statement within the application
program.

Status It indicates the status of the application in question; specifically,
« Installed: the application has been installed.
« Active: the application is being in use.
* Resolved: the application is at rest.
Installed It indicates the date on which the application was installed.
Vender It is the name of the vendor that developed the application, and is the name (bundle-vendor)

declared in a statement within the application program.

License Status

It indicates the status of the license; specifically,
* None: no license is needed.
» Not Installed: no license has been installed.
« Installed: the appropriate license has been installed.
« Invalid: the license has been invalidated.
* Overlimt: the license has been used beyond its permitted limit.

License Expires After

It indicates the date after which the license expires. If the status of the license is "none", this
item will not be printed.

License Upper Limit

It indicates the limitimposed on individual counter readings. If the status of the license is "none",
this item will not be printed.

Counter Value

It is the current counter reading of a specific counter. If the status of the license is "none", this
item will not be printed.

Maximum Memory Usage

Itindicates the maximum amount of memory that the application uses. Itis the amount (maximum
memory usage) declared in a statement within the application program, and is expressed in
kilobytes.

Registered Service

It is a list of services that have been registered by the application with the MEAP frame-
work.Some services may not have printable data.

m MEAP Application Setting Information Management and Log Management

The MEAP Application Setting Information Management page and the MEAP Application Log Management page provide menu
related to "MEAP Application Configuration Service" for managing MEAP application setting information and menu related to
"MEAP Application Log Service" for managing log information respectively

To Remote Ul Log Out from SMS

Device Serial Number: AAA ADDD000
O MEAP Application Management
Install MEAP Application
System Management
Panel Display Order Settings

Enhanced System Application
Management

System Application Management
System Information

MEAPR Application Information
Check License

Change Password

MEAP Application Setting
Information Management

MEAP Application Log
Management

MEAP Application Management

MEAP Application Management

Updated On:30/10 2015 6:55:19

Application Name Installed on

=

| Resource Information

Status License

Resource Name Amount Used Percent Used
1%
1% 1
3% =
0%
1%

Remaining

Storage 3865 KB 415975 KB
Memory 200 KB 32568 KB
Threads 4 144
Sockets 0 128
File Descriptors 1 127

=

meap

Copyright CANON INC. 2015 All Rights Reserved

MEAP Application Configuration Service

This service is used to manage the MEAP application setting information. It has functions such as saving setting information to
the MEAP area. Ver 57 of MEAP Specifications supports this service.

MEAP Application Log Service

This service is used to collect MEAP application logs (debug logs and authentication logs).
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Ver 58 of MEAP Specifications supports this service.

The collected logs can be downloaded or deleted in user mode.

The settings such as the log level to be saved cannot be made from SMS.

These settings depend on the MEAP application. For detailed information, refer to the manual for the application.

e Advantages Obtained When Using the Services

By using MEAP Application Setting Information Management and MEAP Application Log Service, as long as the MEAP application
supports these services, you can collectively perform data management tasks.

Devices and MEAP applications which do not support new functions

App1 App2
Dedicated management tool Dedicated management tool

Setting and reference Setting and reference
App1 App2 )
Device
Setting and reference Setting and reference
Config data Log data Config data Log data
(App1 format) (App1 format) (App2 format) (App2 format)

As for devices and MEAP applications that do not support the service, the setting information
and log data are managed on an application-by-application basis.

Devices and MEAP applications which support new functions

General-purpose management tool

Setting and reference

o J[wm ]
IJ

_——— —_— — =

Lo | Platform

management service |

Log data
(common format)

Config data
(common format)

As for devices and MEAP applications that support the service, information can be collectively managed.

© settign Procedure

m Preparation

The following settings are required on the machine to provide a MEAP device with support via a network such as SMS.
Network Settings (HTTP)

Select [Setup] > [Network] > [TCP/IP Settings] > [HTTP] from the setup menu to activate the network. ([ON] is specified at
the time of shipment.) For details on the work procedure, refer to e-Manual [ Top page ] > [ Setting Menu List ] > [ Setup
Menu ] > [ Network ].

Setup Network TCP/IP Settings HTTP
TCP/IP Settings | BMLinks || OFF
Layout Mopria IPP Print Y ON ) ]

Print Quality Google Cloud Print WSD

Interface SNMP Settings HTTP ) ]
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Network Settings (Remote Ul)

Select [Setup] > [Network] > [Remote Ul Settings] from the setup menu to activate the Remote Ul function. ([ON] is specified
at the time of shipment.) For details on the work procedure, refer to e-Manual [ Top page ] > [ Setting Menu List ] > [ Setup
Menu ] > [ Network ].

Setup Network Remote Ul Settings Remote Ul
() | Receive in Prallel MCremoteur — ) NSRS

Layout ¢ Wait Time at Startup RUI Access Sec. Set. KON )|
Print Quality TLS

Interface Ethernet Driver

Setting the Key Pair and Server Certificate Used When Communicating with TLS Encryption

To use SMS via TLS connection, it is required to specify a key pair and server certificate as the key to be used.

Since a key (default key) that can be used for encrypted TLS communication is installed as standard on this device, advance
setting of the key pair and server certificate is not required.

To use an encryption key other than the default key, refer to the e-Manual [Top page] > [Security] > [Implementing Robust
Security Features] > [Using TLS for Encrypted Communications] to set the key pair and server certificate required to perform
encrypted TLS communication.

NOTE:

As for SMS, by setting a Default Key, encrypted SSL communication is always executed regardless of the following setting: [ Setup ]
> [ Network ] > [ Remote Ul Settings ] > [ TLS ]: ON/OFF.

Setting the Network Port

The default port of the HTTP server used for MEAP and MEAP applications to provide the servlet function is 8000, and the
HTTPS server's default port is 8443. In the case that these ports have already used by the customer who is to introduce this
application, the MEAP application cannot use the HTTP (or HTTPS) server(s).

By changing the following ports to use, however, the MEAP application can be used as well as the existing system.

For details on the work procedure, refer to .

NOTE:

A port number can be any integer from 0 to 65535. To avoid port numbers that are frequently used, do not use any integer from
0 to 1023.

Server Setting value Default value / Value after RAM clear
HTTP Server 1024 to 65535 8000
HTTPS Server 1024 to 65535 8443

NOTE:
« If Print Server is connected, do not specify port 8080.
If port 8080 is specified, it is not possible to access the remote Ul of the device where the MEAP authentication application
is running. (Port 8080 is reserved to allow the PS Print Server Unit to redirect to the device.)
» As for port on HTTPS server, it only applies to the device that supports SSL function.

m MEAP Application Managemet
Log in to SMS to manage MEAP applications.

Installing MEAP Applications
Install the MEAP application on this machine.
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Specify an application file (.jar) and license file (.lic) on the [Install MEAP Application] page of SMS. For details on the
procedure, see [Top Page] > [MEAP Application Settings] > [Installing MEAP Applications] in "Function Guide for MEAP

Application Management".

To Remote Ul Log Out from SMS

Device Serial Number: AAAAOD000D

MEAP Apglication Management
O Install MEAP Application
System Management

Panel Display Order Settings

Install MEAP Application/License

Install MEAP Application/License

=

Enh: d System Applicati . .

Mr;naa;iiﬂemys e Application File Path: Browse
System Application Management License File Path: Browse...
System Information =

MEAP Application Information
Check License
Change Password

MEAP Application Setting
Information Management

MEAP Application Log
Management

meap

Copyright CANON INC. 2015 All Rights Reserved

Uninstalling MEAP Applications

Uninstall MEAP applications by clicking [Uninstall] for the target application on the [MEAP Application Management] page
(the SMS top page).

It is necessary to disable/delete the license to uninstall a MEAP application. For details on the procedure, see [Top Page] >
[MEAP Application Settings] > [Uninstalling MEAP Applications] in "Function Guide for MEAP Application Management".

To Remote Ul Log Out from sms B

Device Serial Number: AAAA000000
B MEAS Application Mg ent MEAP Application Management
o Install MEAP Application S
MEAP Application Management Updated On:0! 1430021 [
System Management
O Panel Display Order Settings Application Name Installed on Status License
. Enhanced System Application Sample Application A 440  09/26/2012 Stopped Start Mot Installed
* Management
Sample Application B 440 09/25/2012 Started Stop. Uninstall Installed
o System Application M
o System Information Sample Application C 44.0 09/25/2012 Started Uninstall Installed
o MEAP Application Information =
O Check License I
0 Change Password Resource Name Amount Used Remaining Percent Used
. MEAP Application Setting Storage 2877 KB 160963 KB 2% v
~ Information Management Memaory 400 KB 32368 KB 1% 1
o MEAP Application Log Threads 4 144 3% »
B e Socksts 0 128 0%
File Descriptors 1 127 1%
=
Copyright CANON INC. 2012 All Rights Reserved
=

Starting/Stopping MEAP Applications

Start and stop MEAP applications by clicking [Start] and [Stop] for the target application from the [MEAP Application
Management] page (the SMS top page).
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For details on the procedure, see [Top Page] > [MEAP Application Settings] > [Starting/Stopping MEAP Applications] in
"Function Guide for MEAP Application Management".

LBP

Device Serial Number AAAADD0000

o MEAP Application Management
Install MEAP Application

System Management

MEAP Application Management

MEAP Application Management

Updated On:09/26/2012 8:54:00 Al

Panel Display Order Settings Application Name Installed on Status License
o A Sample Application A 440 09/26/2012 Installed Uninstall Installed
Management

Sample Application B 440 09/25/2012 Installed Start Uninstall Installed
System Application M
System Information Sample Application C 440 09252012 Installed Uninstal Installed
MEAP Application Information @
SlecKE s ‘ Resource Information
Change Password Resource Name Amount Used Remaining Percent Used
MEAP Application Setting Storage 2877 KB 160963 KB 2%
Information Management Memary 200 KB 32568 KB 1%
MEAP Application Log Threads 4 144 3% ¢
L EIEL Sockets 0 128 0%

File Descriptors 1 127 1%

=
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El

MEAP Application Authentication Information Settings

When executing jobs from an application that does not require a printer operation, it is necessary to set authentication
information in advance. For details on the procedure, see [Top Page] > [MEAP Application Settings] > [Setting Authentication
Information for MEAP Applications] in "Function Guide for MEAP Application Management".

m License Management

The following cases exist for the license management of MEAP applications. Since license management is generally performed
by the user, see "Function Guide for MEAP Application Management" for the basic operations.
Adding License Files
Add a license when you want to continue using an application after a license has expired. For details on the procedure, see
[MEAP Application License Settings] in "Function Guide for MEAP Application Management".
Disabling/Deleting License Files
It is necessary to disable and delete the license to uninstall a MEAP application. For details on the procedure, see [MEAP
Application License Settings] in "Function Guide for MEAP Application Management".
Downloading License Files

When uninstalling and reinstalling a MEAP application in cases such as initializing the storage, download the license before
deleting the disabled license. The downloaded license can be used as the license for reinstalling to the same device. For
details on the procedure, see [MEAP Application License Settings] in "Function Guide for MEAP Application Management".

Downloading a License for Forwarding

The license downloaded in "Downloading License Files" can be used when reinstalling to the same device (a machine with
the same serial number), but cannot be installed to a different machine. When migrating a MEAP application to another
machine, it is necessary to download a "License for Forwarding". For details on the procedure, see the following.
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3. Technical Explanation (System)

e Procedure for Downloading a License for Forwarding

1. Log in to SMS, stop the application to be forwarded.

To Remote Ul Log Out from SK

Device Serial Number: AAAAD0000D
B MEAP Application Management MEAP Application Management
o Install MEAP Application
System Management
o Panel Display Order Settings Installedon  Status License
. Enhanced System Application 440 0912612012 Started Installed
Management
440 0912512012 Started Stop || Uninstall Installed
o System Application Management | =erromemmton
o System Information Sample Application C 440 0912512012 Started Uninstall Installed
o MEAP Application Information =]
o Check License e ]
oo o a8 =
0O Change Password Resource Name Amount Used Remaining Percent Used
MEAP Application Setting Storage 2877 KB 160963KB 2%
Information Management Mermory 500 KB EEKB 2%
1 MEAP Application Log Threads 4 W4 3% v
Management Sockets 0 128 0%
File Descriptors 1 121 1%
Copyright CANON INC. 2012 All Rights Resenved
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2. Move to the download page of license forwarded for the device as sender (https:// <IP address of device>:8443/sms/
ForwardLicense).

('_' Service Management Service : LBP : LBP

- Windows Internet Explorer

ey vug, htips:/[192. 168. 1. 230:8443/smsForwardLicense J

'i:f ‘ﬁ’ @Service Management Service : LBP : LBP | |

3. Specify the application to be forwarded.

o Ul Log Out from sms il

Device Serial Number: AAAA000000

© MEAP Application Management

License Management
o Install MEAP Application

icense Managemen

System Management
© Panel Display Order Settings

i Marmo Installed on  Application ID Status  License
., Enhanced System Application

440 09/26/2012 4d06d282-debd-462e-bd48-71167c117401 Started  Installed
Management
Sample Application B 440 09252012 Ad06d282-debd462e-bB-THIGTCTITAO2  Started  Installed
5 System Application Management
B System nformtion Sample Application C 440 09252012 4d06d282-debd-462e-bBTIIETCTIT403  Stated  Installed
& MEAP Application Information =

o Check License
© Change Password

1 MEAP Application Setting
Information Management

1 MEAP Application Log
Management

o License Management
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4. Click [Disable] on the [Disable License File].

. Device Serial Number: AAAADOD00D
o MEAP Application
o Install MEAP Application

License > License File

License File Management

System Management
O Panel Display Order Settings

-, Enhanced System Application —
Management | Application |

O System Application Management | Application Name:

Sample Application A
o License File

o System Information =

o MEAP Application Information

O Check License

o Change Password

MEAP Application Setting
Information Management
MEAP Application Log Download Delete
Management

Itis recommended that you download the transfer license file to your computer before deleting it

o License Management =

Copyright CANON INC. 2012 All Rights Reserved
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3. Technical Explanation (System)

5. The window to confirm whether to create a transfer licence will be displayed. Click [Yes].

.
Are you sure vou want to disable the license file?
Yes No

6. When [Download] on the [Download / D

LBP /LBP ]

Device Seraitumoer: AAAADDD0DD
MEAP Application

elete Transfer License File] becomes effective, click [Download].

To Remote Ul Log Out from sms B

Install MEAP Application
System Management
Panel Display Order Settings

Enhanced System Appiication
Management

System Application Management
System Information

MEAP Application Information
Check License

Change Password

MEAP Application Setting
Information Management

MEAP Application Log
Management

o License Management

License > License File

License File Management

Application Name Sample Application A

Disable License File

Disable

Transfer License File

Itis recommended that you download the transfer license file ta your computer befare delefing it

neap
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7. Specify the preservation place of the file according to the instruction of the screen.

8. After downloading the license file for forwarding, click [Delete] to display the confirmation screen and click [Yes]
to delete the file (in consideration of breakage of license for forwarding, deleting disabled license can be executed

after all steps have been completed).

It is recommended that you download the transfer license file to your computer before deleting it.

!

Are you gure you want to delete the transfer license file?

Tes H e}

9. Log out of SMS.

10. Since this downloaded transfer license is the file only to prove the license invalidation, it cannot be used for
installation to the other device as it is. Send the transfer license to the service support contact of your nearest sales
company to request issuance of the new license for installation in the new device.

NOTE:

When requesting issuance of license for forwarding, inform the sales company of the name of product name and serial No. of the
device as sender, and of the name of product name and serial No. of the forwarding destination.

11. Install application using the license for forwarding issued by the sales company.

m Authentication Settings Management (Enhanced System Application

Management)

The authentication function (login application) used when logging in to the machine is configured on the [Enhanced System

Application Management] screen of SMS.
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3. Technical Explanation (System)

Change Login Application Procedure
If multiple login applications are installed ™, you can activate the login application that you wish to use by accessing the
[Enhanced System Application Management] screen of SMS, clicking the [SWITCH] button of the login application, and
restarting this machine. For details on the procedure, see [Top Page] > [System Settings] > [Setting Enhanced System
Applications] > [Starting/Stopping Enhanced System Applications] in "Function Guide for MEAP Application Management".

Device Serial Number. AAAAD00000

HEMECE A picuo Meace ik System Management > Enhanced System Application Management

o Install MEAP Application
Enhanced System Application Management Updated 0n:09

‘System Management
© Panel Display Order Settings

Login Service

Enhanced Systom A i Application Name. Installed on  Application ID Status
Management Single Sign-On H for 666b6029-0132-1000-824-
1011 0912612012 Installec Uninstal
O System Application Management |  SFP 002000c4ae6t :l
Defaut £7654b49-3665-4cd5-9d29-
{
3 System Information Bikhcieaion 6304 outTotz  SoCI e Started Urinstall
o MEAP Application Information =
o Check License Formerrs
BB Brastiend Application Name Installed on Application ID Status
1 MEAP Application Setting =
 Information
- MEAP Application Log Install Enhanced System Application/License
Mamagemen Enhanced System Appiication File [ i
Path:
License File Path I —
Install

Copyright CANON INC. 2012 All Rights Reserved
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Login Service Installation Procedure
Toinstall a login application to this machine, access the [Enhanced System Application Management] screen of SMS, specify
the program file (.jar) and license file (.lic) of the login application that you wish to use, and click the [Install] button. For details
on the procedure, see [Top Page] > [System Settings] > [Setting Enhanced System Applications] > [Installing Enhanced
System Applications] in "Function Guide for MEAP Application Management".

To Remote Ul Log Out from sms |

Device Serial Numbsr: AAAA000000

© MEAP Application Management
o Install MEAP Application

System Management

© Panel Display Order Settings

System Management > Enhanced System Application Management

Enhanced System Application Management

Login Service |

E 52222,2?333“‘"“ Apphcation gp:;li‘calion Name Installed on A;;:;Zg.;n ;?Mdﬁ o Status
o Syssans Ao dion MRt Rt s 6304 U2 Ce g e St
© System Information &

© MEAP Application Information [ Other System Applications

0 Check License Application Name Installed on Application ID Status

© Change Password =

. MEAP Application Satting Syt iconse

o
Information Management

S""hﬂﬂced System Application File  [ADMINT\Share@Admin1\550-H\SSOHTorSFP_100j: |_Browse.
a
[\ADMINTShare@Admin NSSO-HISSOHTorSFP_100.1i _Browse,

MEAP Application Log

* Management

License File Path

Copyright CANON INC. 2012 All Rights Reserved
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*1. When a 3rd party login application is installed, etc.
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3. Technical Explanation (System)

Login Service Uninstallation Procedure
To uninstall a login application, access the [Enhanced System Application Management] screen of SMS, stop the
corresponding login application (change its status to "Installed"), and click the [Uninstall] button. For details on the procedure,
see [Top Page] > [System Settings] > [Setting Enhanced System Applications] > [Uninstalling Enhanced System Applications]
in "Function Guide for MEAP Application Management".

To Remote Ul Log Out from shis B

Device Seriallumper: AAAA00000D
BACE s o Maoan i System Management > Enhanced System Application Management
Install MEAP Application
o Enhanced System Application Management
System Management
1 Panel Display Order Settings Login Service |
 Enhanced System Application Application Name Installed on  Application 1D Status
Management 7 1000-82040-
a Shge SUTONHIN 4511 pa2e2012  Seomorgmes M nstalled [_SWTCH
System Application Management o 7:54;:; R
efault e el =
u
o System Information ot 6304 0972012 OeRben S Started | SWITCH || Uninstal
1 MEAP Application Information 5]
O Check License |0|he TR
5
) Change Password Application Name Installed on Application ID Status
_ MEAP Application Setting &
Information
| MEAP Application Log Install Enhanced System ioniLicense
T Enhanced System Application Fils [ T
Path:
License File Path I Browse.
=
Copyright CANON INC. 2012 All Rights Reserved
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m Changing the SMS Password

The password used to log in to SMS can be changed by accessing the [Change Password] screen and entering the old password
and new password. It is recommended that the SMS password is changed to prevent security threats. For details on the procedure,
see [Top Page] > [System Settings] > [Changing the SMS Password] in "Function Guide for MEAP Application Management".

To Remote Ul Log Out from sms Bl

Device Seri umber: AAAA00000D
o MEAP Application Management System Management > Change Password
o Install MEAP Application n
Change Password

System Management

1 Panel Display Order Seffings

. Enhanced System Application

Management Old Password.

o System Application Management | New Password:

@ System Information Confirm

o MEAP Application Information

o Check Licenss =

m Checking Various Information
SMS has a screen for checking the information of this machine.

System Information
You can access the [System Information] screen of SMS to check the system information relating to the MEAP of this
machine. The following information can be checked on this screen.
* Platform Information
» System Application Information

CAUTION:
The detailed information for system applications can be checked by clicking the [Display Details] button.

MEAP Application Information
You can access the [MEAP Application Information] screen of SMS to check the information relating to the MEAP applications

installed in this machine.

License File
You can access the [Check License] screen of SMS, specify a license, and click [Check] to check information such as the

expiration date of the license.
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3. Technical Explanation (System)

© Maintenance
m When Replacing the PCB

e Special license for reinstallation

When replacing the PCB, a special license file is required to reinstall the application with the expiration date of the current counter
value migrated as it is. This special license file is handled as a service tool and cannot be obtained by end users.

In order to obtain a special license file, the service technician needs to contact the person in charge of support at the sales
company.

The service technician needs to give the device serial number and the names of the MEAP applications that had been installed.
Since the support department of the sales company manages all the issued application license files by device serial number, it
is basically possible for them to successively issue license files once the device serial number is confirmed.

NOTE:
The application that is installed with a reusable license can be reinstalled by using the same license.

e Procedure for reinstalling MEAP applications after replacing the PCB

The following shows the procedure when replacing the PCB.

1. Preparation before replacement

The following work needs to be done before replacing the PCB.
+ Some MEAP applications have a function to back up or export the data to be used. If such a MEAP application is
installed, back up or export the data in advance.
* In order to reinstall the applications, copy the licenses (special licenses, reusable licenses, etc.) of all the MEAP
applications to the laptop PC.

2. Replacing the drive
Prepare the necessary service parts, and replace the drive.

3. Reinstalling the MEAP application

When the device has started normally, obtain the jar files of the MEAP applications from the user, and install them using the
license files for reinstallation.
Installation method is the same as normal installation.

4. Importing user information
As necessary, make login service selections and import user information.

NOTE:

When you replace the PCB without uninstalling MEAP applications, make sure to reinstall the previously installed applications.
Unless reinstalling them, MEAP counter will not be released and the message “The number of applications that can be installed
has exceeded the limit. Try to install this application after uninstalling other applications.” is displayed so that the installation of
new applications may not be accepted. If you want to install new applications in this case, once reinstall the applications in-stalled
before formatting and uninstall unnecessary applications.

CAUTION:
Do not install a Main PCB of another device and conduct operation check in order to check whether an error has occurred
in the Main PCB. If the PCB is replaced and the system is started, the data on the installed PCB will be initialized.

m Actions to be taken when E616 is displayed

When E602 is displayed and then the device is restarted as a remedy, E616 may be displayed in some cases.

This is a symptom that occurs when the power is cut off without shutdown (such as disconnecting the plug of the device). The
error code is displayed when the file system of the MEAP storage area is in an abnormal status.

When the device is started, it checks the file system. If the device detects an error, it displays the error code E602, disables the
MEAP function, and then starts.

When the device is restarted according to the remedy for E602, the file system is recovered automatically in the system. If the
recovery procedure succeeds, the device starts normally with the MEAP function enabled.

However, if the file system could not be recovered by auto recovery, E616 is displayed.
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3. Technical Explanation (System)

Since the system is automatically formatted when E616 is displayed, the installed MEAP applications will disappear and the
device's MEAP function itself will also be disabled.
For this reason, it is necessary to enable the MEAP function and then reinstall the MEAP applications.

e Work procedure

Perform the following procedure when E616 is displayed.

1. Start the device in service mode.
2. Select [Setup] > [SERVICE MODE] > [FUNCTION GR.] > [MEAP FUNCTION] > On to enable the MEAP function.
3. Restart the device to start the MEAP function.

4. Access SMS, and then use a reusable license or special license for reinstallation to install the MEAP application.

NOTE:

As for MEAP applications that were installed using reusable licenses, the reusable licenses can be used to reinstall the applications.
For other MEAP applications without reusable licenses, use special license files to reinstall them, in the same as way as handling
a storage drive failure.

For information on how to obtain a special license for reinstallation, see “Special license for reinstallation” on page 103 in this
chapter. Then contact the support department of the sales company to have the license issued before starting the work.

5. Start the MEAP application.

m MEAP Safe Mode

Use safe mode if you need to start up the system without worrying about extra applications. It will start up only those system
software files (including SMS) that normally start up as default files while preventing MEAP applications and the like from starting
up.

When you have made changes and restart the device, the control panel will indicate '"MPSF' in its lower right corner. The MEAP
applications that may have been active before you shut down the equipment will not start up on their own. Make use of safe mode
when restoring the system software as when MEAP applications or services cause a fault as the result of a conflict or wrong
sequence of registration/use. You can access to SMS in this condition so that you can take necessary measures, for example,
you can stop application that may cause the trouble.

If default authentication has been selected, the mode of authentication remains valid; otherwise, the message "The login service
must be set again with SMS" ap pears. Change the login service as necessary.

e Starting in Safe Mode
To start the device in the MEAP SAFE mode, turn ON the power with the [Application] key and the [ID] key pressed.

e How to cancel MEAP SAFE mode

If you want to cancel MEAP SAFE mode, just restart the device as usual. It will start in normal mode.

NOTE:
If accessed to SMS in MEAP SAFE mode, the device started mode is shown on the title bar of the browser

When normally started:
Service Management Service : <Device Name>: <Product Name>

When starting in MEAP SAFE mode:
Service Management Service : <Device Name>:<Product Name>: Safe Mode

[E=8 B8 =5

2] https//17216.147.98:3443 /s P - @ ¢ || Bl Service Management Servi... | ‘ oA

Service Management Servic| : Safe Mode :|.BPxcox : LBPiooxx
hitps://172.16.147 98:8443/sms/

Device Serial Number: AAAAD00000
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CAUTION:

3. Technical Explanation (System)

If the device has been started in the MEAP SAFE mode, all MEAP applications stop and the status becomes "Installed".
This status remains unchanged even if the MEAP SAFE mode is cancelled and the device is started again in normal mode.
It is therefore necessary to access SMS after normal startup, and start the MEAP application.

LBP /1BP !

Devics Seral Nurber: AAA A000000
B MEAP Application Management
Install MEAP Application
System Management
Panel Display Order Settings

 Enhanced System Application
Management
System Application Management |

1 System Information

=

MEAP Application Information

Application Name

Sample Application A
Sample Application B

Sample Application C

To Remote Ul Log Out from SMS Bl

MEAP Application Management

MEAP Application Management

Installed on
09/26/2012

Status
440

440  09/26/2012

440 09/25/2012

Installed

Installed

Installed

License
Start

Start || Uninstall
Start | Uninstall

Uninstall Installed
Installed

Installed

Check License [Resource

Change Password

MEAP Application Setting
Information Management

MEAP Application Log
Management

Storage
Memory
Threads
Sockets

Resource Name

File Descriptors

Amount Used
2877 KB
200 KB
4
0
1

Remaining
160963 KB

Percent Used
2% ¢
1%
3% v
0%
1%

32568 KB
144
128
127

meap

m Using USB Devices
e Two types of USB drivers
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While the USB driver that can be used in iR series is only the USB driver designed exclusively for MEAP application (hereinafter
referred to as “MEAP driver”), not only MEAP driver but also USB system driver (hereinafter referred to as “system driver”) can

be used in this device.

System driver and MEAP driver cannot be used together. When either of them is used, the other driver cannot be used.
In this model, the USB system driver supports only Mass Storage; HID is not supported. In other words, storage devices such as
USB Flash memory can be used via system driver, but interface devices such as USB keyboard cannot be used via system driver.

e USB driver setting

System driver is active by default in this device.
The driver can be changed in setup menu.

Usually, It is not necessary to change the setting because it is specified in the MEAP application side.
Only in the case of a special MEAP application, it is necessary to change the USB driver setting.
For details, refer to specifications of MEAP application side.

Setup

Print Quali