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Application

This manual has been issued by Canon Inc. for qualified persons to learn technical theory,
installation, maintenance, and repair

of products. This manual covers all localities where the products are sold. For this reason,
there may be information in this

manual that does not apply to your locality.

Corrections

This manual may contain technical inaccuracies or typographical errors due to improvements
or changes in products. When

changes occur in applicable products or in the contents of this manual, Canon will release
technical information as the need

arises. In the event of major changes in the contents of this manual over a long or short
period, Canon will issue a new edition
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of this manual.
The following paragraph does not apply to any countries where such provisions are
inconsistent with local law.
Trademarks
The product names and company names used in this manual are the registered trademarks
of the individual companies.
Copyright

This manual is copyrighted with all rights reserved. Under the copyright laws, this manual
may not be copied, reproduced or

translated into another language, in whole or in part, without the written consent of Canon Inc.

(C) CANON INC. 2012

Caution

Use of this manual should be strictly supervised to avoid disclosure of confidential
information.
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Explanation of Symbols

The following symbols are used throughout this Service Manual.

Explanation

Symbols

Explanation

Used to show permission.

Remove the screw.

Used to show prohibition.

Tighten the screw.

Check.

Remove the claw.
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Check visually.

Insert the claw.

Check the noise.

Use the bundled part.

Disconnect the connector.

Push the part.

Connect the connector.

Plug the power cable.

Remove the cable/wire
from the cable guide or wire
saddle.

2000

Turn on the power.

DD |

Set the cable/wire to the
cable guide or wire saddle.
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The following rules apply throughout this Service Manual:

1. Each chapter contains sections explaining the purpose of specific functions and the
relationship between electrical and mechanical systems with reference to the timing of
operation.

In the diagrams, "W W represents the path of mechanical drive; where a signal name
accompanies the symbol, the arrow ——— indicates the direction of the electric signal.

The expression "turn on the power" means flipping on the power switch, closing the front
door, and closing the delivery unit door, which results in supplying the machine with power.

2. In the digital circuits, '1' is used to indicate that the voltage level of a given signal is "High",
while '0' is used to indicate "Low". (The voltage value, however, differs from circuit to
circuit.) In addition, the asterisk (*) as in "DRMD*" indicates that the DRMD signal goes on
when '0".

In practically all cases, the internal mechanisms of a microprocessor cannot be checked
in the field. Therefore, the operations of the microprocessors used in the machines are not
discussed: they are explained in terms of from sensors to the input of the DC controller
PCB and from the output of the DC controller PCB to the loads.

The descriptions in this Service Manual are subject to change without notice for product
improvement or other purposes, and major changes will be communicated in the form of
Service Information bulletins.

All service persons are expected to have a good understanding of the contents of this Service
Manual and all relevant Service Information bulletins and be able to identify and isolate faults
in the machine.
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n Safety Precautions > Safety Information > Ozone Safety

Safety Information

o Laser Safety

Laser beam radiation sometimes causes a danger to human body. To prevent such a danger,
the optical laser system used in this machine is hermetically closed by the protection housing
and external cover so that a laser beam does not leak to outside. Therefore, a laser beam
does not leak out of this machine as long as a user operates the machine in an ordinary
manner.

o CCDRH Regulation

CDRH (Center for Devices and Radiological Health), which belongs to Food and Drug
Administration in USA, put a regulation concerning laser products on August 2, 1976. This
regulation is applied to laser products manufactured on and after August 1, 1976, and sales
activities are prohibited in USA without receiving permission under the regulation.

The following figure shows the label indicating that permission has been received under the
CDRH regulation, and it is obliged to attach it on all products sold in USA.
4 I

CANON INC.

30-2,SHIMOMARUKO,3-CHOME,OHTA-KU,TOKYO,
146.JAPAN

MANUFACTURED :

THIS PRODUCT CONFORMS WITH DHHS RADIATION
PERFORMANCE STANDARD 21CFR CHAPTER1
SUBCHAPTER J.

F-0-2

CAUTION:
A part of the description may be different depending on the type of product model.

n Safety Precautions > Safety Information > Ozone Safety
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o Toner Safety
Bl About Toner

Toner is a nontoxic substance which consists of plastic, iron, and a small amount of pigment.

CAUTION:

Be sure not to throw toner into the fire. Doing so may cause an explosion.

B How to Handle Adhered Toner

When toner adhered to skin or clothes, completely remove it with dried tissue and wash with
water.

If hot water is used, toner cannot be removed because it becomes gel and penetrates into
clothes permanently.

Do not make toner come into contact with vinyl because it easily reacts with a vinyl materia

o Ozone Safety

An infinitesimal amount of ozone gas (O3) is generated during corona discharge from the
charging roller

used in this printer. The ozone gas is emitted only during the printer operation.

The printer meets ozone emission reference value set by Underwriters Laboratory (UL) at the
time ofshipping from the manufacture.
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n Safety Precautions > Safety Information > Points to Note when Performing Disassembly/Assembly

O How to Handle the Laser Scanner Unit

An invisible laser beam is irradiated in the laser scanner unit.

If the laser beam enters an eye, it may cause damage to the eye. So, be sure not to
disassemble the laser scanner unit. No adjustment can be made to the laser scanner unit in
this machine in the field.

The label shown in the following figure is attached to the bottom of the laser scanner unit.

~
DANGER - Invisible laser radiation when open.

AVOID DIRECT EXPOSURE TO BEAM.
CAUTION -CLASS 3B. INVISIBLE LASER RADIATION WHEN OPEN.
AVOID EXPOSURE TO THE BEAM.
ATTENTION - RAYONNEMENT LASER INVISIBLE DE CLASSE 3B.
EN CAS D'OUVERTURE EVITEZ L'EXPOSITION AU FAISCEAU.
VORSICHT - UNSICHTBARE LASERSTRAHLUNG KLASSE 38, WENN ABDECKUNG
, GEOFFNET. NICHT DEM STRAHL AUSSETZEN.
PRECAUCION - RADIACION LASER INVISIBLE DE CLASE 38 PRESENTE AL ABRIR.
EVITE LA EXPOSICION AL HAZ.
VARNIN G -KLASS 3B 0SYNLIG LASERSTRALNING NAR DENNA DEL AR OPPNAD.
STRALENARFARLIG. o
VAROITUS - LUOKAN 3B NAKYMATTOMALLE LASER-SATEILYA AVATTUNA.
VALTA ALTISTUMISTA SATEELLE.
= 9| -o2u 53 3B HIZIAI 20| WAKMO| WEELICL
Mol =EES TSHIAL.
OB -CoEBKEISASBRTAL—YHENWET.
E-LICHZEESEBNI L, RU5-8126

F-0-3

Points to Note when Replacing/Discarding a Lithium
Battery

The main controller PCB in this machine contains a lithium battery as backup power supply
for various data just in the case when a blackout occurs or the power plug is removed.

CAUTION:

» The battery installed in this machine is fixed and cannot be replaced.

» Do not replace the battery only.

* Replacing the battery with another type of battery can result in explosion.

*  When disposing the old PCB with battery, remove the battery and follow the local
regulation.

n Safety Precautions > Safety Information > Points to Note when Performing Disassembly/Assembly
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o Points to Note when Performing Disassembly/Assembly

Be sure to follow the instruction shown below when performing disassembly/assembly.

1. Be sure to unplug the power plug for safety when performing disassembly/assembly.

2. If not otherwise specified, perform assembly in the procedure opposite to that of
disassembly.

3. Perform assembly using correct types of screws, etc. (length/diameter) at correct positions.

4. A washer screw is used as a screw to fix a grounding wire and varistor, etc., to secure
electrical conduction. Be sure to use this screw when performing assembly.

5. In principle, do not operate the machine in the condition where parts are removed.

6. Do not remove a paint-locked screw when performing disassembly.

0-11
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n Product Description > Features
Product Lineups

o Main unit

Appearance

Copy

Print

FAX

Remote Ul

Automatic 2-sided Print (60 to
120g / m2 paper)

MEAP

Network

WLAN X

o Options

Paper FeederUnit PF-44

OO |Xx|O (X

o

o

T1-1

Approx. 500 Sheets (Plain paper 80g/ m2)

Barcode Printing Kit-F1

SD CARD-B1

T-1-2

n Product Description > Features

1-2

Features

1. Small and high-speed printer

The printer is compact size that realizes print speed of approximately 35 pages per

minute on letter-size media and approximately 33 pages per minute on A4-size media by
imageRUNNER LBP3480, and approximately 35 pages per minute on letter-size and A4-size
media.

2. Automatic duplex print
Automatic two-sided printing is available with standard equipped duplex unit.

3. High-volume continuous printing

In addition to the standard equipped universal cassette (holds up to 250 sheets of 80g/m2
paper) and Multi-purpose tray (holds up to 50 sheets of 80g/m2 paper), the printer supports
optional paper feeder (holds up to 500 sheets of 80g/m2 paper) for a total capacity of 800
sheets. Thus high-volume continuous printing is available.

1-2



n Product Description > Specification > Printing Speed

1-3
Specification Item Specification/function
Ambient Temperature Range for Use [10 to 30 degrees Celsius
Ambient Humidity Range for Use 20 to 80% RH
o Product Speciﬁcations Operation Noise Level 53.5 dB or less (During printing: rated sound emission level
according to 1SO9296)
- - - Power Requirements 120 to 127V( +/- 10%), 50/60( +/- 2Hz)
Installation FormI:?m Desktop type page r?r?netzlrﬁcatlon/funcnon 220 to 240V( +/- 10%), 50/60( +/- 2Hz)
Photosensitive Element OPC drum Max. Power Consumption 1060 W or less (120 V)
— 1140 W or less (230 V)
=R Prlncu.)Ie. Laser. beam method Power Consumption Average power consumption during operation: approx.
Development Principle Jumping development approx. 550 W (120 V), approx. 560 W (230 V)
Transfer Principle Roller transfer Average power consumption during standby: approx. 13.2 W
Separation Principle Self stripping (120 V), approx. 13.9 W (230 V)
Cassette Feed Principle Separate design Dimensions 400 (W) x 376 (D) x 289 (H) mm
Multi Purpose Tray Principle Pad separation Weight Printer main unit: approx. 11.6 kg (excl. toner cartridges)
Drum Cleaning Principle Rubber blade cleaning Device Option Paper Feeder
Fixing Method On-demand T-1-3
Paper Output Principle Face-down/Face-up
Toner Supply Principle Toner cartridgesNumber o
Warm-up Time From power ON: max. 28 seconds o Prmtlng Speed
Recovery Time Approx. 10.0 seconds or less
Print Area Top 5.0 mm, Bottom 5.0 mm, Left/Right 5.0 mm FEEE HEn G
(Envelope: Top/Bottom/Left/Right 10.0 mm, Right 10.0 mm) Cassette feed Manual tray feed OP cassette feed
Printing Resolution 600 dpi Single-sided [Duplex print| Single-sided |Duplex print| Single-sided | Duplex
First Print Output Time Approx. 7.0 seconds or less print
Printing Speed A4: 33, LTR: 35 pages/minute A4 33 16.8 33 16.8 33 16.8
Cassette Paper Size Standard sizes: A4, B5, A5, A6, Legal, Letter, Executive LTR 35 17 35 17 35 17
Custom size range (user-specified): LGL 28.7 13.5 28.7 13.5 28.7 13.5
(Width 105.0 to 215.9 mm, Length 148.0 to 355.6 mm) B5/EXE 13.7>12>8>6 17>12>8>6 10.7>8>6
Multi Purpose Paper Size Standard sizes: A4, B5, A5, A6, Legal, Letter, Executive, A5 15.2>12>8>6 17>12>8>6 11.7>8>6
Postcard, Reply-paid Postcard, Four-side Postcard, Japanese A6 17.3>12>8>6 17>12>8>6 13.2>12>8>6
Western-style Envelope Size No. 3, Envelope Size No. 3 16K 17>14 17>14
Custom size range (user-specified): Strip (90 — 297 3
(Width 76.2 to 215.9 mm, Length 127.0 to 355.6 mm) mm)
Cassette Paper Type Plain paper (60 to 90 g/m2), Heavy paper (91 to 120 g/m2), Envelope 17>12>8>6
Multi Purpose Paper Type Plain paper (60 to 90 g/m2), Heavy paper (91 to 163 g/m2), (Japanese
OHP film, label paper, postcard, envelope Western-style)
Cassette Paper Capacity Approx. 250 sheets (Plain paper 80 g/m2) Postcard 12>8>6>4
Multi Purpose Paper Capacity Approx. 50 sheets (Plain paper 80 g/m2) T-1-4
Output Tray Paper Capacity Face-down output: approx. 150 sheets (80 g/m2), face-up
output: 1 sheet
Duplex Printing Principle Auto Duplex
Interfaces USB: HI-Speed USB/USB2.0
Network: 10 Base-T/100BASE-T common (RJ-45)
Full duplex/half duplex
Memory Capacity Standard: 16 MB, Option: None
Hard Disk Capacity Standard: None, Option: None
1-3
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n Product Description > List of Parts > Cross Sectional View

List of Parts

o External View

111 [12]

[19] - J

[1]1 |Auxiliary Tray [11] [Rear Cover

[2] |Multi-purpose Tray [12] |Face-up Output Tray

[3] |Front Cover [13] |Pressure Release Cover
[4] |Open Button [14] [Left Cover

[5] |Upper Cover [15] [USB Host

[6] |Control Panel [16] [USB Device

[7] |Right Cover [17] [LAN Port

[8] |Power Switch [18] |Duplex Unit Cover

[9] |Face-down Output Tray Cover [19] |Power Socket

[10] [Paper Cassette

T1-5
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o Cross Sectional View

(1 (2] [3] 4] [51 [6] [7] 8] 9]
% w;—u
l 7
L ﬁ
) \ /I

11

N —
— [15]
[16]
[17]
L |
[20] [19] [18]
F-1-2
[1] |Fixing Delivery Roller [11] Multi-purpose Tray Pickup Roller
[2] |Face-down Delivery Roller [12] Multi-purpose Tray Separation Pad
[3] [Pressure Roller [13] Registration Roller
[4] [Fixing Film Unit [14] Feed Roller
[5] [Fixing Unit [15] |Cassette Pickup Roller
[6] [Transfer Roller [16] |Cassette Separation Pad
[7] |Photosensitive Drum [17] |Cassette
[8] [Laser Scanner Unit [18] Duplex Re-pickup Roller
[9] |Cartridge [19] Duplex Feed Unit
[10] |Registration Shutter [20] Duplex Feed Roller
T-1-6
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n Product Description > Operation > Control panel

Operation

o Control panel

(0 I A R T R

[16]

No. Name Disé&ription

[1] |[Ready Indicator On |The printer is ready to print.

Blinking [ The printer is preparing to print.

[2] |Message Indicator Blinking |Aproblem has occurred and printing cannot be performed.
(If the printers Sleep Mode when it is offline, the Message

indicator comes on even when no problem is occuring)

[3] |Job Indicator On |The printer is receiving data.

Data remains in the printer memory.

Blinking [ The printer is processing data.

[4] [Main Power Indicator On |The power of the printer is ON.

T1-7

n Product Description > Operation > Control panel
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No. Name Function

When the printer is online When the When the menu is
printer is offline displayed

[5] |Status/Cancel Key [If pressed when the Job indicator is on or Does not function.
blinking (When data is being processed or
received), diaplay the job list. Select a job from
the list to cancel the job.

[6] |Power Key If [Sleep Mode] is set to a setting other than [Off], the printer enters Sleep
Mode.

[7] |Job Key Displays the [Job] menu. You [Does not Select the next upper item
can print various log list. function. in the same hierarchy.

When the setting value
is numeric, increase the
value.

[8] |Utility Key Display the [Utility Menue] Does not Goes back up the
menu. Prints information function. previous hierarchy.
about the printer settings
including the current settings.

[9] |Settings Key Displays the [Setup] menu. Gose down the hierarchy

[10] [OK Key Does not function. Gose down the hierarchy

[11] |Reset Key Display the [Reset] menu. Performs the printer [Select the next lower item
reset operation, the print data output, and the |in the same hierarchy.
shutdown operation. When the setting value

is numeric, reduces the
value.

[12] [Back Key Does not function. Goes back up the

previous hierarchy.

[13] [Log In/Out Key The log in screen for using MEAP functions is displayed. Enter the Dept.
ID/PIN and log in to the printer.

[14] [Application Key It will transition to the Menu Screen. Whenever the key is pressed, the
Printing Screen switches to — MEAP Application 1 — MEAP Application
2.Meap Application 8 — USB Direct Print — Printing Screen — Menu
Screen

[15] |Online Key Switches between online and offline . The printer is online when the
indicator under the key is on and is offline when the indicator is off.

[16] |Paper Source On A paper source is selected.

Indicator Blinking Printing cannot be performed because no
paper is loaded.
The paper drawer is not installed.
[17] [Feeder Selection [Displays the [Select Feeder] menu. Specify Does not function.

Key

which paper source is used to print between
the paper drawer and multi-purpose tray and
the paper size.

T-1-8

1-5



E Technology

Technology

B Basic Operation

B Sequence of Operation
B aser Exposure System
B Image Formation System
B Fixing System

B Pickup Feeding System
Bl Controller System

B MEAP

B Embedded RDS



E Technology > Sequence of Operation > Outline

Basic Operation

o Function Structure

The function structure of the printer contains the following five systems:

* Engine control system

» Laser scanner system

* Image-formation system
* Media feed system

» Option

ENGINE CONTROL
SYSTEM

LASER SCANNER SYSTEM

Sequence of Operation

o Outline

The operation sequence is controlled by the DC Controller in the engine control system.

2-2

Operations for each period of a print operation from the machine is turned on until the motor
stops rotating are described below.

IMAGE-FORMATION SYSTEM

MEDIAFEED SYSTEM

(Initial rotation)

Period Duration Operation

WAIT From the time power switch is Brings the printer to printable condition.
turned on or the dooe is closed The rpinter performs the following during this
unitil the printer gets ready for a period:-Detects cartridge presence.
print operation.

STBY From the end of WAIT or LSTR Maintains the printer in printable condition.

(Standby) period until either the print
command is received the main
controller or the power switch is
turned off.

INTR From the time print command is  [Starts up each high-voltage biases, laser

received from the main controller
unit the temperature of the

fixing unit reaches its targeted
temperature.

scanner and fixing unit in preparing for print
operation.

OPTION

(Last rotation)

F-2-1

E Technology > Sequence of Operation > Outline

PRINT From the end of INTR period unit [Forme the image on the photosensitive drum
the last media completes the fixing |based on the VIDEO signals from the main
operation. controlloer.

Transfers and fuses the toner image to the
print media.

LSTR From the end of PRINT period unit [Moves the last printed sheet out of the printer.

the motor stops rotationg.

Stops laser scanner operation and high-
voltage biases output.

The printer enters INTR period as the LSTR
period is completed if the main controller
sends another print command.

T-2-1
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E Technology > Laser Exposure System > Optical Unit Failure Detection

Laser Exposure System

o Outline

The laser exposure system forms a latent image on the photosensitive drum according to the
VIDEO signalssent from the Main Controller.

The main components of the laser scanner are the laser unit and the scanner motor unit,
which arecontrolled by the signals sent from the DC controller.

Diagram of the Laser Scanner Unit is shown below.

Engine controller

VIDEO signal
BD INPUT signal ,

LASER CONTROL signal

SCANNER MOT OR SPEED CONTROL signal

Scanner mirror
BD sensor

&

>

Scanner motor unit

Photosensitive drum
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2-3
o Optical Unit Failure Detection

The optical unit failure detection manages the laser scanner failure detection functions.

The DC controller determines an optical unit failure and notifies E100 to the Main controller if
the laser scanner encounters the following conditions:

« If the scanner motor does not reach a specified rotation within a specified period of start-up.
« If the rotation of the scanner motor is out of specified range for a specified period during
drive.

« If an out of specified BD interval is detected during a print operation.
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E Technology > Image Formation System > Image Formation Process > Outline

2-4

Image Formation System o Image Formation Process
_ l Outline
o Outline , . . . y .
The image formation process consists of the following seven steps divided among five

The image formation system forms a toner image on print media. functional blocks:
The following are the main components of the image formation system:

» Cartridge Latent image formation block

« Transfer roller Step 1: Primary charging

» Fixing unit Step 2: Laser-beam exposure

» Laser scanner\
Developing block

The DC controller controls the laser scanner and high-voltage power supply to form the toner Step 3: Developing
imageon the photosensitive drum. The image is transferred to the print media and fixed.
Diagram of the image formation system is shown below. Transfer block
Laser scanner Step 4: Transfer
- Step 5: Separation
Laser beam Fixing block
Step 6: Fixing

Drum cleaning block

Cartridge Step 7: Drum cleaning

Fixing film

~+——— Media path Latent image formation
- Direction of ;
the drum rotation (2. Laser-beam exposure) :
i ; Photosensitive drum | oL !
Fixing unit : | i ‘Block o+ ¥ e

Pressure roller

Developing

3. Developing

|
i | High-voltage power supply |
|

|
: -

| DC controller |

| ___________________________________ . 5. SeparationX4.Transfer )

F-2-3 Fixing Transfer
F-2-4
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E Technology > Image Formation System > Image Formation Process > Developing block

M Latent image formation block

During the two steps that comprise this block, an invisible latent image is formed on the
photosensitivedrum.

Step 1: Primary charging
To prepare for latent image formation, the surface of the photosensitive drum is charged
with a uniform negative potential. The primary charging bias is applied to the primary
charging roller and the roller charges the drum directly.

Primary charging roller

Photosensitive drum

Primary charging bias

F-2-5
Step 2: Laser-beam exposure

The laser beam scans the photosensitive drum to neutralize the negative charge on
portions of the drum surface. An electrostatic latent image forms where the negative charge
was neutralized.

Laser beam

Unexposed area ‘ Exposed area

F-2-6
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M Developing block

Toner adheres to the electrostatic latent image on the photosensitive drum, which becomes
visible.

Step 3: Developing
Toner acquires a negative charge from the friction that occurs when the developing roller
rotates against the developing blade. The negatively charged toner is attracted to the
latent image on the photosensitive drum surface because the drum surface has a higher
potential. The developing bias is applied to the developing roller.

Blade

Developing rolle

Exposed

Unexposed
area .~

— _area
,  Exposed

area _ - area

Developing bias

Photosensitive drum
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E Technology > Image Formation System > Image Formation Process > Drum cleaning block

B Transfer block

During the two steps that comprise this block, a toner image on the photosensitive drum is

transferred to the print media.

Step 4: Transfer

The transfer bias is applied to the transfer roller to charge the print media positive. The
positively charged media attracts the negatively charged toner from the photosensitive

drum surface.

Photosensitive

drum

o 000 .
+ T+ T+ +  F T .
Media

Transfer roller

Transfer bias

i

Step 5: Separation

The elasticity of the print media and the curvature of the photosensitive drum cause the
media to separate from the drum surface. The static charge eliminator reduces back side
static discharge of the media for stable media feed and image quality.

Photosensitive

F-2-8

90 ©o0o000 4—8
T+ + ;
T Media
Static charge
eliminator

Transfer roller

E Technology > Image Formation System > Image Formation Process > Drum cleaning block
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M Fixing block

The toner image is fixed onto the print media.

Step 6: Fixing
The printer uses an on-demand fixing method. The toner image is permanently affixed to
the print media by heat and pressure. The fixing bias is applied to the fixing film to improve
image quality.
Fixing film Fixing heater

Media

Pressure roller

Fixing bias

F-2-10
B Drum cleaning block

The residual toner is cleared from the photosensitive drum surface.

Step 7: Drum cleaning
The cleaning blade scrapes the residual toner off the surface of the photosensitive drum.

The residual toner is deposited in the toner collection box.

Cleaning blade

N

o/ Photosensitive

Toner
collection box

F-2-11
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E Technology > Image Formation System > High-voltage Power Supply > Outline

o High-voltage Power Supply

H Outline

The high-voltage power supply applies biases to the following components:
* Primary charging roller

» Developing roller

* Transfer roller

* Fixing film

The DC controller controls the high-voltage power supply to generate biases. See "IV.
IMAGE-FORMATION SYSTEM"(Refer to page 2-4)for detailed information.
The Figure below shows the configuration of the High-voltage Power Supply.

Engine controller

l_ High-voltage

DC controller

{

.
power supply | Fixing unit
i | Fixing film
i |- Pressure roller
| _ - RN
. - \
-~ Cartridge
Primary FB | - 9 \
charging PR | e . B
bias circuit | ' B » Primary charging roIIe/r .
| —————=—Developing roller _ ~
' ( P e
| ‘ -7
S D -
Developing bV,
bias circuit | Photosensitive
| drum
i Transfer roller
Transfer | | TR |
bias circuit |
_i F-2-12
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E Technology > Fixing System > Outline

Fixing System
© Outiine

The fixing/delivery unit fixes the toner onto a print paper and delivers it to the delivery tray.

The operation of the fixing/delivery unit is explained in the following.

1) The print paper fed from the pick-up/feed unit is fused the toner by the fixing film and the
pressure roller.

2) The print paper delivered from the fixing unit is delivered to the face-down delivery tray or
the face-up delivery slot. When the engine controller detects that the heater temperature

reaches 50 deg C after the last rotation is completed, it drives the main motor for 50 msec.

and dislocates the nip part. This prevents the toner adhering to the pressure roller.

The fixing unit of this printer utilizes the on-demand fixing method. It is structured as shown
below.
- Heater:
This fixing unit incorporates one heater.
Fixing heater (H1): To heat the fixing film (ceramic heater)
- Thermistor:
This fixing unit incorporates one thermistor.
Thermistor (TH1): Sit almost at the center of the fixing film. (contact type)
To control the temperature of the fixing film
- Thermal switch:
Thermoswitch (TP1): Sit almost at the center of the fixing film (contact type)
If the temperature of the heater rises abnormally high, the contact gets broken and
cuts off the AC voltage supply to the fixing heater to interrupt the power supply to the
heater.

The temperature control of the fixing unit incorporated as above is operated by the fixing
temperature control circuit according to the command from the CPU (IC201) on the DC
controller.

The followings describe the each circuit and function of the temperature control of the fixing
unit.

E Technology > Fixing System > Outline

2-8
Fixing unit
Fixing film '
, \
Thermistor
Fixing heater
\/ & Thermoswitch
= Pressure roller
//
,»Q / &
8 58
o 2}
sz
39 zL
gl 5%
of
%3
S/
| Fixing heater ® l
! control circuit CPU |
| Engine controller PCB I
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E Technology > Fixing System > Fixing control circuit > Small Size Paper Printing Speed Control (Throughput Reduction Control)

o Fixing control circuit

The fixing control circuit controls the temperature in the fixing unit. The printer uses an on-
demand fixing method.
The Figure below shows the configuration of the fixing control circuit.

Fixing film

TP1

/

Pressure roller

FIXING TEMPERA TURE signal

e i |

I I |

| Fixing heater Fixing heater : |

DC controller | control circuit safety circuit i !
||

. . n . I [

. R NN |

Low-voltage power supply unit |

Engine controller J

F-2-14

» Fixing heater (H1): Heats the fixing film

» Thermistor (TH1): Detects fixing temperature (Contact type)

» Thermoswitch (TP1):Prevents an abnormal temperature rise of the fixing heater
(Contact type)

These temperature controls in the fixing unit are performed by the fixing heater control circuit
and the fixing heater safety circuit according to the commands from the DC controller.

E Technology > Fixing System > Fixing control circuit > Small Size Paper Printing Speed Control (Throughput Reduction Control)
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B Small Size Paper Printing Speed Control (Throughput

Reduction Control)

During continuous printing, the throughput is changed to reduce heat buildup on parts not in
contact with paper, to improve fixing characteristics and reduce curling.
The throughput reduction is implemented according to the following conditions.

Fixing Mode Throughput

Envelope 1 — 23 imprints 23 — 39 imprints 40 — 47 imprints 48 imprints or more
17 ppm 12 ppm 8 ppm 6 ppm

Envelope 2 |1 — 27 imprints 28 — 62 imprints 63 — 174 imprints 175 imprints or more
17 ppm 12 ppm 8 ppm 6 ppm

Envelope 3 |1 — 31 imprints 32 — 47 imprints 48 — 79 imprints 80 imprints or more
12 ppm 8 ppm 6 ppm 4 ppm

Postcard 1 — 31 imprints 32 — 47 imprints 48 imprints or more
12 ppm 8 ppm 6 ppm

16K 1 — 89 imprints 90 imprints or more
16 ppm 14 ppm

16K Rough |1 — 34 imprints 35 imprints or more
16 ppm 8 ppm

Long Narrow

1 imprint or more

3 ppm

T-2-2
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E Technology > Fixing System > Fixing control circuit > Protective function

B Fixing temperature control

The fixing temperature control maintains the temperature of the fixing heater at its targeted
temperature.
Block diagram of this control is shown below.

—

L e e e e — — — — 4 L — = =

A
NV
/ ,
- o __Enginecontroller
i Low-voltage power supply |
N —— |
| : Fixing control circuit | DC controller .
' | I Frequency FREQSNS |
! : : +__|detection circuit i
| | Fixing heater |_ | FSRD !
i 1+24V control circuit : |
I
! : Relay : RLYD i
| | control | .
i | circuit B} RL101 ! |
| | |
| | |
| I I !
! [ Fixing heater ! FSRTH |
| : safety circuit : i
1
N | |
| | |
1
L
| |
1

L O O I |

TP1: Thermoswitch
TH1: Thermistor

Pressure roller

Fixing unit
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The DC controller monitors the FIXING TEMPERATURE (FSRTH) signal and sends the

FIXING HEATER CONTROL (FSRD) signal according to the detected temperature. The fixing

E Technology > Fixing System > Fixing control circuit > Protective function

2-10

heater control circuit controls the fixing heater depending on the signal so that the heater
remains at the targeted temperature.

B Protective function

The protective function detects an abnormal temperature rise in the fixing unit and interrupts
power supply to the fixing heater.

The following three protective components prevent an abnormal temperature rise of the fixing
heater:

» DC controller

» Fixing heater safety circuit

* Thermoswitch

1) Thermoswitch
The contact of the thermoswitch is broken to interrupt power supply to the fixing heater
under the following condition:
» Temperature fuse: 228°C (442.4°F) or higher

2) DC controller
The DC controller monitors the detected temperature of the thermistor. The DC controller
makes the FIXING HEATER CONTROL signal inactive and releases the relay to interrupt
power supply to the fixing heater under the following condition:
» Thermistor: 240°C (464°F) or higher

3) Fixing heater safety circuit
The fixing heater safety circuit monitors the detected temperature of the thermistor.
The fixing heater safety circuit releases the relay control circuit to interrupt power supply
to the fixing heater under the following condition:
» Thermistor: 270°C (518°F) or higher

2-10



E Technology > Fixing System > Fixing control circuit > Failure detection

M Failure detection

The DC controller determines a fixing unit failure, makes the FIXING HEATER CONTROL
signal inactive, releases the relay to interrupt power supply to the fixing heater and notifies
the Main Controller of a failure state when it encounters the following conditions:

1) Start-up failure (E000)

« If the detected temperature of the thermistor is kept a specified degrees or higher for a
specified period of heater start-up during the wait period.

« If the detected temperature of the thermistor is kept a specified degrees or lower for a
specified period under the heater temperature control during the initial rotation period.

« If the detected temperature of the thermistor is kept a specified degrees or lower for a
specified period under the heater temperature control during the print period.

« If the detected temperature of the thermistor does not reach its targeted temperature within
a specified period under the heater temperature control during the initial rotation period.

2) Abnormal high temperature (E001)
« If the detected temperature of the main thermistor is kept a specified degrees or higher for
a specified period.

3) Abnormal low temperature (E003)
« If the detected temperature of the thermistor is kept a specified degrees or lower for a
specified period under the heater temperature control.

4) Drive circuit failure (E004)

« If a specified frequency of the FREQUENCY signal is not detected within a specified period
after the printer is turned on.

« If an out of specified frequency of the FREQUENCY signal is detected after the printer is
turned on and the signal is once detected.

E Technology > Fixing System > Fixing control circuit > Failure detection
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E Technology > Pickup Feeding System > Outline

Pickup Feeding System

o Outline

The pickup feeding system picks up, feeds and delivers the print media. It consists of several
types of rollers.

The duplex feed unit in the duplex model reverses and refeeds the print media to print on
both sides of media.

The media path is shown below.

RN

(Face-down delivery roller

e
II‘-‘--
.
.

Fixing film MP tray separattion roller
8 Photosensitive drum
Pressure ﬁ/
roller . -
Transfer roller  R€gistration roller

Fixing delivery roller MP tray

Duplex re-pickup roller separattion pad

Duplex feed roller

@
¥

e

'nu.".....----------Q.......-.....-----......--

T
Cassette
separation pad

Cassette pickup roller

— T T /I
— - . SiMplex media path

s=assnnsns P Duplex media path
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Diagram and table of the electrical components are shown below.

PS914

| S| 2

F-2-17

Electrical component

Signal

Main Motor M1 Main Motor Control Signal

Cassette Pickup Solenoid SL1 Cassette Pickup Solenoid Control Signal
Multi-purpose Tray Pickup SL2 Multi-purpose Tray Pickup Solenoid Control Signal
Solenoid

Duplex Revrse Solenoid SL3 Duplex Reverse Solenoid Control Signal
TOP Sensor PS912 [TOP Signal

Cassette Media Presence Sensor |[PS914 |Cassette Media Presence Signal
Multi-purpose Tray Presence PS915 [Multi-purpose Tray Media Presence Signal
Sensor

Fixing Delivery Sensor PS916 [Fixing Delivery Signal

Duplex Reverse Sensor PS917 [Duplex Reverse Signal

FD Tray Media Full Sensor PS918 [FD Tray Media Full Signal

Media Width Sensor PS922 [Media Width Signal

T-2-3
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E Technology > Pickup Feeding System > Jam Detection > Reverse Delay Jam

o Jam Detection
B Outline

The printer uses the following sensors to check whether media is being fed correctly or has
jammed:

* TOP sensor (PS912)

 Fixing delivery sensor (PS916)

* Duplex reverse sensor (PS917)

* Media width sensor (PS922)

T

PS922 PS912

&

B

T (U
— . SiMplex media path
==auannnnsp . Duplex media path
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M Pickup Delay Jam

When the TOP Sensor (PS912) cannot detect the leading edge of paper within the specified
time after starting pickup from a cassette, pickup retry is executed twice. After that, the sensor
still cannot detect the leading edge of paper within the specified time, it is judged as a pickup
jam.

M Pickup Stationary Jam

When the TOP Sensor (PS912) cannot detect the trailing edge of paper after the specified
time has passed since it detected the leading edge of paper, it is judged as a pickup
stationary jam.

M Delivery Delay Jam

When the Fixing Delivery Sensor (PS916) cannot detect the leading edge of paper after the
specified time has passed since the TOP Sensor (PS912) detected the leading edge of paper,
it is judged as a delivery delay jam.

M Fixing Paper Wrap Jam

After judging that it is not a delivery delay jam, execute the detection of fixing paper wrap jam.
It is judged as a fixing paper wrap jam when all of the following conditions are met: after the
specified time had passed since the Fixing Delivery Sensor (PS916) detected the leading
edge of paper, after the specified time had passed since the TOP Sensor (PS912) detected
the leading edge of paper, and the Fixing Delivery Sensor (PS916) detects no paper.

M Delivery Stationary Jam

After judging that it is not a fixing paper wrap, execute the detection of delivery stationary jam.
When the Fixing Delivery Sensor (PS916) does not detect no paper within the specified time
since the TOP Sensor (PS912) detected the trailing edge of paper, it is judged as a delivery
stationary jam.

M Reverse Delay Jam

After judging that it is not a delivery stationary jam, execute the detection of reverse stationary
jam.

When the Duplex Reverse Sensor (PS917) does not detect paper after the specified time

has passed since the Fixing Delivery Sensor (PS916) detected the trailing edge of paper, it is
judged as a reverse delay jam.
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E Technology > Pickup Feeding System > Jam Detection > Door Open Jam

B Reverse Stationary Jam

When the Duplex Reverse Sensor (PS917) cannot detect the trailing edge of paper after the

specified time has passed since the sensor detected the leading edge of paper, it is judged
as a reverse stationary jam.

M Internal Residual Jam

When a paper is detected by the TOP Sensor (PS912), Fixing Delivery Sensor (PS916),

Paper Width Sensor (PS922), or Duplex Reverse Sensor (PS917) at the time of starting initial
rotation, it is judged as an internal residual jam.

Bl Door Open Jam

When a door-open is detected while feeding papers, it is judged as a door open jam.

E Technology > Pickup Feeding System > Jam Detection > Door Open Jam
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E Technology > Controller System > DC Controller > Outline

Controller System

O Outline

The controller system controls all the other systems according to commands from the Main
Controller.

The controller system contains the following components:

« DC controller

» Low-voltage power supply

» High-voltage power supply

Block diagram of the controller system is shown below.

ENGINE CONTROL SYSTEM LASER SCANNER
: : SYSTEM

DC controller

/‘\':> IMAGE-FORMATION
SYSTEM

Low-voltage
power supply

<:> MEDIAFEED
SYSTEM

High-voltage
power supply

|

|

|

|

|

| |
: |
: |
l |
| '
| |
' |
: Main controller <:> !
i |
l |
| '
| |
: |
| |
| .
| |
! o B G OPTION
|

|

|
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o DC Controller
H Outline

The DC controller controls the operational sequence of the printer.
Block diagram of the DC Controller and table of the electrical components are shown below.

Engine controller '

AC input

Low-voltage <:>

power supply |

FF-1--

Fixing unit

Solenoid

DC controller &M

| Photointerrupter

AN

Transfer roller

High-voltage <:>

power supply

— o—

i
<:L>

i

|

Cartridge

_@___IE__

Option

i
Laser scanner ﬁ> :< l >
unit R

Main

Operation panel
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E Technology > Controller System > DC Controller > Motor control

Symbol for component Component

Fan FM1 Main Fan

Motor M1 Main Motor

Solenoid SL1 Multi-purpose Tray Pickup Solenoid
SL2 Cassette Pickup Solenoid
SL3 Duplex Reverse Solenoid (NOTE)

Switch SW1001 Power Switch
SW301 Door Switch

Photointerrupter PS912 TOP Sensor
PS914 Cassette Media Presence Sensor
PS915 Multi-purpose Tray Media Presence Sensor
PS916 Fixing Delivery Sensor
PS917 Duplex Reverse Sensor (NOTE)
PS918 FD Tray Media Full Sensor (NOTE)
PS922 Media Width Sensor

E Technology > Controller System > DC Controller > Motor control
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H Motor control
The printer has one motor for media feed and image formation.
Arrangement of motor and the specifications are shown below.
M1
F-2-21
Description Driving part Failure detection
M1 |Main Motor Roller in the printer and rollers in the paper feeder |Yes
T-2-5
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E Technology > Controller System > Low-voltage Power Supply > Outline

M Fan control

The printer has one fan for preventing a temperature rising inside the printer.
Arrangement of fan motor and the specifications are shown below.

Description

Cooling area

Type

F-3-22

Speed

Main Fan [FM1

inside the printer

intake

Full

M Failure Detection

T-2-6

Failure Point | Error Code Cause of Failure
Main Motor EO014 In the case that the speed of motor does not reach the specified
speed after the specified time has passed since the startup of the
Main Motor.
Main Fan E805 In the case that the fan has been locked continuously for the
specified period of time since the startup of the Main Fan Motor.

E Technology > Controller System > Low-voltage Power Supply > Outline
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o Low-voltage Power Supply

B Outline

2-17

The low-voltage power supply converts AC power from the power receptacle into DC power
to cover the DC loads.
Block diagram of the Low Voltage Power Supply is shown below.

)

Engine controller
R
i Low-voltage power supply |
1
H Fixing | ............
| N_oise 7| control : >l Fixing unit :
i e— N\ o] filter o circuit [ 9 :
Fuse . po T
i High-voltage
| (FU101) power supply %
1
1
! Fuse (FU102) ﬁ |
! i +24P1
| DOOR |
' SNS FET || |
| Noise filter !
i | | +24u
]
i |
+24V ' oo
! +24V generation PWSY i
! circuit ! Door switch
| ! (SW301)
1
| SWON ! o5
i +BV. ! Power switch
. gengrat]on +5V | (SW1001)
| Protection [* circuit :
! circuit |
| 3.3V 43y .t |
i generation |
| circuit DC controller i
1
-
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E Technology > Controller System > Energy Saving Function

B Protective function

The low-voltage power supply has a protective function against overcurrent and overvoltage
to prevent failures in the power supply circuit. If there flows an overcurrent or an overvoltage,
the system automatically cuts off the output voltage.

If the DC power is not being supplied from the low-voltage power supply, the protective
function may

be running. In such case, turn off the power switch and unplug the power cord. Do not plug in
the power cord or turn the power switch on again until the root cause is found.

In addition, two fuses in the low-voltage power supply protect against overcurrent.

If overcurrent lows into the AC line, the fuse blows and cuts off the power distribution.

M Safety

For user and service technician's safety, the printer has a function to interrupt 24V power
supply to the fixing unit and the high-voltage power supply unit.

The door switch is turned off and 24V stops under the following condition:

« If the cartridge door is opened (SW301 is turned off)

The printer has the power switch on the DC line so the AC power flows even the power switch
is turned off. Be sure to unplug the power cord before disassembling the printer.

B Low-voltage power supply unit failure detection

The DC controller determines a low-voltage power supply unit failure, stops +24V1 output and
notifies E808 to the Main controller when it encounters the following condition:
« +24V is higher than a specified voltage

E Technology > Controller System > Energy Saving Function
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o Energy Saving Function

This machine is equipped with energy saving function.
The following shows energy saving status and condition of transition.

Condition Description Condition of Transition
Panel off Turn OFF the panel. Press [Power key].
Deep sleep |Turn OFF the panel, engine and|Transition time to sleep mode has elapsed. (Default
controller. (Only the power lamp |setting: 5 minutes)
lights up.) * When USB is connected, the machine does not
enter deep sleep.

T-2-8

Conditions for Not Entering Deep Sleep

Conditions for Not Entering Deep Sleep
- When a job is in progress (including internal jobs in progress such as calibration and cleaning
except stop state)
- During waiting state (initialization)
- While a door is open
- During the occurrence of a service call (failure)
- During a jam
- During a firmware update
- When connection of an option (Option Cassette) is poor
- When the Toner Cartridge is not installed
- When information cannot be read from the Toner Cartridge memory (including a failure of memory
tag and a disconnection state of memory tag)
- When the life warning of the Toner Cartridge is displayed

T-2-9
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E Technology > MEAP > About MEAP > Overview

MEAP

O Introduction

B References by purpose

This chapter describes information for maintenance related to MEAP.
The following table lists references (item names and pages) by purpose.

Purpose

Reference

To install a MEAP application.

Installing an MEAP Application

To start or stop a MEAP application.

Procedure to start and stop a MEAP
application

To uninstall a MEAP application.

Procedure to uninstall the MEAP application

To change the method to log in to SMS.

Procedure to manage System Application

To change the password for logging in to SMS.

Changing SMS Login Password

To change the method to log in to the device.

Procedure Changing Login Services

To install a login service for the device.

Procedure Installing Login Services

To check the device’s resource information.

Resource Information

To check the device’s platform information.

System Information

To check the device’s system application information.

MEAP Application Information

To check the contents of the license file.

Check License

To delete the MEAP application's setting information.

MEAP Application Setting Information
Management

To download the MEAP application's log information.

MEAP Application Log Management

To check information for using SMS

Preparation for Using SMS

To check the version of MEAP Specifications
supported by the device.

MEAP Specifications

T-2-10
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o About MEAP

Bl Overview

MEAP (Multifunctional Embedded Application Platform) is an application platform (execution
platform) that allows the user to execute an application written in the Java language on a
Java virtual machine installed on the device.

In this chapter, a device with MEAP is called a device supporting MEAP, and an application
which runs on MEAP is called a MEAP application.

MEAP applications are installed on a MEAP device to provide various functions to the device.

MEAP Device

MEAP'(Platform)

pevicecontiolfelassillibrariesy

-‘m cating _tem

F-2-24
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E Technology > MEAP > About SMS > About the MEAP Application Installation Screen

o About SMS

Hl Overview

MEAP has SMS (Service Management Service) as a service for managing login services and
MEAP applications.

SMS is a servlet-type service which is used via a PC's browser.

F-2-25
Example of the SMS screen

o MEAP Agpiication Managsment
o Install MEAP Apglication
System Mansgemunt

2 Panel Display Order Satfings Application Hame Irnstallod o Status Licensas

» Enbanced Systom Apphcation SampleApp A 440 10003 2011 Installed [maan] | Cininiaaaii Installed
usopy SampleApp_ B 440 wo3aan Installed [Bn] [ it Installed

0 System Application Managoment e :

O System inkemtion SempleApp C 440 11703 2011 Installed [Stert] | Linstaii Inistatied

© MEAP Appscation Irfoernalsan e

0 Chack License n = —
0 Charsge Pagsword Resource Name Amount Used Remalning Percent Used
i : Storage 12505 KB 20253 KB 0%, w—
MEAF Application Setting
B inlormation Manegorsant Memory 1050 KB 19430 KB 5% =
Threads § 123 % v
MEAP Application L
B paageran aidae Sockels 0 178 0%
Fils Duscriptors P 124 I
=l
m Wersion 3.1.0.15 Copyright CANON INC. 2011 All Rights Resened
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B About the MEAP Application Management Screen

This screen is used to perform basic management of MEAP applications. Its main functions
are listed below.

+ Start and stop a MEAP application.

» Uninstall a MEAP application.

» Disable or delete a license file.

» Check the MEAP application information.
» Check the resource information.

Example of the MEAP application management screen

5 INFEI MEA AppECEIon
System Management

© Panel Display Order Settings. Application Hame Installed on Status £ License
13 Enhameed Systam Application Sormplehpp A 440 1003 2011 Ingtalled [tan] | Linisesait Instalied
ke ) SampleApp B 440 1003 2011 Installed Start | | Unimstall Installed

& Systorn Application Managarmen

B Sysbarn bkt SampleApp C 440 1032011 Installed [5tert] | Lininstail Installed
© MEAR Applcation Informatson @

© Chack License Re oo — —
@ Ghange Pagsword Resource Name Amount Used Remaining Percent Used
S ; Storage: 12505 KB 20263 KB 3%, sm—
MEAP Agglication Setting
 information Managoenant hemory 1050 KB 18430 KB &% =
Threads. 5 123 4% =
MEAP L
a M_ﬁw:,’;:cm" = Sockets o 178 0%
File Dseriplors 4 124 3% e
=l
m Version 3.1.0.18 Copyright CANCINING. 2011 A Rights Reserved
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For details of this function, see "MEAP Application Management" in this chapter.

B About the MEAP Application Installation Screen

It is used to install a MEAP application and license. Its main functions are listed below.
* Install a MEAP application and license file.

Example of the MEAP application installation screen

For details of this function, see "Install MEAP Application" in this chapter.

F-2-28
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B About System Management o Preparation for Using SMS

It is used to perform MEAP management other than management of MEAP applications and
installation of MEAP applications. Its main functions are listed below.

* Enhanced System Application Management

» System Application Management

» System Information

+ MEAP Application Information @ Checking of operation environment
» Check License

To use SMS, you need to set up network settings for the PC, browser, and devices that are
used to access SMS.

B Preparation of PC for Accessing SMS

The PC and browser used to access SMS require the following system environment.

» Change Password (Change SMS login password)

Operating System Supported browser
* MEAP Application Setting Information Management Windows XP Professional Microsoft Internet Explorer 6 SP1 or later
» MEAP Application Log Management Windows Vista SP2 Windows Internet Explorer 8
Windows 7 Windows Internet Explorer 8
Example of the system management screen haclesh I Safar! 132
Mac OS X 10.4 Safari 2.0.4
~ Mac OS X 10.5 Safari 3.1.2
P Mac OS X 10.6 Safari 4.0.3
B MEAP Agpiication Managemant MEAR Application Managorment T-2-1
0 Install MEAP Application
System Management )
© Panel Disy Application Hame Installed Statu: Lice .
% :.h:.:.dp,l:;:':.e:\:::ii, 'Em:l;-l'\‘:ﬂ_\_ 440 1|-'032U‘:' Inﬂ-:ad [stant] | Uininatan |n=l::d . PC and browser SettlngS
. :::f:mimm | ISR krisles E‘ e L The PC and browser used to access SMS must meet the following conditions.
5 et SampleApp_C 440 1v03 2011 Installed [ start] | Unimstaii Installed . L.
&jm"'w“‘:“mm“ @ + Session cookie is enabled.
0 Check License [Resource Information o ] » Java Script is enabled.
O Change Password Resource Name Amount Used Remaining Percent Used
b Storage 12505 KB 20263 KB B w—
Heptiiiented Mam.:y 1050 KB 18430 KB % =
Threads § 23 .
s oo ) by
s File 4 124 k)
=
m Wersion 3.1.0.15 Copyright CAMON INC. 2011 All Rights Reserved
F-2-29
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H Device Settings

@ Network configuration ( Activate Netowork Settings )

To support a MEAP-enabled iR device via network (SMS, etc.), set up the network setting on
the touch panel of the iR device (this setting is [ ON ] by default).

1)Press [ Setup ] button, select [ Network ] > [ Control Menu ] > [ HTTP ] and select [ On ].

Setup
Control Menu m
P?per Sourc Network
Layout 0 0 e I
" NetWare Set .
Hpsia el TCP/IP Settings
SNMPV.1 S RAU Print i
IPP Print
USD HTTP
P Of f

—
S
=y
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2)Select [ On ], and then press [ OK ] on the Control Panel.

3)Restart the machine.

CAUTION:

» The setting [ Use HTTP ] is not actually enabled/disabled until you have restarted the
device.

* You cannot make a connection through a proxy server. If a proxy server is in use,
enter the IP address of the MEAP device in the Exceptions field for the browser.
Open Internet Options dialog of Internet Explorer and select Connections tab, LAN
Settings button, Use a proxy server option, and Advanced button of Proxy server
group. Proxy Settings dialog will opens. The Exceptions field is in the dialog. As
network settings vary among environments, consult the network administrator.

+ If Cookie and JavaScript are not enabled in the Web browser, you will not be able to
use SMS.

E Technology > MEAP > Preparation for Using SMS > Device Settings
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@ Key Pair and Server Certificate when Using Encrypted SSL
Communication

To use SMS via SSL connection, it is required to specify a key pair and server certificate as
the key to be used.

Since a key (default key) that can be used for encrypted SSL communication is installed as
standard on the device, advance setting of the key pair and server certificate is not required.
In order to use an encryption key other than the default key, follow the procedure "Generating

a key pair" shown below to make settings for the key pair and server certificate necessary for
encrypted SSL communication.

Note:

» The states of the SSL encryption key and the server certificate can be changed back to
the states at the time of shipment by executing CA-KEY clear in service mode level 2
([COPIER] > [Function] > [CLEAR] > [CA-KEY]). Please note that the encryption keys

created by the user and the server certificates added by the user are deleted when CA-
KEY clear is executed.

» For detailed procedures of the Default Key setting, refer to [e-Manual > Security].

= As for SMS, by setting a Default Key, encrypted SSL communication is always executed
regardless of the following setting: [Settings/Registration] > [Management Settings]
(Settings/Registration) > [MEAP Settings] > [SSL Settings]: ON/OFF.

Generating a key pair
1)From a PC on the same network as the device, use a web browser to access the remote

Ul's portal page. Then, select [ Settings/Registration ] from the menu on the right side of
the screen.

URL to access: http://<device's IP address>:8000/

P Remots Ui: Portal

Language: [Esgiiin =l @ $p.in Sysiem Mansoe

Lasupdssad: 1033011 190000 (8] [“Siatus MemitoniCancal

A
&
Device Basic Informatien | \/)
[vevico Siams Saltinga/Fugrsiratien Fon |
[Errar infusmation
Thare is na ermoe
3= e e <
Consumables Information v |
[#aper intormatian -
Papar Saurce Romanng Fapsr PaparSize Pape Type [ Management Tols |
Malt-Purpass Tray Nanw a4 Fron (Meawd Types) o P =
Drawer 1 Loaded o Fran (Miand Types)
[ Remaining Tane:
Iam Marms Ramiiting Tone:
Cyan Taner SA00%
Mamnta Tanat — 1T =l
F-2-31
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2)Click [ Management Settings ] > [ Security | > [ Key and Certificate Settings ]. 4)Enter the necessary information, and then click the [ OK ] button.
(%) Settings/Registration Ml 1o System Manager hiidd : _ Sl et e
Preferences Sethnge/Regrstraton. Mansgement Setbngic Securd SRS - i s
Ganeratn Kiry
1| oy R
) Signaturs Abgorthen [ |
OutputiControl | oy Agonnen: Rz s =]
5 Uity Menu
i i i : [ Conificatn Sesings_ . = ]|
i Coneol . :“ e i oA DN d | Wity Shat Dt [0 omfd Mot e
Management Sattings :::- J'\Iln:r i Wabdiy End Dabe [0 onfE  Meest3012 Year
3 Dasartmant ) Manageengnt | T T_-nl“‘_:” . FCFIiT ok —
e it il S I —
City: r—
@ Dnanization
Copyight CANON ING. 2011 All Rights Reserved Organzatian Unt '—
d Cammon Nama '—
F-2-32 \= )
3)Click [ Generate Key... ] button. oG CRBNG, 01T ARG Ferand
|
F-2-34
(%) SettingsRegistration Mail o Siystem Manager Input example
Preferences
LastUpanoe 1032011 9135 ltem name | Type | Content | Entry
e e Rugreter Koy and Corlifcate... | Key Settings
s s Bl Key Name Compulsory |An arbitrary character string Default Key
[ coemaray | Signature Algorithm |Compulsory |Selected from:SHA1/SHA256/SHA384/SHA512 |RSA
ey Name Key Usage Certicate Key Algorithm Compulsory |Selected from:512/1024/2048/4096 512
Y it 8 st = Certificate Settings
Validity Start Date |Compulsory |Date 15/5/2011
Wenmomrent Sty [ Validity End Date  |Compulsory |Date 15/5/2036
'3'-'1"'95-”-'5“““}---‘---_ Country/Region Compulsory [Country or region name us
State Arbitrary State name -
s | City Avrbitrary City name -
F-2-33 Organization Arbitrary Organization name -
Organization Unit  |Arbitrary Organization unit -
Common Name Arbitrary Common Name* -
T-2-12
Note:

When the IP address of the device has been entered in the [Common Name] entry
field, if you install a server certificate to the browser ( see "Installing a server certificate
(reference information)" ), the message "Certificate Error" that usually appears when
access is made from Internet Explorer 7 or later will not be displayed.

2-23
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5)Check to see that the generated key appears in [ Registered Key and Certificate ].

Setlinge/Regritrabion. Manugement Setlngs: Securly > Key and Certificate Selting

Kuy and Canificate Sonings L :
L Register Key and Cerlficate. . |
5 Dualty Mani (Esgieterad Kiy sns Conticars
o Ugsr Menu Ganorate Koy,
Kay Name Key Usage Certificate
B i es - J
= ( 2 Ky tor SSL o ) Detete
)

Default Key Settings

Copigt CANONING. 2011 All Rigiis Reserved
|
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1)Click [ Preferences ] > [ Network ] > [ TCP/IP Settings ] .

2)Click [ Key and Certificate

Capyight CANON INC. 071 Al Fights Riesinad

F-2-36
... | button.
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3)Select the generated key, and then click the [ Default Key Settings ] button.

Settings/Registration: Preferences: Network = TCPAP Settings = S51 Key and Cenificate Settings

55L Key and Cenificate Settings

1 Key and Certificate
Select Key Name Hay Usage Centificate.
(ﬁ Key for 551 | J
=
F-2-38

4)Check that [ SSL ] is displayed in the [ Key Usage ] entry field.

Settings/Registration: Preferences: Network > TCP/IP Settings > S5L Key and Cenificate Settings

551 Key and Cenificate Settings

Default Kay Setiings

| Key and Certficate
Select Kay Name Key Usage Cenificate
Kiry? =
Key for SSL [sSL) L2
(=]
F-2-39

5)Log out from the remote Ul, and then restart the device.

Installing a server certificate (reference information)

On Internet Explorer 7 (IE) or later, if [ Default Key ] installed as standard on the device is
used, "Certificate Error" appears during access due to "Internet Explorer Enhanced Security
Configuration”.

Error display example

7] %) certicate Eor || 42| X

F-2-40
To disable display of "Certificate Error", use the following procedure (for IE8) to set the key
generated in "Key Pair and Server Certificate when Using Encrypted SSL Communication” (i.e.
the key with the IP address of the device specified as the shared name) as an SSL key.

| hims /192 168, 1. 2105545/

1)Access SMS from the browser, and then click "Certificate Error" in the URL entry field.

[ | nttps: /192,168, 1. 210:5443/sms/
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2)Click [ View certificates ]. 4)[ Certificate Import Wizard ] will appear. Click the [ Next ] button.

j‘@mﬁm Certificate Import Wizard
x

- ]
& Certicate invali Welcome to the Certificate Import
The security cerfificate presented by this i Wizard

website has errors

This problem might indicate an attempt to
fool you or intercept any data you send to
the server

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a

certificate store,
We recommend that you close this A certificate, which is issued by a certification authority, is
webpage. a confirmation of your identity and contains information
used to protect data or to establish secure network
About cerfificate errors

connections. A certificate store is the system area where

certificates are kept.
' View certificates '

To continue, dick Next.

F-2-42
3)Click the [ Install Certificate... ] button on the [ General ] tab.
Certificate

General | Detalls | Certification Path |

o
m Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store. < Bath Mext = Cancel
—
F-2-44
Issued to: P
Issued by: P

valid from 4/1/2011 to 3(31/2036

' Lnsﬁcah‘ﬁm!z...l !Issuer Statement |

Learn more about Eerfificates

_x |
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5)In [ Certificate Store ], select the [ Place all certificates in the following store ] option, and
then click the [ Browse ] button.

F-2-45
6)In [ Select Certificate Store ], select [ Trusted Root Certification Authorities ], and then click
the [ OK ] button.

F-2-46

E Technology > MEAP > Preparation for Using SMS > Device Settings
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7)You will return to the [ Certificate Store ] dialog. Check that "Trusted Root Certification
Authorities" appears in [ Certificate ], and then click the [ Next ] button.

F-2-47

8)[ Completing the Certificate Import Wizard ] will appear. Click the [ Finish ] button.
Certificate Import Wizard

Completing the Certificate Import
Wizard

({- The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User T RLL ey il
Content Certificate

< Back Finish Cancel

F-2-48
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9) A message will appear to indicate that import has been completed successfully. Click the [
OK] button.

Certificate Import Wizard

) The import was successful,

F-2-49

@ Network Port Settings

The default port of the HTTP server used for MEAP and MEAP applications to provide the
servlet function is 8000, and the HTTPS server's default port is 8443. In the case that these
ports have already used by the customer who is to introduce this application, the MEAP
application cannot use the HTTP (or HTTPS) server(s).

By changing the following ports to use, however, the MEAP application can be used as well
as the existing system.

The procedure for setting the HTTP/HTTPS server port is shown below.
1) Start service mode. From the [ Setup ] menu, select [ SERVICE MODE ] > [ FUNCTION
GR.]>[MEAP].

Setup
PS I|| service modE
MEAP Settings
el ADJUST GR- Il FuncTION GR-
= 0D OPTION GR-
oN R COLOR MODE SLCT
SLOG GR.
DDNSINTY
SIPMT
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2)To set up the HTTP server port, select [ MEAP-PN ]. To set up the HTTPS server port, select [
MEAP-SSL ]. When the port number setting screen appears, specify a port number. Use

the Up and Down keys to specify the setting.

MEAP MEAP-SSL
MEAP-PN A
:{} BYY43
CDS-MEAP v
SCDS-FIRM s (0-bL5535)
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Note:
A port number can be any integer from 0 to 65535. To avoid port numbers that are
frequently used, do not use any integer from 0 to 1023.

Server Setting value Default value / Value after RAM clear
HTTP Server 1024 to 65535 8000
HTTPS Server 1024 to 65535 8443

T-2-13

Note:

If PS Print Server Unit is connected, do not specify port 8080.

If port 8080 is specified, the RUI of the device where the MEAP authentication
application is running cannot be displayed. (Port 8080 is reserved to allow the PS Print
Server Unit to redirect to the iR device.)

3)Restart the device if the port number is set.

Bl How to Check the Serial Number

When performing MEAP device support, the serial number of the device is necessary in some
cases.

Examples of where the serial number is necessary

» When initializing SMS login password (obtaining a switch license)

* When obtaining a MEAP application license from LMS

» When obtaining a transfer license of MEAP application

» When obtaining a special license for reinstalling MEAP application

If a problem occurs in the MEAP device and you want to contact the support department of
the sales company, you need to provide the serial number. Perform the following procedure to
get the serial number.
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@ Checking from the PC browser

The serial number of the device is displayed on the SMS login screen, SMS screen, and
remote Ul portal screen.

Devicr Serml Humeer: MKBADD00Z3

O MEAF Apphrcation Mansgement
© Install MEAP App

.. Remote Ul: Portal Language [Engleh =[] i o System Manager

st Updiabed: 1900 2011 10:41 08 lﬂj Biaes Mot seteancal
[ Device Basic informatian - <>

| Device Stats | fana|

© The prnder i rady Il .\\—){) |

IError information i
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@ Checking from the device's Control Panel
From [ Utility Menu ], select [ Serial Number ].

Utility Menu Serial Number

Counter Report ABCDOOOOE3

Print MEAP Sys. Info :}

Serial Number
SP. ADMIN. MODE
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Note:

While MFPs of iR and iR-ADV series have 8-digit serial numbers, this machine (SFP)
has a 10-digit serial number.

E Technology > MEAP > Login to SMS > Procedure to Log in
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o Login to SMS

M Procedure to Log in

Use the following procedure to log in to SMS.
1)From a browser of a PC on the same network as the device, enter the following URL to
access SMS.
URL: https://<MEAP Device IP address>:8443/sms/
Ex.) https://172.16.188.240:8443/sms/

Note:

To encrypt the password information input when logging in, SSL of the login screen
was made effective. However, even if you access SMS using a URL that has not been
encrypted with SSL (non-SSL), you will be redirected to a SSL encrypted URL (SSL
enabled).

Managesent Servive ; iR-ADY C2020 ; iR-ADY C2020 - Winduws Inbernet Explorer

[P a1 72,161 22080000 sms] ] g | [urvr seeen 1A

Drvice Serial bunber. ENS00264
Enter passward.
Passward I
| Login

I-rm, Mersion 3.0.2 15 Copyright CANON INC, 2010 All Rights Resenmd
) =)
D[ 7216 2208000 s [ L [ | Trusted sies | Protected Mode: OfF B
F-2-54

2)Enter the SMS login password in the password entry field, and then click the [ Log In ]
button.

Note:

e The default password is “MeapSmsLogin.” (The password is case-sensitive.)

*  When you want to change the display original language, change in the box in the right of
the screen. This setting is not affect by the setting of the language of the device.
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Note:

SMS Access can be gained also from Remote Ul.

Access Remote Ul and click on SMS shortcut shown on the lower right of the screen to
gain access to SMS.

{2 Remote UL : Portal ; iR-ADY C2020 : iR-ADY C2020 - Windows Internet Explorer

G—:;vI%http:fﬂl?z‘lﬁ‘l‘ZZBJEDDDﬂ EEYIES [itve search e
5% 4 §gRemote UT: Portel : R-ADY. C2020 § R-ADY £2020 [ - = ~ | Page = (G} Tools = 7
i Device Name : iR-ADV C2020 Login User : Administrator Log Out
@ imageRUNNER . .- N 4 4
4“‘ ADVANCE Product Name(Serial Number) : iR-ADV C2020 (ENS00264)
3 Location :
a_g Remote Ul : Portal Language: | English ~][@] Mailte Systerm Manager
LastUpdated : 2010 05125 19:10:24 | Status Monitor/Cancel ’ |
‘Devil:e Basic Information \ | ‘
| Device Status B e @‘
Printer @ Ready to print |
Scanner! @ Ready to scan, )
Basic Tools
| Error | |
Fan/l-Fax Inhox »
o errar
| o
| consumables Information | -
| Diect Prin <
| Paper | ’
Drawer Remaining Paper  Paper Size  Paper Type 3
Multi-Purpose Tray None Unknawm Undefined ! Address Book Q ‘
Drawer 1 | — o] .V Plain 1 (55-82 gfm2) l h J
Dirawver 2 10k 8 Plain 1 (8582 g/m2) | Quick Menu ® Bi
| il
| Remaining Toner | TR
[tem Name Remaining Taner | Workflow Composer 'ﬁ"\;l‘\;
Remaining Cyan Taner O | ]
Remaining Magenta Toner : I OK | Single Sign-0n H =
| \ \
Remaining Yellow Toner: [ OK | -
Remaining Black Taner — O
Management Tools
Message Board B
‘ ‘ | User Setting Information = =
Message from System Manager i Management Service =
[support (e Serice (o |
Support v
— — — {
hitp: {172, 16, 1,220:8000/sms{risf [ [ [ [ [ 3 [W [ Trusted sites | Pratected Made; OFF [Riw% - 4
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@ When SMS Cannot Be Accessed

If you forgot the password (SMS login password initialization)

After changing the default SMS login password, if you forgot the new password and cannot
log in to SMS, you can use a switch license for password initialization to change the password
back to the default value "MeapSmsLogin".

Note that there is no special password for service.

1)Obtain a switch license file for password initialization.
Contact the person in charge of support at the sales company, give the device's serial
number, and have a switch license file for password initialization issued.

2)Load the switch license file.
With nothing entered, click the [ Log in ] button to display the area for specifying a switch
license file for password initialization.

nagesnent Servive ; iR +iR-AD Winnduws Internet Enplorer

Dervic Sorinl usber. ENS00264

« Password in incomoct Ertar oamoct passmornd |

Enor passward
Password [I2] |

Login |

Bielirct a swilch loomsi il 1o use in infializalion

Swalch Licerse File Fath [ s
Intialize
rnea? Warslion 3.0.2.1% Copyright CANOR INC, 2010 All Rights Resenved
. =
bone || L [ | Trustnd stes | Protected Mede: OFF ET
F-2-56

3) Specify the switch license file.
Click the [ Browse ] button and specify the switch license file.

4)Initialize the login password.

Click the [ Initialize ] button to display an initialization confirmation page, and click the [ OK ]
button.
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Note: @ If [ Key and Certificate Settings ] is not set

«  The default password is "MeapSmsLogin." (The password is case-sensitive.) If [ Key and Certificate Settings ] is not set correctly, you cannot access the URL for SMS
» If you click the [Cancel] button on the initialization confirmation page, password

(https://<devices's IP address>:8443/sms/). In this case, you can use the following procedure
initialization is not performed and the login page appears.

to solve the problem.

1. Go to http://<device's IP address>:8000/sms/, and check to see that "HTTP 500 Internal

@ If login is not possible due to exclusive control Server Error” appears. o _

Because SMS uses exclusive control, if there is another user already logged in to the SMS of 2.1t th.e.message s d|§played, see the procedure c.Jesc.:rlbe-d n ) Key Pair and Serv§r

the same device, then you cannot log in Certificate when Using Encrypted SSL Communication” in this manual to deal with the
' ' problem.

Exclusive control message example Note:

As for SMS, by setting the key to be used, encrypted SSL communication is always
executed regardless of the following setting: (Settings/Registration) > [Management
Settings] > [License/Other] > [MEAP Settings] > [Use SSL] > ON/OFF.

@ ImageRUNNLR AD

Déice Sensl thmoer: DZJD0E0T

@ nok besn

@ How to deal with a message "Certificate Error" appearing during
access

| Loan |

If "Certificate Error" appears when you access SMS from a browser, refer to the procedure
R TR O ST e described in " Installing a server certificate (reference information) " in this manual to deal
with the problem.

=
F-2-57

If you cannot log in due to exclusive control, you need to ask the other user to log out before
you can try again.

Note:

If you close the browser without logging out, the session remains active. In this case,
you cannot log in again.

If this problem occurs, you can wait for 5 minutes so that the session is disconnected.
Or, you can restart the device to force the session to disconnect.

2-30
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o Installing an MEAP Application B Procedure to install applications
B Outline 1)Lo.ng on to SMS. o
2)Click [ Install MEAP Application ] on the menu.
From the MEAP application installation screen, you can install the MEAP application as well
as the license file.
Enhsrred Syslem Appbcaten Aipplication Nama Installed on  Stats.
© Managermant - 200 2001 04725 Staded  [Siop|[Uninstall|  Uneecessary
um-mwmwm . - 120 0110307 Staned  [Sop|[Uninetan]  Uneecessary
:m"‘m - - 100 200096 Stated  [Sep|[Uninetsa]  Uemecomsary
T -— 204 2010 0008 Swaned  [en[Uninstat|  Unnecessary
O Changs Password
o MEAP Appication Sulting
F-2-58 ey
Before installing the MEAP application, be sure to check the following items.
@ Device compatibility with the MEAP application meap Ve T RIS TR v
To find out whether the device is compatible with the MEAP application, check the devices Foso
supported by the MEAP application. Depending on the application, the device's firmware may 3)Check [ Install MEAP Application/License Jpage appears -
require version upgrade. 4)Click [ Browse.. ] button, and select the application file and the license file of the application;
] N o then, click [ Install ] button.
@ Resources availability (remaining amount)
The necessary resources (free storage space and free memory available) must be secured Note:
for an MEAP application to run; otherwise, you cannot install the MEAP application. Application File: identified by the extension ‘jar”.
. . e " o License File: identified by the extension “lic”.
To check the resource information, see "Device's resources," on p. 2-34. in this manual.

& MEAP Apglication Management
B imitall MEAP Agglication
Systom Management
1 Emhanced System Application
Managament

Install MEAP Applicaton/Licenss

& Bystam Apication Mansgermad | 2PPACHIon Fla Pachi [ ! B | ]
© Systom Ieformation Licenss Fis Pak;:

o MEAP Appliation Informatian =
i Check License.

& Changs Password

« MEAP Appiication Setting
Infotrstion Maniagerent

o MEAP Apglication Log
Managemant

m Warssen 3.0.3.9 Copyright CANON INC. 2010 All Raghts Ressrvad

F-2-60
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CAUTION:
* You cannot install only the license.

» You will not be able to install the application without using the appropriate license.
Be sure to select its license file.

» If you are adding a license to an existing application, see "Procedure adding a
license file".

+ If you are updating an existing application, stop the application; then, install the new
application or its license file. You will not be able to update an application while it is
running.

5)Check the contents of the Confirm page; then, click [ Yes ] button.

£ service Management Service 1 i-AOV L2070 1 17ROV L2020 - Windows internet Euplorer
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Copyright:
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License Infarmation.

Senal Number:
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Expites after Does not Expire
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6)Some applications show a screen to indicate the terms of agreement. Read the terms, and
click [ OK].
7)Check the message "Installing...Please wait." appears, beginning the installation.
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8)Upon installation completed, click [ To MEAP Application Management ] button shown on
the screen to view MEAP Application Management page.

(_“- Service Management Service : iR-ADY C2020 : iR-ADY L2020 - Windows Internet Explorer

6:\..; - I’/ﬁ http:ff172,16.1.220:6000/smsjrls(
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|21 X [ |uive Search R|-
] |

Mo ov B - - b Pags ) Took v 7
|

‘Application A' g installed,

‘ To MEAP Application Management |

El
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Note:

To use the application that you have just installed, you must make sure that the
application status is Started.

Note:

The license file is provided in text file format, enabling to view in a text editor. The
application ID and device serial number shown in the file allow users to confirm which
device to install with the license file.

Note that any changes added to the license file may disable installation. Cares should
be taken when confirming the contents of the license file.

Sample file

License File ID

Application 1D

Serial Number

1 Validated Period

f Counter informations

F-2-64
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Note:

There are two ways to install an MEAP application. You can install using SMS, or install
using the [Register/Update Software] screen of the remote Ul.

Screen example

@ imageRUNNER ADVANCE

Devia Serahameer DZJO0G0T
Ingtal Apgpiation Optsan Install Application/Option > Delivered bnstalistion
© Manual instsllation
0 Delivered Installation
LUpdate Fiermuars e
o Manual Update L !

Coner Dulbry Server License Access Number -l =
0 Display Logs/Communication Test 2

ersion 3.0.2.9 Copyright CANON INC. 2010 All Rghts Resenved
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[Register/Update Software] provides two types of installations. One is [Manual
Installation] where you specify a jar file and a license file and then install. The other is
[Delivered Installation] where you enter a license access number.
For details of the procedures, please refer to the e-Manual.

E Technology > MEAP > Resource Information > About MEAP Application Management Page
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o Resource Information

Bl About MEAP Application Management Page

Application Management page shows [ resource information ] for information of the whole
device resources including Amount Used, Remaining, and Percent Used.
This function enables users to judge the remaining resources before installing the additional
application. Such resource information is shown based on the manifest header stated at the
top of each application, which declares the resources required in the application. Therefore,
the information does not necessarily show the resources actually in use.
The following resource information is shown:

» Storage

* Memory

* Thread

» Socket

» File Descriptor

You will not be able to install an application if the size of the remaining disk space falls short
of the size declared by the application. Moreover, the specifications have been designed so
that an application will not be able to start up if there is a shortage of memory for any of the
foregoing items (i.e., memory, thread, socket, file descriptor).

Follow the steps below to check the remaining memory:

1)Log in to SMS.
2)Click [ MEAP Application Management ].
3)Check [ Resource Information ] for information of the whole device resources.
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@ Device's resources

When 1 MEAP application operates, the resource volume allocated to each device is as
follows (loaded resource list). Since the following value is an estimate, when installing the
MEAP applications, it needs to check the available resource of SMS.

Since the indication of SMS resource volume fluctuates by the login service (authentication
function) and configuration (future model), which the user selected, it may show a bigger
value than the following values.

List of Available Resources

Product Name Storage |Memory| Thread | Socket File
Description
imageRUNNER LBP5280 32MB | 20MB 128 128 128
imageRUNNER LBP3480 32MB | 20MB 128 128 128
T-2-14

Note:

» As for memory, check the available resource when starting up the application. For other
resources other than memory, check them when installing.

» Some applications call for a specific set of conditions for installation. For details, see the
User's Guide that comes with the individual applications.

» Maximum installable application is up to 20 even if the remaining resource is adequate.
(However, the Send function consumes 1, it must be 19 in practice.) Authentication
application is not included in this number.

»  The MEAP application, which can be started simultaneously, is up to 19. (Authentication
application is not included in this number.)

CAUTION:

To install an application, the user needs to use the following URL when accessing the
license control system to obtain a license file. In doing so, he/she needs to register the
license access number of the application and the serial number of the device.

http://www.canon.com/Ims/license/
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o MEAP Specifications
B What is MEAP Specifications (MEAP Spec Version)?

MEAP Specifications is one of the information required to judge whether MEAP applications
can be operated or not. With MEAP Specifications, you can prevent an application that uses
a specific function of device from being installed onto the device that does not have the
function.

@ About Name

MEAP Specification is shown as 'MEAP Specifications' in the screen to check the version
on the side of device that supports MEAP (counter confirmation button) and MEAP
platform (SMS). On the other hand, in the manifest file of MEAP application, it is shown as
'MeapSpecVersion' (described in the same way in the SDK document)

(Note) 'MEAP Specifications' hereafter in this document.

@ Mechanism

MEAP platform judges whether MEAP applications can be operated on it using on the 2
information below:

» Device Specification ID

» MEAP Specifications
Device Specification ID shows information such as the original functions of MFP (including
print, scan, and copy), and one that differs by model such as maximum copy number,
thus each model has a different ID. (It is easy to determine the IDs for this reason.) MEAP
application declares 1 or more Device Specification ID required for its execution. Declaration
of multiple Device Specification IDs means that the application is operable in all the models
declared. Upon installation of MEAP application in (using) SMS or MEAP Enterprise Service
Manager, matching of Device Specification ID is executed on the side of MEAP platform
machine. The machine which doesn't support the ID declared by the application rejects
installation of such an application.
Meanwhile, MEAP Specifications shows other information than defined by Device
Specification ID above, including network and security. Thus each model does not always
have the same version.

MEAP application declares 1 or more MEAP Specifications required for its execution.
Declaration of multiple Device Specification IDs means that the application is operable

in all the environments declared. Upon installation of MEAP application in SMS or MEAP
Enterprise Service Manager, matching of MEAP Specifications is executed on the side of
MEAP platform machine. The machine which doesn't support the version declared by the
application rejects installation of such an application.

2-34
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MEAP Specifications for each model

Product Name Initial MEAP SpecVer

imageRUNNER LBP5280

15, 19, 25, 26, 27, 29, 34, 39, 45, 47, 50, 51,
52, 54, 55, 57, 58, 60, 61, 62, 63

imageRUNNER LBP3480

15, 19, 25, 26, 27, 29, 34, 39, 45, 47, 50, 51,
52, 54, 55, 57, 58, 60, 61, 62, 63
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\Ver Description
41 |Reserved
42 |Reserved
44 |imageRUNNER /iR ADVANCE Series Remote Address Book Supported, RemoteFAX

Supported.

45

Addition of API that allows acquisition of the HID installation status

T-2-15

MEAP Specifications List

46

Multilingualization of the USB keyboard of the System Driver

47

Addition of API which executes a print order from the MEAP application of the IMI encryption
PDF document

Ver

Description

48

ID expressing the scan function for iR-ADV C2030/C2025/C2020 series

MEAP basic function

49

Reserved

MEAP Spec Version 1 function and SSL/TSL + Proxy

50

SecurityOptionalPackage

MEAP Spec Version 1 function and CPCA V2 + ERS (Error Recovery Service) + New SSL/TSL

51

IMI function expansion of iR-ADV C5051 series (Ver.50.xx or later) or later

Reserved

N|O|aN]|—=~

MEAP Spec Version 5 function and Compact PDF + OCR PDF (Text Searchable) + USB Host
(Buffering of Interrupt Transfer)

52

(iR-ADV C5051 series (Ver.50.xx or later)) Addition of registered API to enable SSL
communication setting (On/Off) for each URL

53

Disclosure of registration/deletion function to/from Quick Menu

Reserved

54

Function to notify an event to the application at recovery from the sleep mode.

MEAP Spec Version 5 function and USB-Host (Exception + Clear Feature + Set Feature+ Hot
Plug) + WINS address acquisition using MIB Agent + Timer Service + SSL client authentication

55

System account release function

56

MEAP User Preference Service

11

MEAP Spec Version 5 function and AMS

57

MEAP Application Configuration Service

13

MEAP Spec Version 5 function and J2ME1.1 Support + Encrypted PDF + Trace and smooth
PDF + CTK2.0

58

MEAP Application Log Service

59

Reserved

14

Device signature PDF

60

SFP basic functions

15

IMI + ERS (API addition for IMI) , IPv6, Extended encryption function (AES/RC4)

61

LAVS

17

Acquiring images of JBIG format

62

LSIS

18

Parsing XML documents (XML parser)

63

LDT

19

Enhancement of IMI function (IMI Version1.2 series)

64

IMI customization

21

Reserved

65

Extension of MEAP User Preference Service (application sharing preference).

25

API to access the HID/Mass Storage class devices.

66

Reserved

26

MEAP driver preference function

68

Addition of Office Open XML's Word creation API

27

Symbols that can be used with MibAgent added. (symbols for IPv6 address acquisition)

69

Extension of the encrypted PDF function (AES 128 bit/256 bit)

29

IMI AP| added (IMI version 1.2.1 enabled)

30

Extended address book function. (e-mail/group/i-FAX/file)

31

Integrated ERS function

32

Extended Imaging function (function to generate PDF/OOXML (PowerPoint) with visible
signature)

33

Extended function for imageRUNNER /iR ADVANCE series (API for address book/ CTK/
TopMenu)

34

Extended IMI Box function (v1.3.0)

35

Extended SIS function (function to check the network cable status, function to check PS print
server unit status)

36

Reserved

37

CLS (Contextual Login Service) Supporting AP| Added

38

imageRUNNER /iR ADVANCE Series administrative privileges supported

39

MEAP Specifications added according to Jcrypto API Specification Change

40

ImagingAPI (Creation API of Visible Signature PDF) added

T-2-16
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o MEAP Application Management
B Outline

You can use the MEAP application management screen to perform basic management tasks
of the MEAP application (start, stop, uninstall), or check the device's resource information.

B Starting, Stopping, or Uninstalling the MEAP Application

@ Procedure to start and stop a MEAP application
1)Log in to the SMS. (Refer to 'Login to SMS' in this manual.)
2)Click [ Application List ]. (If the Application List is already being displayed, this operation is

not necessary.)
3)Click [ Start ] or [ Stop ] button shown for the MEAP application to be started or stopped.
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4)Check to see that the status of the MEAP application in question is either [ Started ] or [
Stopped ].
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@ If the MEAP application cannot be started
If the conditions to start the MEAP application are not satisfied, the MEAP application cannot

be started.
If the MEAP application cannot be started, check the following items.

Is a valid license installed?
If the license has expired, you cannot start the application. If the license has already expired,

obtain a new license and then update the license. ( See "Managing the License File" in this

manual.)

Are the necessary resources available?
If the resources such as memory capacity or number of threads are not sufficient, the

application also cannot be started.
Delete any unnecessary data to secure sufficient resources.

If the application still cannot be started after checking the foregoing conditions, contact the
support department of the sales company.
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@ Procedure to uninstall the MEAP application

Before uninstalling the MEAP application, check that the following conditions are met.

* The MEAP application has stopped.
» The license has been disabled or deleted. (The status is "Not Installed".)

MEAP Application Managemeant

MEAP Application Manag

Application Name Installed on  Status License
Appication A 200 201008725 (_Stopped [ strt ][ Uninstal | (ot nstaled )
Application B 200 20100511  Started Stop Uninstall Installed

=

F-2-69

For information on the procedure to stop the MEAP application, see the previous section

"Procedure to start and stop a MEAP application”.

For information on the procedure to delete the license file, see the following section

"Managing the License File".

Note:

When a user tries to uninstall an application before deleting the license, the following

message is shown.

{2 Service Management Service : iR-ADY C2020 : iR-ADY C2020 - Windows Internet Explorer
(2 |8 httpijfi7z.16.1.220:8000)sms) =l | #2/[ x| [Lve search |2
ﬁ 4& ﬁ"SeNlce Management Service i R-ADY C2020 ; iR-ADY.., | | ﬁ = “ @ = j Page = @ Taols = >
Uninstall Application : Application A
Cannot uninstall this application because the license file has not been deleted. Uninstall the
application after deleting the license in the [License Management] page.

I

bore [T [ T8 [F [ Trosted sites | Protected Mode: OFF [Hiow -
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If the license file of the selected application cannot be deleted, the [Uninstall] button is

grayed out and therefore the application cannot be uninstalled.

CAUTION:

If the application you are uninstalling is associated with another application, a message
will appear to indicate that the package exported by the application will no loner be
available. Uninstalling such an application may also disable its associated applications.

2-37

1)Log in to SMS to click [ MEAP Application Management ] on the menu.
2)Check that the status of the application you want to uninstall is [ Stop ] and the license has
been disabled. (The status is "Not Installed".)

MEAP Application Managemeant

MEAP Application Managamant

Application Name Installed on  Status License
Application A 200 20100525( Stopped [ Start |[ Uninstal | (" Not Installed )
Application B 200 20100511  Started Stop Uninstall Installed

=
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3)Click [ Uninstall ] button for the application to be uninstalled.
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4)Check the application name to be uninstalled shown on the screen to click [ Yes ] button.
Upon [ Yes ] button clicked, uninstallation process is started.

{:“- Service Management Service : iR-ADY C2020 : iR-ADY C2020 - Windows Internet Explorer
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2-38
B Managing the License File @ Procedure adding a license file
. 1)Log on to SMS.
@ Outline Log o . o :
2)On MEAP Application Management, click the name of the application to which you want to
The license file management functions allow you to perform the following operations related .
add a license file.
to the license file necessary for the MEAP application to run.

» Update the license which has already expired.

7 = il e cearen -.
» Disable or delete the license file in order to uninstall the MEAP application. e

’EEIH 3ropt - o =
[-]

These license management functions can be performed from the [ MEAP Application
Management ] screen.

© Install MEAP Application B s
The main license management functions are as follows: System Managamand
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be downloaded or deleted. bes LT[ R ewiarmmes & -
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) ) ) ) ) 3)In [ Application / License Information ] page shown on the screen, click [ License
Downloading / Removing an Invalidated License File
. . o o . . Management ] button.
Before uninstalling the MEAP application, you need to delete its license file which has already

been disabled.
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By downloading the license file to your PC before it is deleted, you can use it when installing ‘3 ol

the application again to the same device.
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4)Click [ Browse ] button, and select the license file you want to install.
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5)Click [ Install ] button.
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6) Check the content of the confirmation page, and click [ OK ] button.

E Technology > MEAP > MEAP Application Management > Managing the License File

@ Procedure disabling a license file (suspending a license)

CAUTION:

Since the license file cannot be disabled when the application is still running, the

application needs to be stopped before disabling the license file.
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Once suspended, the status of the license will be ‘Not Installed’, and its application

will no longer be available for use.

You can later restore a suspended license file as long as you are doing so on the

same iR, the device with the same device serial number.

If the machine needs to be replaced due to a device failure, use the transfer license

during the replacement. (See "License for forwarding")

1) Stop the application you want to uninstall on MEAP Application Management page.
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2)Click the name of the application that you want to disable. 4)License Management page appears. Click [ Disable ] button.
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Mo s, Applcation B 200 20100511  Staned | Sop | Uniootl Installed B T
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B Chingir Passwnd Resource Name Amount Used Remaining Percent Used o Changa Password 5]
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’ i 2 £l 5)Click [ Yes .
i = service Management Service : iR-ADY C2020 : iR-AD¥ L2020 - Windows Internet Explorer
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Are you sure wni want tn disable the license file?
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[pone [T 1T T [ | Trusted stes | Fratectsd Made: 0ff | *oow -,
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@ Procedure downloading / removing an invalidated license file

Note:

The downloaded license file can be used for reinstallation only in the same iR device
(with the same device serial number).

1)Login to SMS.

2)Application List page appears. On MEAP Application Management page , click the name of
the application you want.

=] ||t i seancn By
-8 'ﬁ'u"'—]‘ﬁﬂ'@"ﬂk'wl

O Install MEAP Application
Byslirm Managerent
E System Apgl s

s Managameani
2 Systom App

0 Systam Infarmatian
£ MEAP Apphcatian nformalinn 5]

o Check License

Installed on  Status Licanse
200 2000526  Swpped it Iriiraibulll Installed

200 0100501 Staned | Blop | Uninekl Installed

Appheation B

Resource Hame

o Chinis Paruord Amount Used Remalning  Percent Used
Storage 241200 KB BOEOKE  20% e
Marnary 3784 KB 127788 KB 3% .
Thatads =n m 1% -
Sockeds c] sl afch
File Descriptors 18 ] "y =
I-rmp Mersion 30 2 18 Copyright CANON INC, 2010 All Rights Resened
Do [0 1 1 1 iy | Trustod ses | Protected Mode: GFF [ Ao - gf
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3)Check Application/ License Information page appears.
4)On Application / License Information page, click [ License Management ] button.

Fl{érl st five searcn Bl
A R R L
= |
-
S Installed J
Serial Mumber: ENSD0264
Expires after: Does not Expire
Type af Coisntor Currant Count Usage Limit
Total (Full Coloa/Laege) o i
Ttsl (Full ColouSenst) 0 __
Total (Full Calor 1) o . |
e [ [ [ 98 [ runeed s | Prosscied aode: oif [hiom =
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E Technology > MEAP > MEAP Application Management > Managing the License File

5)License Management page appears. To download, click [ Download ] button.
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|57 bitgii172.16.1,220:8000j s

1 Sarvice Management Service ¢ A0V C2020 £

Lk CE ¥

fLicerse informsti

o Install MEAR Agplication
Systern Management

o Enhanced System Application
Managarnant

Licensa Management

o[l e s 12|
R R |

n » Licenge Managemant

Hurmute U1 Log Oul liom 51

| Back I

0 Systorn Apploaton Managemind

& System Information
o MEAP Application Infarmatian
0 Check Licenae

Licunge Filie Path: [

Srowse |

o Changa Password =

Itie : I 1ile b your computar bafang eisems e

|8l

&
l-rmp Version 3.0.2 pyTigh 2010 411 Rights Reserved
g7 1.1, 22008000 s |11 1| i | rusted sives | robected Mode: off [
F-2-85

6)When you have selected [ Download ] button, specify where you want to store the file by

following the instructions on the screen.
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7)To delete, click [ Delete ] button. M Other License File Management Functions

gTH = |59 Nt/ i7.16.1,220:5000 sy : = | x| fom s Al . Reusable I|Cense
W 5 Sarvios Manogement Service L IR-AOH C2020 HR-AOH... -
@ ImageRUNNER ADVANCE FLADY C2020 / IRADY C2020 1 Bomate U Loy Ou

When reinstalling, Disable License file should be downloaded (see “Disabling a License File

. and see “Downloading / Removing an Invalidated License File.” in this manual) or a license
Dercs Sl e ENSU0264 . ) . . .
B MEAP Agpbcalan Minagamart MEAS Agbestiin Mvingamant > AJplcAeWieyhas nfyimatlan > Lisgnas Mariguingt for reinstallation should be obtained from LMS, before reinstallation.
O Install MEAR Applicati . . . . . . .
sm,w.w,,,,: i ‘ This specification aims to prevent misuse of applications.
il * To increase convenience of users, only application with unlimited validity date and application
O Systuen Appscation Managemend . . .
us;m.mm,. = T [ pe— counter (e.g. Portal Service, SDL, SSO) has been made to be able to install as many times
il el [y | as needed by the same license file. This kind of license is called 'Reusable license'.
o Change Password =

After replacing the Main PCB, the MEAP applications need to be reinstalled.

In that case, the installation requires use of reusable licenses.

As for other MEAP applications without reusable licenses, use special license files for
reinstallation, in the same as way as handling a storage drive failure.

For information on how to obtain a special license for reinstallation, refer to "Special license
for reinstallation" in this chapter.

I 50 YOUr ComBUAar bafare deietng it

Dowrload |[ Deleta ||

rrmp Warsion 3.0.1.1 51 Copyright CANDN INC. 2010 A1l Rights Raterved

erpaf[172. 16,1, 2308000 s # |1 L | L [ | Trusted ches | protected oda: ol E

F-2-86
8)When the dialog to confirm deletion is shown, click [ Yes ] button.

. [390 hetm 172 6.1 2200000 s 2 #afix e senc (8-
@&y | | B B e e e

Ay you sure you want 1o delets the disablod license file?
It i reeommandsd that you download tha disshlad licsnss fils 16 your compiter bafors dalating it

e

B i o o Y o [

F-2-87

WARNING:

Without the license file, an application cannot be reinstalled even to the MEAP de-vice
that the application had been installed last time. Download and save the license file
before deleting the application.
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@ License for forwarding
If the machine needs to be replaced due to a device failure, you can transfer the license

information used in the MEAP application to the new machine and continue its usage. Service
engineers are responsible for license transfer as this task requires the SMS hidden page (not

open to users).
The procedure is shown below.

1)Log in to SMS, stop the application to be forwarded (see Chapter 0, “Starting and Stopping

a MEAP Application.” in this manual).

/5 Sepeie Managerment Serdce il ADY C2020 ¢ @1 ADY C2020 - Windoes Inbernet Baplorer

&~ [5 moilirse. zomoimed
o 577 Servios Mansgement Service ; R-ADY C2020 ; RAADH, .,
NCE iRADY C2020 / §

|| x| Juve earet Bl

© Install MEAP Application

System Managerment
1 Enhiancod Systm Application === Installad on  Status Licanse
Managament n i 200 MID0SZE  Staned »u. ikl Installed
1 System Applicati -
lication B 10 05 1 Sto) Uninstall Install
B Systom Infarnation el 200 F0oe e i SN iy
o MEAP Application Infamstion =

O Check License

N . -

o Change Password Resource Name mlnl
Storage 241208 KB B0BEEE KB 2. —-—
Memory 3704 KB 127206 KB I% 0
Thriads = el 13% -
Sockets n 3 13% =
File Descrigtors i ] 1% =
nmp Version 3.0.2,151 Copyrigh! CANGN ING, 2010 A1l Fights Resered
b
- DT T T TG T Tt Pt it o1 = |
F-2-88

2)Move to the download page of license forwarded for the device as sender (https:// IP
address of device: 8443/sms/ForwardLicense).

Service Management Seryice : iR-ADY C2020 : iR-ADY C2020 - Windows Internet

00 - F{(¥ o771 72161 2158443 e FormardLicense |

ﬁ 'ﬂ' ﬁ#jervice Management Service ! iR-ADY C2020 @ R-A0Y, .. | |

F-2-89

E Technology > MEAP > MEAP Application Management > Other License File Management Functions

3) Specify the application to be forwarded.

=i fx
B~ [ - = e = ok -

Cevice Serial umter: EHS0026

0 MEAP Application Managament
o Install MEAP Agphcation
System Managemart

1 Enhanced System Applcation
Meamagomen

0 System Apphcalion Management

O Systam Infrmation

O MEAP Application Indsemation =

o Check Licunse

© Chinge Password
© Licanss Mansgement

Installed on  Application [0 Status Licenss
200 00607  Ld0SA0R2.debd-850e-bde8-T1200800180a  Stopped  Installed

AppECHIDN & 200 0100511 4dOSED-dabdi-S50e-budS-T1XI0I00511  Stated  Installed

Hmp Wersion 1.0.2.15i Copyright CANON INC. 2010 All Rights Resereed

|
Dene DT T T T T T Trusted vtes | Protected Hode: Off [Rpow =

F-2-90
4)Click [ Disable ] button on the [ Disable License File ].

@ v [S00 hotpef72. 1612208000 v
5 Servics Management Servie : B-ADY (2020 < RoADY...

@ imageRUNNER

=lorl x| [r e I
P s s e o page s () Teke =

B MEAP Application Mansgement
o install MEAP Application
System Managemant

¢ Enhanced System Apphication
Mansgement

© System Applicstion Mansgemeant il L
© System Information Application A
o MEAP Agplication Information
B Check License

o Changs Password

B License Management

m Virsion 3.0 2,181 Copyright CANON INC. 2010 All Rights Resenmd

- |
e T T T T [ T Trusted sk [ Prokacted Mods: off Hiow -

F-2-91
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5)The window to confirm whether to create a transfer licence will be displayed. Click [ Yes ].

{2 Service Management Service : iR:

-ADY C2020 : iR-ADY C2020 - Windows Internet Explorer

6:\»: ~ &7 http:fy172.16.1.220:8000 sms

=2 x [ Jive search |2~
S 4P ) Servics Management Service : IR-ADY C2020 { R-ADY,., | | i~ B - 0% - Page ~ (i Tooks v
El
!
Are you s t t0 disable the license?
Yes [ Mo
=l
Done [ [ [ 58 [ [ Trusted sites | Protected Made: OFF EXEE

F-2-92
6) When [Download] button on the [ Download / Delete Transfer License File ] becomes

effective, click [Download] button.

{2 Service Management Service : iR-ADY [2020 : iR-ADY C2020 - Windows Internet Explorer

G

S A S Service Manisgement Service | IR-ADY C2020 1 iR-ADY,.

[89 tetosii172,16.1 2z0:0000/smsi

#|#2 [l uve search Ll

v B - e Page - (G Took < 7
@ imageRUNNER ADVANCE iR-ADY C2020 / iR-ADY C2020 /

Device Serial Humber: ENSDD264

o MEAP Application Management
o Ingtall MEAP Application

License File Management
System Management
1 Enhanced System Application
 Management

License Management > License File Management

1 System Appl M Application Information |
© System Information Application Name: Application A
© MEAP Application Infarmation Disalo Ligerse File
heck Licenze —
o Change Password

o License Management

Transfer License File

Itis recommended that you download the transfer license file to your computer before delsting it

===

=

rrmp version 3.0.2.151 Copyright CANON INGC. 2010 All Rights Reserved

]
Done o |

[ [i . Trusted sites | Protected Mode; Off H100% -
P |¥ %
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7)The dialogue [ File Download ] is displayed. Click [ Save ].

File Download
Do you want to open or save this file?
@ Name: Application_a-ENSO0Z64-20100527-FORWARD lic
(

Type: HTML Document
From: 172.16.1.220

Doen || see | [| caed |

|y hie fles from he Ifeinet oan be ssful, some fies can poleniialy
@ harm your computer. |f you do not trust the soLrce. do not apen ar
save his fle. What’s the rik?

F-2-94
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8) Specify the download destination, click [ Save ].

Save as bype: ILIC File:

\* Browss Foldersl Save I

F-2-95
9) After downloading the license file for forwarding, click [ Delete ] to display the confirmation

screen and click [ Yes ] to delete the file (in consideration of breakage of license for
forwarding, deleting disabled license can be executed after all steps have been completed).

(_“- Service Management Service : iR-ADY C2020 : iR-ADY C2020 - Windows Internet Explorer

G—:«‘ = |87 http:ff172.16.1.220:3000fsms! B JLive Search Pl
S0 4 S service Management Service | R-ADY C2020 ¢ R-ADY,., | | B~ B - o - |-k Page ~ (0 Tools = 7
- |

!

Are you sure you want to delete the transfer license file?
It is recommended that you download the transfer license file to your computer before deleting it.

=i

H
Done [T T [ 85 Trusted sites | Pratected Hode: OFf [Hoos -
F-2-96
10) Log out of SMS.

11) Since this downloaded transfer license is the file only to prove the license invalidation,
it cannot be used for installation to the other device as it is. Send the transfer license to

the service support contact of your nearest sales company to request issuance of the new
license for installation in the new device.

Note:

When requesting issuance of license for forwarding, inform the sales company of the
name of product name and serial No. of the device as sender, and of the name of
product name and serial No. of the forwarding destination.

12) Install application using the license for forwarding issued by the sales company.
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o Enhanced System Application Management
l Outline

[ Enhanced System Application Management ] mainly manages the login services for logging
in to devices.

« Installing and uninstalling Enhanced System Application Management (login services, etc.)
« Switching login services (switching the method to log in to devices)

» Checking installation status of other System Applications

Deves Sarad hanzet DZI0060T
S MEAP Application Management System Management > Erhancad S
E Install MEAP Apphcabon
System Managemenl

Enhancad Systam Agglicatica
© Managemant

em Application Managémant

Instalied on  Application 1D Status

£ System Application Management | iy s 1 2413 N0 dsMedcs01159000-9c36-000000ckne6 imatabed | SWITCH | [Uninatan
£ System Infarmation

o MEAFP Appheation Information
© Chack License

© Change Password
 MEAB Apgication Setling
Information Management

Dofault Authertication 24028 20110215 o7654b40-2e65-4005-0009-c4058436067a  Staded | SWITCH | Dninasal

o MEAP Appication Leg
Managemant

IImP Wersion 3.0.19 Copyright CANON INC. 2010 All Rights Reserwed

F-2-97
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B About Login Service

The login service is started up to authenticate the user when MEAP-enabled iR device is
booted up. Login service changes and install/ uninstall are carried out from the 'System
Management' page.

The pre-installed login application is Default Authentication, and the default setting is [ Start ].

Bl Default Authentication overview

Default Authentication is a pre-installed login application that runs by default. It provides
authentication functions to allow minimum operation of the Controller System, even when no
other login application is running.

B Other Log in service

There are login services besides the foregoing Default Authentication, such as card
authentication. For details, refer to the manuals for those login services.

M Procedure Changing Login Services

If 2 or more login services are installed, you can use the following procedure to switch among

them.

1)Access SMS. From the [ System Management ] menu, select [ Enhanced System
Application Management ].

[Fa7 pepeini 72,161 220:80004sms ]

Do Sl Mimber. ENSIIDZG4
@ MEAP Application Management

 Install MEAP Apphestion

Application Name Installad on  Statis Licansa
Apphoation A 200 20100528  Swpped Btk st Installed
B Sys liczation M il
DN cuions 200 FN0OSN1  Staded | Biop | sl Installed
o Systam Infarmation
O MEAR Apphcation Information 5]

o Check License no —
o Change Paisword Resource Hame Amount Used Remaining Percent Used

Storage 241500 KB WEGEOKE  Z3% e
Marnary B4 KB WEBKE 3% ¢
Thasads E ] m 1% =
Sockels n n 13%; ) -
Fie Descriptors 7 ;% -
rlmp Virsion 307 16 Copyright CANON NG, 2410 Al Rights: Resanmd
toew [0 T 11 b [y | st ke | Pobested o i [Hiow v
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2)Click the [ SWITCH ] button of the login service you want to switch to.

= Emm.wm E 9K f) e s
s Margmet Serven s BACH G0 DY,

SR TI—
. Applicatisn Nams It an Application 10 Stanm.
@ System Apgcation Managament . s 0115100056
Sege SgrOnH 2305 A100SND Staed
& i i OOTOeAse5
& MEAR Appacatin Informtion zren 2308 mowp  SERSMELERDS | [eecn
& Chock Lionss
© Change Password
5

=
DT T T3 e | Tratedshes i ProcecindPodei o [ =
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3)Check that the status of the selected login service application has changed to [ Start after
Restart ]. Then, log out of SMS and restart the device.

DICEY s_i
RO R O B b bt

I o v Y T -
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B Procedure Installing Login Services

Use the following procedure to install the login services.

1)Access SMS, and then click [ System Management ] > [ Enhanced System Application
Management ].

2)Click the [ Browse ] button, and specify the Enhanced System Application file/License file.

Systam Maragamant > Erdunced Systam Applcation Managsmant

Application Nama instnllod on  Application 1D Status

s Singha Sign-On H 2413 011035 deliddce0115-1000-5c36-D0vdi0cAnml Inwiated  [SATTCH | [Uminstai |
& Detast Authentication 24020 20110215 o7654040-d0bbdcab S00caabaidb06Ta Stamed [ SWITCH] Leinsisl

O MEAP Appheation information

“ﬂp Version 303 8 Copyright CANON INC 2010 Al Rignts Ressned

F-2-101
3)Click [ Install ] button.

Application Hame Imstalied on  Application I Status
£ Systam Appbcation Mansgemwnl | o,y 50000 H 2413 FMDAS  dabbcdeed1151000-5cT5-00e000ckwesl Imtafled  [SwaTcn] [Unnsta]
System Indarmation 3
& Dufpult Jaghestication 24030 3011 02§ BTGSADIS MeBS-dr S 907 9-cd atad J606 12 Stated | SWITCH | Linnstas
B MEAP Agpleabion kefarralon
O Cheek Licanss
O Changs Fassword
-, MEAP Apgicaiion Setting
 MEAP Agphcation Log
=

F-2-102
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B Procedure Uninstalling Login Services

Use the following procedure to uninstall the login services.

Also, note that the services need to be stopped ("Installed" status) in order to uninstall the

login services.

1)Access SMS, and then select [ System Management ] > [ Enhanced System Application

Management ].

wesnenl Servie ; iR-A

R berpen72.16.1 22080000
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: 500764
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s‘,gl ———————— et Lol en 0 2
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Managernand Appicatian A 200 20055  Sopped | Btart | Gl Installed
5 Syst Jication W it
D::"‘m::m;_':“ ARSI pgpicstion 8 200 2000511 Sened | siop | Instaled
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© MEAR Appication Infommalion =

o Check License

© Change Pastwond Amouilt(lui Remaining Pomltl)ﬂd
Stoeage 241500 KB B0EGES KB 3% w—
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2)Click the [ Uninstall ] button of the login service you want to uninstall.

o e — = —
Single Signn H 2413 20110215 dskdleadtISAD000I5-000000cAnE lnaealed
Defaoh Authortication 24020 20110215 oTASbIIE5Scab00 c4oBad00s  Started

m ‘Wergion 1.0 38 Capight CANGN BIC. 2070 NI Rights Restnad
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o System Application Management

This function manages the login services for logging in to SMS.

B Procedure to manage System Application

Use the following procedure to manage the System Application.

1)Access SMS, and then click [ System Management ] > [ System Application Management ].

2)Click [ Start ] or [ Stop ] button in the status column of the system application that wants to
start or stops.

System Management > System Application Management

System Application Management

If Default Authentication is selected as the login senvice, SMS Installer Service (Remote Login Service Authentication) cannot be used.

Application Name Installed on Application 1D
SMS Installer Service (Remote Login Senice 2701 c70590d0-c691-49ef-9c23-
Authentication) X016 o044 3d9b452194dh Sopped

F-2-105
3)Log out of SMS.( When you log in next time, a set content becomes effective.)
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o System Information
M Outline

You can check the device's platform information and the MEAP application's system
information.

B Checking the System Information

System information that can be checked from the screen:
 Platform information
* MEAP Specifications version (MEAP Spec Ver)
* MEAP Contents version
» Java Virtual Machine version
» System application information
» The name of the installed system application
» The installation date of the installed system application
» Application ID of the installed system application
» The status of the installed system application

The checking procedure is shown below.
1)Log in to SMS.
2)On System Management menu, click [ System Information ] button.

Do S hemeer ENS00264
0 MEAF Apphcation Management
© Install MEAP Agplication
Systom Managamant
. Enhanced Systam Application Application Name Ingtalled on  Status . Licensa
Managorent ‘Warkilaw Compasar 210 0052 Stanted Stop Uninstall Unnsetssary
0 Swetam Annkeatien Manaagmen = el
Sarnple Agplication 100  2n00Em Stopped St | Uninsw Installed
e
0 Check License i == = L2
& Change Password Resource Naj Amaunt Used Ramaining Parcent Used
Storage T KB BOEGT2 KB 3% —
Memory 50 KB 106502 KB 19%, =
Thewads & 188 26%  —
Sockels 40 216 6% =
File Doscipons 54 a2 HY, —
| &
rrﬁa’ Vertion 302 NG
Do I o - AT Cud %o -

E Technology > MEAP > System Information > Display of System Information Details
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M Display of System Information Details

The system information details can be displayed to check more than one pieces of information
all at the same time: platform information, system application information, information on the
installed MEAP applications, etc.

1)Log in to SMS.
2)On System Management menu, click [ System Information ].
3)Click [ Display Details ] button.

0 MEAP Application Mansgament
o Install MEAP Application

System Managemord » Systor informatian

System Mansgamant
o Panel Display Order Satings: me .|
13 Enhancad Systaen Application Hame Version
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0O Changs Paseword
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|
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4)The system information of each application (including System Application) is shown in a
separate window. Copy and paste all the information in a file to attach to AR reports as text
information. This function is useful to check status information of each application.

MEAP Specsicatons | 15.19.25.26 37.29.34.30 45 47 5051 52 54 5T SR B0 B B2 B3
MEAF Costents - 01 21

[Bepiesstien Marma - [1SL inataber Semien
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Bezaled en Thy Jan 27 141436 GMT<800 2011
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. o

e i et
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E Technology > MEAP > System Information > Content of MEAP system information

M Printing the System Information of a MEAP Application

MEAP system information can be printed out with iR device for confirmation.

Note:

The system information of the MEAP application that you checked in the previous
section is exactly the same as the system information of the MEAP application that is

output.

Follow the steps below when confirming information:

1)From [ Utility Menu ], select [ Print MEAP Sys. Info ].

2)When the execution confirmation screen appears, select [ Yes ] and then press the [ OK ]
button on the Control Panel.

2-49

Item

Content

Status

It indicates the status of the application in question; specifically,
Installed: the application has been installed.
Active: the application is being in use.
Resolved: the application is at rest.

Installed On

It indicates the date on which the application was installed.

Vendor

It is the name of the vendor that developed the application, and is the
name (bundle-vendor) declared in a statement within the application
program.

License Status

It indicates the status of the license; specifically,
None: no license is needed.
Not Installed: no license has been installed.
Installed: the appropriate license has been installed.
Invalid: the license has been invalidated.
Overlimt: the license has been used beyond its permitted limit.

License Expires After

It indicates the date after which the license expires. If the status of the
license is 'none’, this item will not be printed.

License Upper Limit

It indicates the limit imposed on individual counter readings. If the status
of the license is 'none’, this item will not be printed.

Serial Number

Utility Menu Execute?
Counter Report No
Print MEAP Sys. Info

Counter Value

It is the current counter reading of a specific counter. If the status of the
license is 'none’, this item will not be printed.

SP. ADMIN. MODE

F-2-109

M Content of MEAP system information

Application System Information

Status: Resolved

Vendor : Canon Inc.

Registered Service :

Application Name: C-Cabinet Gateway for MEAP
Application ID/System Application Name: 03a46668-63e4-4636-9cbb-492b6cef05d5
Application Version: 1.0.0

Installed on: Tue Oct 21 14:00:11 GMT+09:00 2003

License Status : Installed
Maximum Memory Usage : 1024

Maximum Memory Usage

It indicates the maximum amount of memory that the application uses. It
is the amount (maximum memory usage) declared in a statement within
the application program, and is expressed in kilobytes.

Registered Service

It is a list of services that have been registered by the application with the
MEAP framework. Some services may not have printable data.

ltem

Content

Application Name

It is the name (bundle-name) declared in a statement within the
application program. It may not necessarily be identical to the name of
the program.

Application ID/System
Application Name

Application ID (application-id) items which are declared on the
declaration statement in the application program are printed.

Application Version

It is the version of the application (bundle-version) declared in a
statement within the application program.

E Technology > MEAP > System Information > Content of MEAP system information
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E Technology > MEAP > MEAP Application Information > Procedure to Check MEAP Application Information

o MEAP Application Information
M Outline

You can use this function to check the MEAP application installed on the device.

The following information can be checked on the MEAP application information screen.

« Application Name

» Application ID

« Installed on

» Status

« License Status

« Counter Information

B Procedure to Check MEAP Application Information

1)Log in to SMS.
2)On System Management menu, click [ MEAP Application Information] button.

Do Sl e MREADIIOZY

B MEAP Apphication mmgomcm

4 Install MEAP Appiication

System Management
© Pangl Display Order Settings Application Hame Installed on Status Licansa
13 Enbancue] Systm Application Sompledpp. & 440 1103 2011 Installed [maan] vinimsnin Installed

s SampleApp 8 440 1103 2011 Installed Start| | Uit Installed

o Systern Application Managament
B Bosterniiksmration Sampledpp C 440 1103 2011 Installed Stant| Unimatai IFigtalled

() | &

= LneCR Limense

0 Change Password Resource Name Amount Used Remaining Percent Used
i Storage 12505 KB 20253 KB I, —
MEAP Applcation Setii
syl Mamesy 1050 KB 1A0KE 5% -
Threads 5 123 4% =
MEAP Applcatian Lt
“ Managament i Socknts ] 128 0%
File Duscrptors 4 124 % ¢
1=l
m Version 3.1.0.15 Coomight CANONING. 2011 Al Rights Resened

F-2-110

© Panel Display Order Sottings

1 Enbanced System Apphcation
Managerment

3)The MEAP application information screen appears.

£ Systam Appl Harme

© Systam Infoematian Application I

B MEAP Apphication Information Instalied cn

O Check Licanze ::'W P

anie L]
& Change Passward Exgires sher
MEAP Application Selting
 Intosmation Management TYpASE Cottess
- Total (Full Color/Large)

o LI' E'l “ m‘-’“ Leg Total (Full Color'Small)
Teaal {Full Color 1)
Tetal (Single ColosiLarge)
Tetal (Single Colee/Smal)
Total (Singhe Color)
Total {Black and Whie/Large)

E Technology > MEAP > MEAP Application Information > Procedure to Check MEAP Application Information
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E Technology > MEAP > Changing SMS Login Password > Procedure to Change the SMS Login Password

o Check License

H Outline

You can use this function to check the contents of the license file.

B Procedure to Check the License File

1)Log in to SMS.

2)On System Management menu, click [ Check License ] button.

B MEAF Appiication Managemant
@ Install MEAP Application
System Management
© Panel Digplay Order Settings.
Enhmmoed Systorn Apphcation
Management
© Systern Application Managorment
© Systemn Information
£ MEAB Anckeatian lnferalsan
g R

1, MEAP Agplcation Setting
Infarmation Managomant

o

MEAP Agplcation Log

“ Managoment

Status. License

Installed [issan] [ vininatan Installed
Installed Bt || Lininstall Installed
Instalied | 5tant|| Unimvataii Instaliad

Remolning  PercontUsed |

202:63IKB BN, —
19430 KB % =

12 4% =
12 0%
128 m e

meap

Version 3.1.0.15 Gopyright CANON INC. 2011 All Rights Reserved
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3)Click the [ Browse.. ] button, specify a license file, and click the [ Check ] button.

o MEAP Application Management
© Install MEAP Application

System Mansgement

© Panel Display Order Settings

¢y Enhanced Systam Application
Managemant

© System Application Managemaet

© System laformaton

o MEAP Application Infeemation

B Check License

 Change Password

O i Mamsgorat”

o MEAR Apgiication Log
Managemant

System Management > Check Licanas

Licanas Fils Path:

&

meap

Virgion 31,0 18 Copynight CANON INC. 2011 All Rights Resanea
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o Changing SMS Login Password
M Outline

You can change the password for logging in to SMS.
If you forgot the login password and you want to change the password back to the default
value (MeapSmsLogin), see "When SMS Cannot Be Accessed" in this manual.

B Procedure to Change the SMS Login Password

1)Log in to SMS.
2)On System Management menu, click [ Change Password ] button.

o MEAP Application Managemant
@ Install MEAP Application

System Management
3 Pangl Digplay Ordes Sattings Application Hame Installod on Status License
3 Enhanced Systam Appication SR A 440 W03 Installed [mant] | tinininsain Inshallest
stz Samplefipp B 440 1mI2M Installed [Btan] it Installed

o System Application Managorment
© System Information
& MEAP Agplscatian Informalsan

SampleApp_C 440 11032011 Ingnalled [Stan] | Uninstaii Installed
=

(3 Chark | inanss

Resource Name Amount Used Remaining Parcent Used
Storage 12505 KB IR I —
AT AEPRCEIIN Seg
 information Managament Memory 060 KB 19430 KB % =
Threads H 123 % =
MEAP Agpbcation L
2 Managorent 143 Socknts 0 178 0%
File Descrptons 4 124 % .
=l
m Version 3.1.0.16 Copyright CANON ING. 2011 All Rights Resened
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3)Enter both the current password and a new password, and then click the [ Change ] button.

F-2-115

Note:

The [Reset] button on the [Change Password] screen is used to clear the value entered
in the text field. It is not a button for changing the SMS login password back to the
default value.

2-51
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E Technology > MEAP > MEAP Application Setting Information Management and Log Management > Advantages Obtained When Using the Services

o MEAP Application Setting Information Management
and Log Management

H Outline

The MEAP Application Setting Information Management page and the MEAP Application

Log Management page provide menu related to "MEAP Application Configuration Service"
for managing MEAP application setting information and "MEAP Application Log Service" for

managing log information respectively.

bl 2 440
Samplerpp B 440
Samplodge C 440

Instalfied on Status Licansa

103 2011 Instaled  [San] Uniftall Imstalied
13 20m nstaled  [Su] Uninstan szalied
1003 2011 Instabed Shaet] ‘Urinatali istalled

12505 KB 20263 KB 35%  —
MEAR Appiicaben Satting
A i 20048 W KB "
Theeads 4 124 »
MEAF Appiication L
A gt Sockats (] g+ %
Fie i 1 127 1%
]
Hmp Version 3.1.0.16 Copyreght CANON INC. 2071 All Fughts Reserved
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@ MEAP Application Configuration Service

This service manages the MEAP application setting information. It has functions such as
saving setting information to the MEAP area. Ver 57 of MEAP Specifications supports this

service.

@ MEAP Application Log Service

This service is used to collect MEAP application logs (debug logs and authentication logs).

Ver.58 of MEAP Specifications supports this service.

E Technology > MEAP > MEAP Application Setting Information Management and Log Management > Advantages Obtained When Using the Services
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B Advantages Obtained When Using the Services

By using MEAP Application Configuration Service and MEAP Application Log Service, as long

as the MEAP application supports these services, you can perform data management tasks
all together.

@ In case of devices and MEAP application that do not support the

service
App1 App2
Dedicated management tool Dedicated management tool
Setting and reference

Setting and reference
App1 App2 )

Device

Setting and reference

Setting and reference
Config data Log data Config data Log data
(App1 format) (App1 format) (App2 format) (App2 format)
F-2-117

As for devices and MEAP application that do not support the service, the setting information
and log data are managed separately by application.

@ In case of devices and MEAP application that support the service

General-purpose management tool

Setting and reference
Log: logging only

Lo (e ]

l 1 Device

| 1 A

r—t+t4-—- """ ——|——|—"———
| cConfiguratio Log | Platform
Imanagement se anagement s ol
— e o R —
Config data Log data
(common format) (common format)
F-2-118

As for devices and MEAP application that support the service, information can be managed
all together.
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E Technology > MEAP > MEAP Application Setting Information Management and Log Management > MEAP Application Log Management

B MEAP Application Setting Information Management

The setting data (stored on the device) of the MEAP application which supports the
Configuration Service can be deleted. The procedure is shown below.

1)Log in to SMS.

2)On System Management menu, click [ MEAP Application Setting Information Management
] button.

Device Seral fumcer MKBAD00023
B MEAF Apglication Mansosment MEAP Application Managssmant
5 Install MEAP Apphcation P
System Manogement —
o Panal Display Sultings i Installed on Status Licansa
o, Enhanced System Apphcation Sampleipp_A 440 M@ am Instaiied Inatalied
et ol Sampletep_B 440 MmIEm Instaled ol
O System Application Management
SamploAgs C 440 1o32M Instalied Installed
£ System Information
& MEAP Apghcabion Infatmation =
© Chack License
s i
- MEAP Applcabon Saiing Storage 1250548 MIKE W —
Information Mansgement Memary 200KB 20 KB %
— e Threads 4 14 ™
“ Management Socksts 0 128 %
File Descriptors 4 127 1%

Version 3.1.0.18 Copynght CANON INC. 2071 All Rugits Reserved

meap
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3)Select an application you want to delete, and then click the [ Delete ] button.

System Management > MEAF Application Setting Information Management

MEAP Application Setting Information Management

Updated On:1

Select All| [Clear All|[ X Delete|

Application Name Application 1D
r - - - 1.4.0.7011 45916f42-0112-1000-8c19-00e000c4aebf
O - e e 132158206  caabde56-010a-1000-b798-00e000c4 aebf
[T Shared Setting Information of Applications
=
F-2-120
Note:

If the installed MEAP application contains setting data which is not dedicated to the
application but can be shared, the application name [Shared Setting Information of
Applications] will be displayed.

B MEAP Application Log Management
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The log data (stored on the device) of the MEAP application which supports the Log Service
can be downloaded or deleted. The procedure is shown below.

1)Log in to SMS.

2)On System Management menu, click [ MEAP Application Log Management ] button.

Bvicn Seradtiember, MKBAO00023
B MEAP Appiication Management
4 Install MEAP Application

O Check License

Sockots
File

1zl

System Management .
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3)Click [ Download Application Logs ] or [ Delete Application Logs ].

4)To download the log

F-2-122

The file save dialog for the log file will appear. Specify a destination and save the file.

File Download
Do you want to open or save this file?

i Name: app_log.zip

Type: Compressed (zipped) Folder
From: 192.168.1.100

I—' 1 'While files from the Intemet can be useful, some files can potentially
g ham your computer. If you do not trust the source, do not open or

save this file. What's the rislke?

E Technology > MEAP > MEAP Application Setting Information Management and Log Management > MEAP Application Log Management
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E Technology > MEAP > Maintenance > When Replacing the PCB

2-54
5)To delete the log o Malntenance
The confirmation screen will appear to prompt you to delete the log. Click the [ Yes ] button
to delete the log. B When Replacing the PCB
@ Outline
' If the machine fails to operate normally due to a storage drive (Flash PCB) failure or a system
= (other than MEAP application) trouble, the storage drive needs to be replaced.
Are you sure it i a\]\ng;p\\catwun logs? However, since the storage drive in this machine is directly mounted on to the PCB,
E replacement of the part alone is not possible; it is necessary to replace the PCB.
Since the storage drive of the machine cannot be backed up or restored, the MEAP

application and the license file need to be reinstalled when replacing the PCB.

When the storage drive and the system are operating normally but the PCB is replaced due
to other reasons, the MEAP application and license file need to be reinstalled.

The MEAP counter information cannot be lost because it is backed up like other conventional

F-2-124

counters.

Note:
When the device has E code 616 displayed, this indicates that the trouble was caused
by damage to the Flash PCB. If this error occurs, the PCB needs to be replaced.

@ Special license for reinstallation

When replacing the PCB, a special license file is required to reinstall the application with
the expiration date of the current counter value migrated as it is. This special license file is
handled as a service tool and cannot be obtained by end users.

In order to obtain a special license file, the service technician needs to contact the person in
charge of support at the sales company.

The service technician needs to give the device serial number and the names of the MEAP
applications that had been installed.

Since the support department of the sales company manages all the issued application
license files by device serial number, it is basically possible for them to successively issue
license files once the device serial number is confirmed.

Note:
The application that is installed with a reusable license can be reinstalled by using the
same license.

2-54
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E Technology > MEAP > Maintenance > Actions to be taken when E616 is displayed.

@ Procedure for reinstalling MEAP applications after replacing the PCB

The following shows the procedure when replacing the PCB.

1) Preparation before replacement
The following work needs to be done before replacing the PCB.

« Some MEAP applications have a function to back up or export the data to be used. If such
a MEAP application is installed, back up or export the data in advance.

 In order to reinstall the applications, copy the licenses (special licenses, reusable licenses,
etc.) of all the MEAP applications to the laptop PC.

2)Replacing the drive
Prepare the necessary service parts, and replace the drive.

3)Reinstalling the MEAP application
When the device has started normally, obtain the jar files of the MEAP applications from the
user, and install them using the license files for reinstallation.
Installation method is the same as normal installation.

4)Importing user information
As necessary, make login service selections and import user information.

Note:

When you replace the PCB without uninstalling MEAP applications, make sure to
reinstall the previously installed applications. Unless reinstalling them, MEAP counter
will not be released and the message “The number of applications that can be installed
has exceeded the limit. Try to install this application after uninstalling other applications.”
is displayed so that the installation of new applications may not be accepted. If you
want to install new applications in this case, once reinstall the applications in-stalled
before formatting and uninstall unnecessary applications.

WARNING:

* Do not install a Main PCB of another device and conduct operation check in order
to check whether an error has occurred in the Main PCB. If the PCB is replaced and
the system is started, the data on the installed PCB will be initialized.

+ If an application was installed using a license other than reusable licenses and
then installed using a special license for reinstallation, the moved MEAP counter
information is migrated to the application.

 If the serial number is changed due to device replacement, a transfer license needs
to be obtained and installed by a service technician as is the case with iR devices.

E Technology > MEAP > Maintenance > Actions to be taken when E616 is displayed.
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B Actions to be taken when E616 is displayed.

@ Overview

When E602 is displayed and then the device is restarted as a remedy, E616 may be
displayed in some cases.

This is a symptom that occurs when the power is cut off without shutdown (such as
disconnecting the plug of the device). The error code is displayed when the file system of the
MEAP storage area is in an abnormal status.

When the device is started, it checks the file system. If the device detects an error, it displays
the error code E602, disables the MEAP function, and then starts.

When the device is restarted according to the remedy for E602, the file system is recovered
automatically in the system. If the recovery procedure succeeds, the device starts normally
with the MEAP function enabled.

However, if the file system could not be recovered by auto recovery, E616 is displayed.
Since the system is automatically formatted when E616 is displayed, the installed MEAP
applications will disappear and the device's MEAP function itself will also be disabled.

For this reason, it is necessary to enable the MEAP function and then reinstall the MEAP
applications.

@ Work procedure

Perform the following procedure when E616 is displayed.

1) Start the device in service mode.

2)Select [ Setup ] > [ SERVICE MODE ] > [ FUNCTION GR. ] > [ MEAP FUNCTION ] > On to
enable the MEAP function.

3)Restart the device to start the MEAP function.

4)Access SMS, and then use a reusable license or special license for reinstallation to install
the MEAP application.

Note:

As for MEAP applications that were installed using reusable licenses, the reusable
licenses can be used to reinstall the applications. For other MEAP applications without
reusable licenses, use special license files to reinstall them, in the same as way as
handling a storage drive failure.

For information on how to obtain a special license for reinstallation, see "Special license
for reinstallation" in this chapter. Then contact the support department of the sales
company to have the license issued before starting the work.

5)Start the MEAP application.
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E Technology > MEAP > Maintenance > MEAP Safe Mode

M MEAP Safe Mode
@ Outline

Use safe mode if you need to start up the system without worrying about extra applications. It
will start up only those system software files (including SMS) that normally start up as default
files while preventing MEAP applications and the like from starting up.

When you have made changes and restart the device, the control panel will indicate '"MPSF'
in its lower right corner. The MEAP applications that may have been active before you shut
down the equipment will not start up on their own. Make use of safe mode when restoring

the system software as when MEAP applications or services cause a fault as the result of a
conflict or wrong sequence of registration/use. You can access to SMS in this condition so
that you can take necessary measures, for example, you can stop application that may cause
the trouble.

If default authentication has been selected, the mode of authentication remains valid;
otherwise, the message "The login service must be set again with SMS" ap pears. Change
the login service as necessary.

@ Starting in Safe Mode

To start the device in the MEAP SAFE mode, turn ON the power with the [ Application ] key
and the [ ID ] key pressed.

E Technology > MEAP > Maintenance > MEAP Safe Mode
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@ How to cancel MEAP SAFE mode

If you want to cancel MEAP SAFE mode, just restart the device as usual. It will start in normal
mode.

Note:
If accessed to SMS in MEAP SAFE mode, the device started mode is shown on the title
bar of the browser.

When normally started:
Service Management Service : <Device Name>: <Product Name>

When starting in MEAP SAFE mode:
Service Management Service : <Device Name>:<Product Name>: Safe Mode

Devicn Sorinl tumber: ENS0BZ64
o MEARP Application Management MEAR Ant

F-2-125

WARNING :
If the device has been started in the MEAP SAFE mode, all MEAP applications stop
and the status becomes "Installed".

This status remains unchanged even if the MEAP SAFE mode is cancelled and the
device is started again in normal mode. It is therefore necessary to access SMS after
normal startup, and start the MEAP application.

1 ADVANCE

Dwice Sermi umber. DTJ00EOT
B MEAP Appication Managemant
& Install MEAP Agghicatian
Syabem Management
_ Enhanced System Appliication Application Namo Installed on | Status License
~ Managamant 120 20000317 | nstalled Unnecessary
o System Application Management 100 2011 6318 PRy Ureicaassny
o System information
: 204 2090 0908 | instolled Unnecussary
0 MEAR Applicstien Infeemmtion
o Check Licanse &
 Change Password [ Fowource intoemation
. Ressures Nams. Amouant Usad Remaining Parcant Usad
o MEAP Applicgbion Sat
“ iedormation :9 Siorage 321800 KE THTIE KB TN —
MEAP Application Log Memary 35840 KB 22K 1% —
 Managament Theands 49 207 1% -
Sochets 12 W E
File Desenplars 53 20 % —
=
rlmp Vargion 3.0.3°0 Copyright CANDM INC. 2010 41 Righs Regsnss
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E Technology > MEAP > Maintenance > Using USB Devices

B Using USB Devices

@ USB Driver

Two types of USB drivers

While the USB driver that can be used in iR series is only the USB driver designed exclusively
for MEAP application (hereinafter referred to as “MEAP driver”), not only MEAP driver but
also USB system driver (hereinafter referred to as “system driver”) can be used in iR-ADV
series.

System driver and MEAP driver cannot be used together. When either of them is used, the
other driver cannot be used.

In this model, the USB system driver supports only Mass Storage; HID is not supported. In
other words, storage devices such as USB Flash memory can be used via system driver, but
interface devices such as USB keyboard cannot be used via system driver.

@ USB driver setting

System driver is active by default in iR-ADV series.

The driver can be changed in setup menu.

Usually, It is not necessary to change the setting because it is specified in the MEAP
application side.

Only in the case of a special MEAP application, it is necessary to change the USB driver
setting.

For details, refer to specifications of MEAP application side.

Setup
Interface Interface Selection
Network H Interface Selection USB
EGYTHE Timeout Network
uolity Connection recog:
USB Storage Device
Interface I Extended RX Buffer I
L
L

USB Storage Device

e{} MEAP Driver

C

F-2-127

E Technology > MEAP > Maintenance > Using USB Devices
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USB Storage Device
Settings: [ MEAP Driver ]

Application that supports mass storage
device

MEAP application that
supports system driver

ON
* MEAP driver (compatibility
mode)

Can use USB mass storage device. Can
work only on the applications that support
the MEAP application driver.

Cannot use USB mass
storage device.

OFF (*default)
* Native driver

Cannot use USB mass storage device.
(Device cannot be detected.)

Can use USB mass
storage device.

Note:

T-2-18

When any settings changes are made, the device must be restarted.
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E Technology > MEAP > Reference material > Glossary

@ Setting the USB driver for each USB device (MEAP driver preference

registration)
If it is set to use the system driver, the conventional applications that support the MEAP
application driver cannot use the USB input device.
Therefore, for the USB drivers used by USB devices/MEAP applications, there is setting
function (MEAP driver preference registration) to give priority to the MEAP driver.
If you register the ID of the USB device by using this function, the USB device can use the
MEAP driver despite the Additional Function settings.

Using this function requires the conditions below:

* Supported MEAP Spec Ver: 26

» Describe the idVendeor(VID) and idProdutc(PID) of USB device in the manifest or activate/
deactivate the VID and PID by calling API from MEAP applications.

The driver setting that is used in a manifest file is reflected in the following timing.
When registering from a manifest file.
» The registration will be enabled when an application is activated and device is
restarted.
» The registration will be disabled when an application is stopped and device is
restarted.

Availability for MEAP application of the USB device A (either HID keyboard or Mass Storage)
plugged to iR device

Registration USB Setting gl Esl;-\ezagg\lllﬁtlon
statgs of USB [ Use MEAP Native |System driver nc:/t subported/ Application with
. driver for USB|application| supported pp- VID/PID declared
device A |, ) . conventional . .
input device ] application L in Manifest for x
application
Not registered OFF YES YES NO
ON NO NO YES
Registered OFF NO NO YES YES
ON NO NO YES YES

T-2-19

YES: USB device available NO: USB device not available

E Technology > MEAP > Reference material > Glossary
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o Reference material

M Glossary

Terms & Acronyms

Definitions and Explanations

Application

A program unit to provide users with solutions.

Application ID

An identifier assigned to each application.
A unique ID is assigned to each MEAP application.

Applet (Applet Type

A MEAP application type created in Java.

(Class Library)

Application) This type of applications show buttons on the touch panel display.

Code Sign Information to check if an application is genuine. An application marketed
in the normal procedure has a code sign assigned by LMS. MEAP platform
rejects applications without Canon code signs for being installed or
executed on the device.

CPCA Common Peripheral Controlling Architecture. CPCA defines an object

(Common Peripheral | model of peripheral deices. A client can control a device by creating or

Controlling modifying objects in the device.

Architecture)

CPCA Java CL CPCA Java Class Library. A Java class library, which is used to control a

device.

Default Authentication
-Department ID
Management

Default Authentication is a pre-installed login application that runs by
default. It provides authentication functions to allow minimum operation of
the Controller System, even when no other login application is running.

Device Specification
ID

ID allocated to each device type. This represents CPCA API specification
and the version number to use MFP generic functions or obtain information
including maximum allowable copies.

Esplet
(Esplet Type
Application)

A MEAP application type created in Java. This type of applications do not
show user interfaces either on Local Ul or Web. Esplet is a coined word
created by Canon, consisting of [ Espresso ] or Italian coffee and [ let ]
derived from Applet/Service.

File Description

An identifier for the OS to identify the destination file requested by a
program. A program descriptor includes an identifier and information such
as a file name and size, which helps OS to judge the file to be edited.

HID class

HID stands for Human Interface Device, representing man-machine
interfaces of PC components and peripheral devices. HID class means
USB class classified as HID.

iR Native application

The functionalities that existing imageRUNNER has such as Copy,
Universal Send and Mailbox.

(Java2 Platform Micro
Edition)

ISV Independent Software Vender. Software manufacturer who develops and/or
(Independent sells applications and tools but does not entire computer systems. Refers
Software Vendor) application developer in this document.

J2ME Java 2 Platform Micro Edition. One of Java Platforms licensed by Sun

Microsystems, Inc. It is applied for MEAP. Other devices such as cellular
phones and PDA.
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J2RE
(Java 2 Runtime
Environment)

A set of basic programs to run applications developed in the programming
language of Java2. This set includes Java virtual machine providing
runtime environment for Java applications among others. Java applets do
not require J2RE since these are executed on Web browsers using Java
runtime environment provided on browsers. However, standalone Java
applications require Java runtime environment such as J2RE for execution.
Runtime environments can be downloaded for free of charge from the Web
site of Sun Microsystems, the Java developer.

Terms & Acronyms

Definitions and Explanations

MEAP Specifications
(MEAP Spec Version)

MEAP Spec Version, the term used for the SDK. The version number that
shows the APIs of the MEAP platform other than CPCA, such as network
and security. The version number is not assigned for each device model.
MEAP Application Runs on MEAP platform. Consists of application files
(*.jar) and the license file (*.lic).

MEAP-enabled iR
device

imageRUNNER devices with built-in MEAP platform.

Java

A programming language developed by Sun Microsystems, in the U. S. A.
Low dependent on models and OSes and runs on various platforms. Taking
advantage of this feature, many applications that runs on web servers uses
Java. The MEAP platform uses J2ME - a type of Java.

JavaScript

A script language developed by Netscape Communications, in the U.S. A,
runs on web browsers such as Netscape Navigator and Internet Explorer.
Allows web designers to create interactive pages with HTML files such as
animated buttons and display of timetables.

MFP Multi Function Peripheral. Peripheral device that supports more than one
(Multi Function function, such as digital copier, printer, scanner, and fax.

Peripheral)

OSGi Open Service Gateway Initiative. See "http://www.osgi.org/".

(Open Service
Gateway Initiative)

Portal Service

The web portal to gain access to a MEAP-enabled device. This service has
been integrated in Remote Ul top page in iR ADVANCE series.

Java VM
(Java Virtual Machine)

JAVA Virtual Machine. The Java byte code interpreter. The Virtual Machine
acts as an interpreter for processing the byte code using the native
instruction set.

License Access A number issued for accessing license file. The Licensing server requires

Number entries of application ID, expiration date/times information, and the number
of access numbers, to issue license access numbers

Licensae File A software manufacture of a MEAP application provides the users with the
license files. Specifies the terms of agreement that a user concludes with
the manufacturer. Required for installing a MEAP application.

LMS The license is required for installing a MEAP application in a MEAPenabled

(License Management
System)

iR device. LMS is the server issuing [ License Files ] as well as license
access numbers.

Login Service

Manages user information of MEAP device. Authenticates users with user
names and passwords. Three login services are available for MEAP device
- Default Authentication, which provides department ID control, SDL (Simple
Device Login) and SSO (Single Sign-On).

Mass Storage class

Mass Storage means a storage device with large capacity, generally
secondary storage devices. Mass Storage class means USB class
classified in the secondary storage device group.

Protocol

A set of rules applied to data transmission procedures over network. Major

communication protocols include:

» FTP: File Transfer Protocol. This is a communication protocol or
protocolimplemented commands to provide file transfer between a host
and clients over TCP/IP network.

* DHCP: An upward compatible protocol of BOOTP. This communication
protocol allocates a dynamic IP address to each client machine upon
communication startup on TCP/IP network and collects the allocated IP
address when communication is completed. The server allocates one of
multiple IP addresses and notifies the setup information to a client.

* BOOTP: A communication protocol to automatically load setup
information including IP address and a domain name from the server to a
client on TCP/IP network.

* RARP: A communication protocol to request IP address information via
the network adaptor address (MAC address) of a client.

» |IPP: A communication protocol to execute remote printing between the
print server and clients via Internet.

» TCP/IP: A standard communication protocol required to access to
Internet and other large-scale network.

MEAP (Multifunction
Embedded Application
Platform)

Multifunctional Embedded Application Platform. Provides an environment
for executing application programs on a peripheral device. Uses the Java
platform (J2ME - Java 2 platform Micro Edition) to run Java application for
MEAP.

MEAP Contents

Required to install an MEAP application to a MEAP device.
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Proxy Server

Provides functions to store data fetched from remote servers. When a
user request to display a web page that has been displayed and stored

in the proxy, the proxy server read the stored data but does not access
the remote server where the original page is present, for efficient access
services. When a proxy server receives a URL from a PC, it searches the
file in the cache and sends it to the PC if the requested file is found. If the
requested file is not stored in the cache, it accesses the remote server of
the URL to acquire the file and, at the same time, stores the acquired file
in the cache so that the proxy server can quickly send the file at the next
request.

Redistribution module

A built-in module of an application created with SDK. Applications without
this module cannot work on MEAP platform.
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SDK
(Software
Development Kit)

The kit containing information and tools required for software development.

Service A functional unit or an application program working on MEAP platform. [
Applications ] are generally termed [ Services ] in Java world.

Servlet A MEAP application type created in Java. This type of applications is

(Servlet Type designed to show user interface on the Web browser.

Application)

SMS The web-base service to provide user interfaces for application life cycle

(Service Management
Service)

management.

Socket

A virtual interface of an application for network communication. A user
only needs to specify a socket as a unit of an address and a port from an
application. This establishes the network connection for data transmission,
eliminating complication related to detailed communication procedures.

SSO-H (Single Sign-
On H)

Login service providing features of both local device authentication

and domain authentication. The former is the method that iR device
independently authorizes users; whereas the latter is that iR device links to
the domain controller on the network in the Active Directory environment to
authorize users.

Thread

A unit for program execution. A multi-task system allowing multiple
programs to run concurrently assigns a memory space and other resources
independently to each program, providing users with a feel as if only a
program is running. At least one thread is generated upon a program
generated.

URL
(Uniform Resource
Locator)

The method to denote Web page locations on Internet and the like. For
instance, a URL on the Web is denoted as [ http://www.w3.org/default. html
]. [ http ] at the beginning means that an address following this is in a web
page on the Internet.

USB

Abbreviation of Universal Serial Bus. This is the interface standard to link
between information devices.

USB system driver

The general-purpose driver that control the behavior of the device, there
are HID class driver, Mass Storage class driver and so on.

T-2-20
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Embedded RDS

o Product Overview

Bl Overview

Embedded RDS (hereafter, referred to as E-RDS, which stands for EMBEDDED-RDS)
is a network module embedded with a customer's device and enables e-Maintenance/

imageWARE Remote (Remote Diagnosis System), which can collect and transmit status
changes, counter values, error logs, and consumable information such as the toner low/ out
of the device to a remote maintenance server called UGW (Universal Gateway Server) via
Internet.

The following device information/ status can be monitored.

Service mode counter (Billing counts)
Global click counter

Parts counter

Mode counter

Firmware info

Service call error log

Jam log

Alarm log

Status changes (Toner low/ out, etc.)

Since high confidentiality is required for the information shown above, it performs
communication between a device and the UGW using HTTPS/ SOAP protocol.

Communication with UGW using HTTPS / SOAP

‘ Internet

.

DNS Server Proxy Server

Firewall

Device

Intranet

The e—Maintenance/ imageWARE Remote system using E-RDS

F-2-128
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B Features and benefits
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E-RDS embedded with a network module in advance can realize a front-end processing

of e-Maintenance/ imageWARE Remote system without attaching any extra hardware
equipment.
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o Service cautions

1) After performing the following service actions, it is necessary to perform initializing E-RDS
settings (CLEAR), E-RDS settings (E-RDS SWITCH : ON) and communication test (COM-
TEST).

Failure to do so will result that the counter transmitting value to the UGW may become
unusual.

* RAM clear of MNCON
Also, after replacing the main controller board, all settings must be reprogrammed.

2)The following settings in service mode must not be change unless there are specific
instructions to do so. Changing these values will cause error in communication with UGW.
» Set port number of UGW
[SERVICE MODE] > [NETWORK GR.] > [E-RDS] > [RGW-PORT]
Default : 443

» URL setting of UGW
[SERVICE MODE] > [NETWORK GR.] > [E-RDS] > [RGW-ADDRESS]
Default : https://a01.ugwdevice.net/ugw/agentif010

3) Conducting a communication test from service mode allows the service technician to
see the communication log and judge the status of communication with the host. If the
communication result is "NG", it appears in the latest communication log.
As for models supporting communication tests in the user mode, the user can conduct a
communication test and seen the communication test result. If the communication result is
"NG", an error code (a hexadecimal number, 8 digits) appears in the communication log of
LUI.
» During a communication test in user mode, do not take any actions such as pressing
a key. Actions are not accepted until the communication test is completed (actions are
ignored).
* When a communication test is being conducted from service mode or user mode,
do not conduct a communication test from the other. These operations are not
guaranteed.

4) If the e-Maintenance/imageWARE Remote contract of the device is invalid, be sure to turn
OFF the E-RDS setting (E-RDS SWITCH).

E Technology > Embedded RDS > E-RDS Setup > Confirmation and preparation in advance

2-62
o E-RDS Setup

B Confirmation and preparation in advance

To monitor a device with e-Maintenance/ imageWARE Remote, the following settings are
required.

(1) Advance confirmation
Confirm with the UGW administrator that the device to be monitored with e-Maintenance/
imageWARE Remote is registered in the UGW.

(2) Advance preparations

Interview the user's system administrator in advance to find out the following information
about the network.

Information item 1
IP address settings
» Automatic setting : DHCP, RARP, BOOTP (ON/ OFF selection)
» Manual setting : IP address, subnet mask and gateway address to be set

Information item 2

Is there a DNS server in use?

If there is a DNS server in use, find out the following.
* Primary DNS server address
» Secondary DNS server address

Information item 3

Is there a proxy server?

If there is a proxy server in use, find out the following.
» Proxy server address
» Port No. for proxy server

Information item 4

Is proxy server authentication required?

If proxy server authentication is required, find out the following.
» User name and password required for proxy authentication
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(3) Network settings

Based on the results of the information obtained in (2) Advance preparations, make the

device network related settings.

See Users’ Guide for detailed procedures.

CAUTION:

Ensure to reboot the device when any change is added to the network setting.

B E-RDS setting items (service mode)

ltem

Description

E-RDS SWITCH
(NETWORK GR. > E-RDS)

Set use/ no use of Embedded-RDS function

Off: Function not used / On: Function used
e-Maintenance/ imageWARE Remote system to send
device information, counter data, error statuses to the
UGW.

Default : Off (Function not used)

RGW-ADDRESS
(NETWORK GR. > E-RDS)

URL setting of UGW
Max 128 characters
Default : https://a01.ugwdevice.net/ugw/agentif01

RGW-PORT
(NETWORK GR. > E-RDS)

Set port number of UGW
Validation : 1 to 65535
Default : 443

COM-TEST
(NETWORK GR. > E-RDS)

Execution of a communication test with UGW / Display of
the result

Perform Communication test with UGW and set "Done." or
"Could not execute." as the result.

COM-LOG
(NETWORK GR. > E-RDS)

Display of detailed information about a communication error
with UGW

Error information of a connection failure with UGW is
displayed.

Error occurrence date and time, error code, and detailed
error information are displayed.

Max 5 latest loggings retained

Max 128 characters for Error information.

CLEAR
(NETWORK GR. > E-RDS)

Initialization of E-RDS SRAM data
SRAM data of E-RDS is initialized and returned to the
factory setting value at shipment.

CLEAR
(NETWORK GR. > CA-KEY)

Initialization of CA certificate
When the power is turned OFF/ ON after execution, the CA
certificate in the factory setting is automatically installed.

T-2-21
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H Steps to E-RDS settings

1. Start [Service Mode].
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2. Select NETWORK GR.] and press [OK] or [>] button to go to the network setting menu.

3. Select [E-RDS] and press [OK] or [>] button to go to E-RDS setting menu.

SERVICE MODE

LOG GR.
PANEL LOCK GR.
F/W UPDATE GR.

F-2-129

NETWORK GR.

FTP SYSLOG
JOB SERIALIZE
BUFFER LIMIT

F-2-130

4. Select [CLEAR] and press [OK] or [>] button to display Confirm Initialization screen.
Select [Yes] and press [OK] button.

NOTE:

This operation initializes the E-RDS settings to factory setting values.

For the setting values to be initialized, see the section of “Initializing E-RDS settings”.

E-RDS Excute?
RGW-PORT No
COM-TEST P
COM-LOG i_

Initializing...

i:

Done.

F-2-131
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5. Perform installation or deletion of the CA certificate if necessary, and reboot the device.
+ Installation of the CA certificate: Perform installation from SST.
+ Deletion of the CA certificate: When the following operation is performed, the CA certificate

in the factory setting is automatically installed.

CAUTION:
After following procedure, the registered key and CA certificate are deleted, and only

the CA certificate installed at the time of shipment is registered.

It is therefore necessary to check with the user in advance.

1) Select NETWORK GR.] > [CA-KEY] > [CLEAR] and press [OK] or [>] button to
display Confirm Clear screen. Select [Yes] and press [OK] button.

NETWORK GR. CA-KEY Excute?
JOB SERIALIZE No
BUFFER LIMIT ! [ Yes
E-RDS | 4 | 4

F-2-132

2) Reboot the device.

CAUTION:
If a key and a CA certificate have been registered in order to use a function other than

E-RDS, it is necessary to register again from SST.

6. Activate [SERVICE MODE].

7. Select NETWORK GR.] > [E-RDS] > [E-RDS SWITCH] and press [OK] or [P>] button.

RGW-ADDRESS
RGW-PORT
COM-TEST

F-2-133
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8. Select [On] and press [OK] button.

NOTE:
This operation enables the communication function with UGW.

E-RDS SWITCH Settings changed.

Off

F-2-134

9. Press [Back] or [] button to go back to E-RDS Setup menu.

CAUTION:
The following settings i.e. RGW-PORT and RGW-ADDRESS in Service mode must not
be change unless there are specific instructions to do so.

Changing these values will cause error in communication with UGW.

RGW-ADDRESS RGW-PORT

| https://a01. ugwdevic A
443

U/D Keys: Adjust Value v

R/L Keys: Move Cursor (1-65535)

10. Select [COM-TEST] and press [OK] or [»>] button to display Confirm Communication Test
screen. Select [Yes] and press [OK] button.

NOTE:
This initiates the communication test between the device and the UGW.

E-RDS Excute? Executing...
E-RDS SWITCH No
RGW-PORT 4 4
F-2-135
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If the communication is successful, “Done.” is displayed. If “Could not execute.” (failed)
appears, refer to the “Troubleshooting“ and repeat until “Done.” is displayed.

Done.

F-2-136

NOTE:

The communication results with UGW can be distinguished by referring to the
communication log. By performing the communication test with UGW, E-RDS acquires
schedule information and starts monitoring and meter reads operation.

M Initializing E-RDS settings

It is possible to return E-RDS Settings to factory-shipments value.

@ Setting values and data to be initialized
The following E-RDS settings, internal data, and Alarm filtering information are initialized.
+ E-RDS > E-RDS SWITCH
+ E-RDS > RGW-ADDRESS
+ E-RDS > RGW-PORT
+ E-RDS > COM-LOG

CAUTION:

In case of replacing the CA certificate file, even if initialization of E-RDS is executed, the
status is not returned to the factory default.

When installing the certificate file other than the factory default CA certificate file, it is
required to delete the certificate file after E-RDS initialization and install the factory
default CA certificate file.

For detailed procedures, see "Steps to E-RDS settings - step 5.".
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@ Initialization procedure

1. Start [Service Mode].

2-65

2. Select NETWORK GR.] and press [OK] or [>] button to go to the network setting menu.

SERVICE MODE

LOG GR.
PANEL LOCK GR.
F/W UPDATE GR.

F-2-137

3. Select [E-RDS] and press [OK] or [>] button to go to E-RDS setting menu.

NETWORK GR.

FTP SYSLOG
JOB SERIALIZE
BUFFER LIMIT

F-2-138

4. Select [CLEAR] and press [OK] or [>] button to display Confirm Initialization screen.
Select [Yes] and press [OK] button.

E-RDS Excute?
RGW-PORT No
COM-TEST P
COM-LOG

Initializing...

; Done.

F-2-139
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No.1
Q: In what case does a communication test with UGW fail?
A: The following cases can be considered in the becoming “Could not execute.” case.
1. Name resolution was failed due to an incorrect host name or DNS server has been
halted.
2. Network cable is blocked off.
3. Proxy server settings is not correct.

No.2

Q: | want to know the interval of data transmitting from E-RDS to the UGW, and what data
size is sent to the UGW?

A: The schedule of data transmitting, the start time are determined by settings in the UGW

side. The timing is once per 16 hours by default, and counter data volume could be maximum

250 bytes.

No.3

Q: Does error-retry carry out at the time of a communication error with the UGW?

A: Retry of SOAP communication is performed as follows.

* In the case of an error in SOAP communication (i.e. a trouble at UGW side) at transmission
of the alarm code list and the service mode counter (postAlert) due to change of device
status, the data failed in transmission equivalent to 3 retries is to be stored in the
RAMDISC. In the case of anther transmission error (the 4th error), the oldest data of the
stored data is deleted and the newly-generated retry data is stored in the RAMDISC.

* In the case of SOAP transmission errors as described below, the unsent (and remaining)
data is sent again depending on the storage status of CPCA data:

+ At transmission of a jam log and service mode counter (postJamLog) when the jam
log was obtained from the device.

» At transmission of a service call log and service mode counter (postServiceCallLog)
when the service log was obtained from the device.

* At transmission of an alarm log and service mode counter (postAlarmLog) when the
alarm log was obtained from the device.

NOTE:

» The retry data will be sent at interval of 5*n minutes. (n: retries, 5, 10, 15 minutes...up to
30 minutes)

» HDD is not installed in this device; even after the power is turned OFF/ON, postAlert,
postJamLog, postServiceCallLog, postAlarmLog will not be resent.

E Technology > Embedded RDS > FAQ
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No.4

Q: How many log-data can be stored?

A: Up to 5 log data can be saved. The data size of error information is maximum 128
characters.

No.5

Q: Although Microsoft ISA as a proxy server is introduced, the authentication check is failed.
Can E-RDS adopt with Microsoft ISA?

A: E-RDS must comply with “Basic” while “Integrated” authentication is used for Microsoft

ISA (as default); therefore, authentication with E-RDS is available if you change the setting to

“Basic” authentication on the server.

No.6

Q: Can | turn the device power off during the e-Maintenance/ imageWARE Remote system
operation?

A: While operating the e-Maintenance/ imageWARE Remote system, the power of the device

must be ON. If power OFF is needed, do not leave the device power OFF for long time.

It will become "Device is busy, try later" errors if the power supply of network equipment such

as HUB is made prolonged OFF.

No.7

Q: Although a Service call error may not be notified to UGW, the reason is what?

A: If a service technician in charge turns off the power supply of a device immediately after
error occurred once, It may be unable to notify to UGW because data processing does not
take a time from the controller of the device to NIC though, the data will be saved on the
RAM.

If the power supply is blocked off while starting up, the data will be inevitably deleted.

No.8

Q: How does E-RDS operate while the device is placed in the sleep mode?

A: While being in Real Deep Sleep, and if data to be sent is in E-RDS, the system wakes up
asleep, then starts to send the data to the UGW. The system also waits for completion of data
transmission and let the device to shift to asleep status again.

However, transition time to the Real Deep Sleep depends on the device, and the transition to
sleep won't be done if the next data transmission will be done within 1 minute.

No.9
Q: Is E-RDS compatible with Department counter?
A: No, E-RDS does not support Department counter.
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o Troubleshooting

No.1

Symptom: A communication test (COM-TEST) has failed.
Cause: Initial settings or network conditions is incomplete.
Remedy 1: Check and take actions mentioned below.

1) Check network connections

Is the status indicator LED for the HUB port to which the main unit is connected ON?
YES: Proceed to Step 2).

NO: Check that the network cable is properly connected.

2) Confirmation from another PC connected to same network.

Request the user to ping the main unit from a PC connected to same network.
Does the main unit respond?

YES: Proceed to Step 3).

NO: Confirm the details of the main unit's IP address and subnet mask settings.

3) Confirm DNS connection

(a) Take a note of both primary and secondary DNS server addresses.
See Users’ Guide for detailed procedures.

(b) Use ping command to confirm the primary DNS server IP address against the note
taken in Step (a).

See Users’ Guide for detailed procedures.

Is the IP address properly configured?
YES: Proceed to Remedy 2.

NO: Confirm the secondary DNS server IP address against the note taken in Step (a)
Is the IP address properly configured?
YES: Proceed to Remedy 2.

NO: There is a possibility that the DNS server address is wrong. Reconfirm the
address with the user's system administrator.

E Technology > Embedded RDS > Troubleshooting
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Remedy 2: Troubleshooting using communication log (COM-LOG)
1) Start [Service Mode].

2) Select [NETWORK GR.] > [E-RDS] > [COM-LOG] and press [OK] or [>] button to display
List Communication Log screen.

E-RDS COM-LOG
RGW-ADDRESS : 810f200b
RGW-PORT l : 840f0003
COM-TEST ] : 840f0003

: 840f0003

F-2-140
NOTE:

Only the initial part of error information is displayed in the communication log list screen.
"None." is shown when nothing is logged.

3) Select the log of your interest and press [OK] or [>] button to show the date and time of

the error occurrence.

COM-LOG

2010 0413 10:17

F-2-141

4) Press [OK] or [>] button to show the detailed error information.

COM-LOG

*Server address resolu

F-2-142
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NOTE:
» The detailed error information will be displayed in multiple screens as shown below. Use

[<«d] or [>] button to move around the screens.

COM-LOG COM-LOG COM-LOG

* The data size of error details information is Max 128 characters.
» Press [Back] button to return to Date and Time of Error Occurrence screen.

5) When a message is displayed, take an appropriate action referring to "Error code and
strings".

No.2

Symptom: A communication test has failed even if network setting is set properly.

Causes: The network environment is inappropriate, or RGW-ADDRESS or RGW-PORT
settings for E-RDS have been changed.

Remedy: The following points should be checked.

1)Check network conditions such as proxy server settings and so on.

2)Check the E-RDS setting values.

¢ Check the communication log from COM-LOG.

» Check whether RGW-ADDRESS or RGW-PORT settings has changed. If RGW-ADDRESS
or RGW-PORT settings has changed, restore initial values. For initial values, see "E-RDS
setting items (service mode)".

No.3
Symptom: Registration information of the E-RDS machine was deleted from the device
information on Web Portal, and then registered again. After that, if a communication test is
left unperformed, the device setting in the UGW becomes invalid.
Causes: When the registration information of the E-RDS machine is deleted, information
related to E-RDS is also deleted.
Therefore, when 7 days have passed without performing a communication test after
registering the E-RDS machine again, the device setting becomes invalid.
Remedy: Perform a communication test before the device setting becomes invalid.
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No.4
Symptom: There was a log, indicating "Device is not ready, try later" in error details of COM-
LOG list.

Cause: A certain problem occurred in networking.

Remedy: Check and take actions mentioned below.

1) Check networking conditions and connections.

2)Turn on the power supply of a device and perform a communication test about 60 seconds
later.

No.5

Symptom: "Unknown error" is displayed though a communication test has done successfully.

Cause: It could be a problem at the UGW side or the network load is temporarily faulty.

Remedy: Try again after a period of time. If the same error persists, check the UGW status
with a network and UGW administrator.
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o Error code and strings

The following error information is output in the communication error log details display screen.

(Here, “a server” means UGW.)

« The error information are displayed in the following form.
[*] [Error strings] [Method name] [Error details provided by UGW]

NOTE:

“*” is added to the top of the error text in the case of an error in communication test
(method name: getConfiguration or communicationTest) only.

No.| Code Error strings Cause Remedy

1 [0000 0000|SUSPEND: Unmatched Operation Mode Initialize the E-RDS setting
mode changed. (E-RDS > CLEAR).

2 (0500 0003 |SUSPEND: Rebooting the device while the Perform a communication test
Communication |communication test had not been |(COM-TEST).
test is not performed although E-RDS is
performed. enabled.

3 [Oxxx 0003 [Server schedule |Blank schedule data have been |Perform and complete a
is not exist received from UGW. communication test (COM-

TEST).

4 [Oxxx 0003 |Communication |Communication test has not Perform and complete a
test is not completed. communication test (COM-
performed TEST).

5 |84xx 0003 |E-RDS switch is [A communication test has been |Set E-RDS switch (E-RDS)
setted OFF attempted with the E-RDS switch [to ON, and then perform a

being OFF. communication test(COM-
TEST).

6 |8600 0002 |Event Processing (event processing) Turn the device OFF/ ON.
8600 0003 |Registration is  |within the device has failed. If the error persists, replace
8600 0101 |Failed the device system software.
8600 0201 (Upgrade)

8600 0305
8600 0306
8600 0401
8600 0403
8600 0414
8600 0415

7 |8700 0306 |SRAM version [Improper value is written in at the |Turn the device OFF/ ON.

unmatch! head of the Main Controller PCB
2 SRAM domain of E-RDS.

8 |8xxx 0004 |Operation is not [Method which E-RDS is not Contact help desk

supported supporting attempted.

ready, try later

confirming network connection,
just after booting up a device in
which the network preparations
are not ready.

2-69

No.| Code Error strings Cause Remedy

9 [8xxx 0101 |Server response | Communication with UGW has Perform and complete a
error (NULL) been successful, but an error of |communication test (COM-

some sort has prevented UGW  |TEST).

from responding.

When (Null) is displayed at the

end of the message, this indicates

that there has been an error in the

HTTPS communication method.

10 |8xxx 0201 |Server schedule [During the communication test, When the error occurs, report
8xxx 0202 |is invalid there has been some kind of error [the details to the support
8xxx 0203 in the schedule values passed section.
8xxx 0204 from UGW. And then, after the UGW
8xxx 0206 side has responded, try the
communication test again.
11 [8xxx 0207 |Internal The schedule data in the inside of [Perform a communication
8xxx 0208 Schedule is E-RDS is not right. test(COM-TEST).
broken

12 |8xxx 0221 |Server specified |Alert filtering error: The number of |Alert filtering is not supported
list is too big elements of the list specified by  |by UGW.

the server is over restriction value.

13 |8xxx 0222 |Server specified |Alert filtering error: Unjust value is |Alert filtering is not supported
list is wrong included in the element of the list |by UGW.

specified by the server.

14 |8xxx 0304 [Device is busy, [The semaphore consumption error|Try again a communication test
try later at the time of a communication after a period of time.

test.

15 |8xxx 2000 [Unknown error [Some other kind of communication|Perform and complete a

error has occurred. communication test (COM-
TEST).

16 [8xxx 2001 |URL Scheme The header of the URL of the Check that the value of URL

error(not https) |registered UGW is not in https of UGW (RGW-ADDRESS) is
format. https://a01.ugwdevice.net/ugw/
agentif010.

17 |8xxx 2002 [URL server A URL different to that specified [Check that the value of URL
specified is by the UGW has been set. of UGW (RGW-ADDRESS) is
illegal https://a01.ugwdevice.net/ugw/

agentif010.

18 [8xxx 2003 |Network is not |Communication attempted without|Check the network

connection, as per the initial
procedures described in the
troubleshooting.

Perform a communication

test (COM-TEST) about 60
seconds later, after turn on the
device.

E Technology > Embedded RDS > Error code and strings
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No.| Code Error strings Cause Remedy
28 [8xxx 2047 |Server response |Due to network congestion, etc., |If this error occurs when the
time out the response from UGW does not [communication test is being
come within the specified time. run, try again after a period of
(HTTPS level time out) time.
29 [8xxx 2048 |Service not There is a mistake in the UGW Check that the value of URL
found URL, and UGW cannot be of UGW (RGW-ADDRESS) is
accessed. (Path is wrong) https://a01.ugwdevice.net/ugw/
agentif010.
30 [8xxx 2052 [URL error The data which is not URL is Check that the value of URL
inputted into URL field. of UGW (RGW-ADDRESS) is
https://a01.ugwdevice.net/ugw/
agentif010.
31 [8xxx 2058 |Unknown error |SOAP Client fails to obtain SOAP |Perform and complete a
Response. communication test (COM-
Possibility of a problem in the TEST).
server or of a temporary problem
in the network load.
32 [8xxx 2063 [SOAP Fault SOAP communication error has |Check that the value of port
occurred. number of UGW (RGW-PORT)
is 443.
33 [xxxx xxxx |Device internal |An internal error, such as memory [Turn the device OFF/ ON.
error unavailable, etc., has occurred Or replace the device system
during a device internal error software. (Upgrade)
phase.
34 |xxxx xxxx [SUSPEND: Internal error occurred at the Turn the device OFF/ ON.

Initialize Failure!

initiating E-RDS.

No.| Code Error strings Cause Remedy

19 |8xxx 2004 |Server response | Communication with UGW has Try again after a period of time.
error been successful, but an error of |Check detailed error code
([Hexadecimal]) |some sort has prevented UGW  |(Hexadecimal) and [Error
[Error detailed in |from responding. details in UGW] from UGW
the UGW] *1 displayed after the message.

20 |8xxx 200A |Server * TCP/IP communication fault Check the network
connection error |+ The IP address of device is not [connection, as per the initial

set. procedures described in the
troubleshooting.

21 [8xxx 200B |Server address |Server address name resolution |Check that the value of URL
resolution error |has failed. of UGW (RGW-ADDRESS) is

https://a01.ugwdevice.net/ugw/
agentif010.

22 |8xxx 2014 |Proxy Could not connect to proxy server |Check proxy server address
connection error |due to improper address. and re-enter as needed.

23 [8xxx 2015 |Proxy address |Could not connect to proxy server |Check that the proxy server
resolution error |due to name resolution error of  |name is correct. If the proxy

proxy address. server name is correct, check
the DNS connection, as per
the initial procedures described
in the troubleshooting.

24 |8xxx 201E |Proxy Proxy authentication is failed. Check the user name and
authentication password required in order to
error login to the proxy, and re-enter

as needed.

25 |8xxx 2028 |Server certificate[* No route certificate installed in |Install the latest device system
error device. software. (Upgrade)

* Certificate other than that
initially registered in the user's
operating environment is
being used, but has not been
registered with the device.

26 |8xxx 2029 |Server certificate| The server certificate verification |Check that the value of URL
verify error error occurred. of UGW (RGW-ADDRESS) is

https://a01.ugwdevice.net/ugw/
agentif010.

27 |8xxx 2046 |Server certificate[* The route certificate registered |Check that the device time and

expired

with the device has expired.

+ Certificate other than that
initially registered in the user’s
operating environment is
being used, but has not been
registered with the device.

* The device time and date is
outside of the certificated period

date are correctly set.

If the device time and date are
correct, upgrade to the latest
system software.

E Technology > Embedded RDS > Error code and strings

*1

[Hexadecimal]: indicates an error code returned from UGW.
[Error details in UGW]: indicates error details returned from UGW.

T-2-22
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B External Cover, Internal
Cover

B Controller System

B Laser Exposure System

B Image Forming System

B Fixing System

B Paper Pickup/Transport/
Output System

B Disassem bly/Assembly



B Disassembly/Assembly > List Of Parts > External View

@ Outline

This chapter describes disassembly and reassembly procedures of the printer.
Note the following precautions when working on the printer.

1. CAUTION: Before disassembling or reassembling the printer, be sure to disconnect its
power cord from the electrical outlet

2. During disassembly, reassembly or transportation of the printer, remove the cartridge if
required.
When the cartridge is out of the printer, put it in a protective bag even in a short period of
time to prevent the adverse effect of light.

3. Reassembling procedures are followed by the reverse of disassembly unless otherwise
specified.

4. Note the length, diameters, and locations of screws as you remove them. When
reassembling the printer, be sure to use them in their original locations.

5. Do not run the printer with any parts removed as a general rule.

6. Ground yourself by touching the metal part of the printer before handling the PCB to
reduce the possibility of damage caused by static electricity.

7. When you replace the part that the rating plate or the product code label is attached, be
sure to remove the rating plate or the product code label and put it to the new part.

B Disassembly/Assembly > List Of Parts > External View

List Of Parts

o External View

-

-

(1]

[12]

(8]

3-2

J

[1] |Auxiliary Tray [11] |Rear Cover

[2] |Multi-purpose Tray [12] |Face-up Output Tray

[3] |Front Cover [13] [Pressure Release Cover
[4] |Open Button [14] [Left Cover

[5] |Upper Cover [15] [USB Host

[6] |Control Panel [16] |USB Device

[7] |Right Cover [17]  [LAN Connector

[8] |Power Switch [18] [Duplex Unit Cover

[9] |Face-down Output Tray Cover [19] |Power Socket

[10] |Paper Cassette

T-3-1

3-2



B Disassembly/Assembly > List Of Parts > List of Main Unit

o List of Main Unit

(7]

B Disassembly/Assembly > List Of Parts > List of Main Unit

No.

Name

Reference

(1]

Fixing Unit

Refer to page 3-25)

(2]

Laser Scanner Unit

(
(Refer to page 3-22)

(3

Registration Unit

(Refer to page 3-23)

[4]

Multi-purpose Separation Pad

(Refer to page 3-29)

(5l

Multi-purpose Pickup Roller

(Refer to page 3-28)

[6]

Transfer Roller

(Refer to page 3-23)

[71

Duplex Drive Unit

(Refer to page 3-20)

(8]

Main Drive Unit

(Refer to page 3-18)

9

Cassette Pickup Roller

(Refer to page 3-27)

(10]

Cassette Separation Pad

(Refer to page 3-28)

1

Duplex Feed Unit

(Refer to page 3-10)

[12]

Control Panel

(Refer to page 3-17)

[13]

Main Controller Board

(Refer to page 3-12)

T-3-2
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B Disassembly/Assembly > List Of Parts > Motor

(2]

No. Name Reference

[1] |Main Motor (Refer to page 3-17)
[2] |Duplex Reversal Solenoid (Refer to page 3-21)
[3] [Main Fan (Refer to page 3-18)
[4] |Cassette Pickup Solenoid (Refer to page 3-20)
[5] |Engine Controller Board (Refer to page 3-14)
[6] |Multi-purpose Solenoid (Refer to page 3-21)

T-3-3

B Disassembly/Assembly > List Of Parts > Motor

3-4
F-3-3

No. Name Main Units Reference

M1 Main Motor - (Refer to page 3-17)

M2 Scanner Motor Laser Scanner Unit (Refer to page 3-22)

FM1 Main Fan - (Refer to page 3-18)

T-3-4
3-4



B Disassembly/Assembly > List Of Parts > Heater / Thermo Switch / Thermistor / Switch

3-5
© Solenoid ) Heater / Thermo Switch / Thermistor / Switch
SL3 H1
/ TP1
/*/
/w/ /
\j\;f/ /
SL2 /
\ SW1001
SW301
SL1
F-3-4 F-3-5

No. Name Main Units Reference No. Name Main Units Reference
SL1  [Multi-purpose Solenoid - (Refer to page 3-21) H1 F?X?”Q Heater : F?X?”Q Un?t -
SL2 |[Cassette Pickup Solenoid |Main Drive Unit  |(Refer to page 3-20) TP1 F!X!”Q Thermg Switch F!X!”Q Un!t -
SL3 |Duplex Reversal Solenoid |- (Refer to page 3-21) TH1 Fixing Thermistor Fixing Unit -
T.3-5 SW1001 |Power Switch - -
SW301 |Door Switch - -

T-3-6
3-5

B Disassembly/Assembly > List Of Parts > Heater / Thermo Switch / Thermistor / Switch



B Disassembly/Assembly > List Of Parts > PCB
O Sensor

PS918

PS917 wgzz
PS912
P8916/////// \\\\

\~

SO

SW1001
PS914
sw3oN/
PS915
F-3-6
No. Name Main Units Reference
PS912 |Top Sensor - -
PS914 |Cassette Paper Sensor - -
PS915 |Manual Tray Detection - -
Sensor
PS916 |Fixing Paper Output Sensor |- -
PS917 |Duplex Reverse Sensor - -
PS918 |Output Tray Full Sensor - -
PS922 |Paper Width Sensor - -
SW1001 [Power Switch - -
SW301 [Door Switch - -
T-3-7

B Disassembly/Assembly > List Of Parts > PCB

3-6

o PCB

Control panel PCB

Connecting PCB

Laser diver pcsé\\ﬂH

~
Main ControllerPC\B — /

Power Supply PCB

Sleep Interface PCB

Engine controller PCB

F-3-7
Name Main Units Reference

Laser Driver PCB Laser Scanner Unit  |(Refer to page

3-22)
Connecting PCB - -
Control Panel PCB - -
All-night power PCB
Engine Controller PCB |- (Refer to page

3-14)
Main Controller PCB - (Refer to page

3-12)
Sleep Interface PCB

T-3-8
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B Disassembly/Assembly > Connector Layout Drawing > Connector List > Internal

Connector Layout Drawing M Internal

O Connector List
M Main Controller PCB

J4 J301 J120
U —lJ
4210
J128
J130 J206 __|
J2107|
] O
J300 J303 J8
H Engin Controller PCB w1
J205 J204 J203 J206 J581 J211 J207 J202 J101 J102 /
N\ — k 2 J120
[l s

FFC

_/I:I J210 J213 J208
J251

—0 J2142
—0 J2141

J302

FT3
FT2

FT1

B Disassembly/Assembly > Connector Layout Drawing > Connector List > Internal



B Disassembly/Assembly > Connector Layout Drawing > Connector List > Internal

J1101

J503 J531

F-3-9

B Disassembly/Assembly > Connector Layout Drawing > Connector List > Internal

J207

J581

J300__|

J301

S
>
J300 L\\ “‘\\\\\J303

J53£/é%71\\ \\Us

J503 531

F-3-10
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B Disassembly/Assembly > External Cover, Internal Cover > Removing the Right Cover

External Cover, Internal Cover o Removing the Right Cover

1)Remove Cassette [1].
o Removing the Left Cover 2)Press Release Button [2] and open Cartridge Door Unit [3].

3-9

1)Remove Cassette [1].
2)Press Release Button [2] and open Cartridge Door Unit [3].

3) Release the 5 claws [1] and remove the Right Cover [2] while opening it in the direction of
the arrow.

F-3-11
3)Remove 2 screw [2] and 3 disengage tab [3] in direction.
4)Remove Left Cover [1] in direction.

F-3-12

BACK VIEW
J

3-9
B Disassembly/Assembly > External Cover, Internal Cover > Removing the Right Cover



B Disassembly/Assembly > External Cover, Internal Cover > Removing the Rear Cover Unit / Duplex Feed Unit

3-10

o Removing the Rear Cover Unit / Duplex Feed Unit 4)Remove Rear Cover Unit [1] together with Duplex Feed Unit [2].
* 2 Boss [3]
Preparations

1)Remove Right Cover.(Refer to page 3-9)

2)Remove Left Cover.(Refer to page 3-9)

Procedure

1)Lift Lever [1] and move Duplex Feed Unit [2] downwards.

Canon

Procedure at installation:
1) Fit the 2 Upper Claw [2] of the Rear Cover Unit [1] With the Upper Cover.

2) Open the Rear Uppe Cover [3] and While Pushing the Duplex Reverse Sensor Flag [4]
Downward, Install the Rear Cover Unit.

CAUTION: N
During reassembly, 2 raise Lever of Duplex Feed Unit and attach Duplex Feed Unit to
Main Unit by using 2 magnet on each side.

2)Open Rear Cover [1].
3)Remove Rear Cover Unit [2] together with Duplex Feed Unit.
* 5 Screw [3]

3-10
B Disassembly/Assembly > External Cover, Internal Cover > Removing the Rear Cover Unit / Duplex Feed Unit



B Disassembly/Assembly > External Cover, Internal Cover > Removing the Cartridge Cover Unit
3-11

o Removing the Upper Cover Unit o Removing the Cartridge Cover Unit

Preparations

1)Remove Right Cover.(Refer to page 3-9)
2)Remove Left Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)

Preparations
1)Remove Right Cover.(Refer to page 3-9)
2)Remove Left Cover.(Refer to page 3-9)

Procedure

1)Close Front Cover [1] and remove Link arm [2].
Procedure

) + 2Tab [3]
1)Remove 5 connector [2] and remove Upper Cover Unit [1].

* 5 Wire Saddles [3]
» 2 Edge Sddles [4]

« 3 Screws [5]

* 1 Screw (bind) [6]

2)Remove Cartridge Cover Unit [1].
* 2 Screw [2]

F-3-14

F-3-13

3-11
B Disassembly/Assembly > External Cover, Internal Cover > Removing the Cartridge Cover Unit



B Disassembly/Assembly > Controller System > Removing the Main Controller Board

3-12
ContrO”eI" System @ Removing the Main Controller Board

Preparations
o Removing the Main Controller Board 1) Remove Left Cover.(Refer to page 3-9)
Procedure
. 1)Remove Controller Cover [1].
Actions before Replacement: - 2 Flat cable [2]
Back up the setting value (refer to the following backup method).

» 2 Connector [3]

* When backup is not possible, the setting data cannot be migrated. « 4 Screw [4]

@ Backup Method

Backup Method Items which can be backed up Refer X6
usB Setting Value (USER MODE, SERVICE MODE, etc)
Expansion ROM for servicing/Sublog Setting Value (USER MODE, SERVICIIE MODE, etc) X4
Board Management Data (Page Counter, Serial No.)

T-3-9
Backup procedure using USB memory
1) Connect the USB memory to the host machine.
2) SERVIVE MODE > FUNCTION GR. > ECONF > EXPORT > ALL > Yes
[4]

Backup procedure using Expansion ROM for servicing/Sublog Board .
Refer to Chapter 5 [Backup/Restoration by Expansion ROM for servicing and Sublog Board]. 2)Remove Main Controller Board [1].

F-3-15
» 2 Flat Cables [2]

* 5 Connectors [3]
* 4 Screws [4]
» 2 Screws [5]

3-12
B Disassembly/Assembly > Controller System > Removing the Main Controller Board



B Disassembly/Assembly > Controller System > Remove the All-Night Power Supply PCB
3-13
o Remove the Duplex Reverse Sensor Unit o Remove the All-Night Power Supply PCB

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)

Preparations
1)Remove Right Cover.(Refer to page 3-9)

Procedure

1) Remove All-Night Power Supply PCB [1].
» 2 Connector [2]

* 1 Screw [3]

Procedure

1) Remove Duplex Reverse Sensor Unit [1].
* 1 Screw [2]
* 1 Connector [3]

F-3-18

3-13
B Disassembly/Assembly > Controller System > Remove the All-Night Power Supply PCB



B Disassembly/Assembly > Controller System > Removing the Engine Controller Board

3-14
o Remove the Power Supply PCB

Preparations
1)Remove Right Cover.(Refer to page 3-9)

o Removing the Engine Controller Board

Preparations
1)Remove Left Cover.(Refer to page 3-9)

2)Remove Right Cover.(Refer to page 3-9)
Procedure 3)Remove Rear Cover Unit.(Refer to page 3-10)
1) Remove Power Supply PCB [1].
« 2 Connectors [2] Procedure
* 1 Screw [3] 1) Remove 6 connectors [3] from harness guide [2].
* 1 Ring Core [4]

2)Remove Feed guide [1].
* 1 Screw [2]

3-14
B Disassembly/Assembly > Controller System > Removing the Engine Controller Board



B Disassembly/Assembly > Controller System > Removing the Engine Controller Board

3-15
3)Remove 7 connectors [1] and Terminal [2]. 5)Disconnect flat cable [1].
6)Disengage harness [3] from 3 harness guide [2].
» 2 Connector [4]
F-3-24
7)Remove 2 screw [1].
3-15

B Disassembly/Assembly > Controller System > Removing the Engine Controller Board



B Disassembly/Assembly > Controller System > Removing the Engine Controller Board
3-16

8)Disengage 2 latch [1] on left and right side of frame, and move Engine Controller Board [2] 9)Pull 1 harness [1] and 1 flat cable [2] out towards the inside.
downwards. 10) Remove Engine Controller Board [3].

F-3-27

F-3-26

3-16
B Disassembly/Assembly > Controller System > Removing the Engine Controller Board



B Disassembly/Assembly > Controller System > Removing the Main Motor
3-17
o Removing the Control Panel Unit o Removing the Main Motor

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Upper Cover Unit.(Refer to page 3-11)

Preparations

1)Remove Left Cover.(Refer to page 3-9)

2)Remove Right Cover.(Refer to page 3-9)

3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Engine Controller Board.(Refer to page 3-14)
Procedure 5)Remove Fixing Unit.(Refer to page 3-25)
1)Disengage harness [2] from guide [1].

Procedure

1)Remove Main Motor [2].

2)Pull Transport Unit [3] towards the front.

F-3-28

3-17
B Disassembly/Assembly > Controller System > Removing the Main Motor



B Disassembly/Assembly > Controller System > Removing the Main Drive Unit

o Removing the Main Fan

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Upper Cover Unit.(Refer to page 3-11)

Procedure

1)Remove grounding spring [1].
2)Remove Main Fan [4].

« 2 screws [2]

« 1 Connector [3]

B Disassembly/Assembly > Controller System > Removing the Main Drive Unit

o Removing the Main Drive Unit

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove All-Night Power PCB.

5)Remove Main Fan Unit.(Refer to page 3-18)
5)Remove Duplex Reverse Sensor Unit.

Procedure

1) Remove the Harnesses [1].
* 1 harness guide [2]

* 5 Connectors [3]

3-18
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B Disassembly/Assembly > Controller System > Removing the Main Drive Unit

2)Remove harnesses from the guide [3].
« 3 Connectors [1]

* 1 Wire Saddle [2]

3)Remove main switch unit [4].

* 1 Screw [2]

4)Remove Link Arm [5].

5)Remove Power Supply PCB Unit [1].
« 1 Connector [2]
* 1 Screw [3]

2

\

F-3-33

B Disassembly/Assembly > Controller System > Removing the Main Drive Unit

3-19

6) Remove Platei [1].
» 2 Screws [2]

7) Remove Limk guide [3] and remove Limk Arm [4]. F-3-34

8) Remove Main Drive Unit [2].
* 4 Screw [1]

CAUTION:
The main drive gears are not fastened to the metal plate. Take care that the gears do
not come apart.

3-19



B Disassembly/Assembly > Controller System > Removing the Cassette Pickup Solenoid

3-20
o Removing the Duplex Drive Unit

Preparations
1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)

o Removing the Cassette Pickup Solenoid

Preparations
1)Remove Right Cover.(Refer to page 3-9)

3)R Rear C Unit.(Refer t 3-10 Procedure
emove Rear Cover Unit.(Refer to page 3-
) . . ( pag ) 1)Remove main switch unit [1].
4)Remove Main Fan Unit.(Refer to page 3-11)
* 1 Screw [2]
Procedure
) _ » 1 Connector [3]
1) Remove Duplex Drive Unit [1].

* 3 Screw [2]

F-3-37
2)Remove Cassette Pickup Solenoid [1].
F-3-36

CAUTION: » 1 Screw (2]
Be sure to install the black gear[2] to the side where a left-direction arrow[1] is marked. * 1 Connector [3]

F-3-38

3-20
B Disassembly/Assembly > Controller System > Removing the Cassette Pickup Solenoid



B Disassembly/Assembly > Controller System > Removing the Duplex Reversal Solenoid

3-21
o Removing the Multi-purpose Solenoid

Preparations

o Removing the Duplex Reversal Solenoid

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Main Fan.(Refer to page 3-18)
5)Remove Duplex Drive Unit.(Refer to page 3-20)

1)Remove Left Cover.(Refer to page 3-9)

Procedure

1)Remove Multi-purpose Solenoid [1].
* 1 Screw [2]

* 1 Connector [3]

* 2 Wire Saddle [4] Procedure

1)Remove Duplex Reversal Solenoid [1].
» 1 Connector [2]
* 1 Screw [3]

F-3-39

3-21
B Disassembly/Assembly > Controller System > Removing the Duplex Reversal Solenoid



B Disassembly/Assembly > Laser Exposure System > Removing the Laser Scanner Unit

3-22
Laser Exposure System SAUTIONG
Do not disassemble the laser scanner unit at a field.
o Removing the Laser Scanner Unit It may cause a malfunction.
Preparations
1)Remove Right Cover.(Refer to page 3-9)
2)Remove Left Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Upper Cover Unit.(Refer to page 3-11)
Procedure
1)Remove Laser Scanner Unit [1].
* 1 Sponge [2]
+ 1 Connector [3] Pz
* 1 Flat cable [4]
* 4 Screw [5]
3-22

B Disassembly/Assembly > Laser Exposure System > Removing the Laser Scanner Unit



B Disassembly/Assembly > Image Forming System > Removing the Registration Unit

3-23
Image Forming System o Removing the Registration Unit

Preparations
o Removing the Transfer Roller 1)Remove Left Cover.(Refer to page 3-9)

2)Remove Right Cover.(Refer to page 3-9)
Procedure .
3)Remove Rear Cover Unit.(Refer to page 3-10)
CAUTION: 4)Remove Upper Cover Unit.(Refer to page 3-11)
When assembling / disassembling the transfer charging roller, hold the shaft or bushing

Procedure
of the transfer charging roller and do not touch the sponge parts.

1)Remove tab [1] and gear [2].

1)Press Release Button [1] and open Front Cover Unit [2].

2)Pinch the Holder [1] and Remove It In the Direction Of the Arrow.
3)Remove the Transfer Roller [2] In the Direction Of the Arrow.

e

2)Lift guide [1] up to remove.
» 2 Hook [2]

3-23
B Disassembly/Assembly > Image Forming System > Removing the Registration Unit



B Disassembly/Assembly > Image Forming System > Removing the Registration Unit
3-24

3)Remove gear cover [3] and Registration Unit [1].
« 5 Screw [2]

F-3-46

3-24
B Disassembly/Assembly > Image Forming System > Removing the Registration Unit



B Disassembly/Assembly > Fixing System > Removing the Fixing Unit

FiXing SyStem Points to Note at Installation:

Fit the Protrusion [2] of the Gear [1] With the Cut-off of the Gear [3] and Install it.
o Removing the Fixing Unit Fit the Cut-off [4] of the Gear [1] With the Teeth of the Fan Gear [5] and Install it.

3-25

Preparations

1)Remove Left Cover.(Refer to page 3-9)
2)Remove Right Cover.(Refer to page 3-9)
3)Remove Rear Cover Unit.(Refer to page 3-10)
4)Remove Duplex Reverse Sensor Unit.

Procedure

CAUTION:

When removing the fixing assembly, perform the operation after the fixing assembly is
surely cooled.

The fixing assembly just after printing may cause burn injury.

1)Close Front Cover and remove 3 gears.

F-3-48

F-3-47
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2) Remove transport guide [1]. 4)Remove Fixing Unit [1].
« 2 harness guide [2] » 3 Connectors [2]
« 5 Connector [3] e 1 Terminal [3]
* 2 Screws [4]
3) Remove Feed guide [1]. F-3-49
* 1 Screw F-3-51
CAUTION:
Do not disassemble the Fixing Unit at a field.
It may cause a malfunction.
F-3-50
F-3-52
3-26
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B Disassembly/Assembly > Paper Pickup/Transport/Output System > Removing the Cassette Pickup Roller
3-27

Paper PiCkU p/TranSport/Output System 3)Rotate left-side bushing [1] in arrow direction.
* 1Tab [2]

(2]

o Removing the Cassette Pickup Roller

CAUTION:
Do not touch the surface of the Cassette Pickup Roller when removing or mounting it.

1)Remove Cassette.
2)Lift Lever [1] and move Duplex Feed Unit [2] downwards. Fa54
4)Remove Cassette Pickup Roller [1] in arrow direction.

(1]

F-3-55
F-3-53
5)Remove 2 Pickup Toller [2] from Cassette Pickup Roller [1].
CAUTION:
During reassembly, 2 raise Lever [1] of Duplex Feed Unit and attach Duplex Feed Unit [3]
to Main Unit by using 2 magnet [2] on each side.
[2]
A
L3
F-3-56
3-27
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3-28
o Removing the Cassette Separation Pad o Removing the Multi-purpose Pickup Roller
CAUTION: CAUTION:
Do not touch the surface of the Cassette Separation Pad when removing or mounting it. Do not touch the surface of the Multi-purpose Pickup Roller when removing or mounting

it.

1)Remove Cassette.

2)Remove Cassette Separation Pad [1]. 1)Press Release Button [1] and open Front Cover Unit [2].
* 2 Screw [2]

F-3-58

F-3-57 2)Open pickup roller cover [1].
3)Open pickup roller holder [2] and remove Multi-purpose Pickup Roller [3].

F-3-59
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o Removing the Multi-purpose Separation Pad

Preparation
1)Removing the Multi-purpose Pickup Roller.(Refer to page 3-28)

Procedure

CAUTION:
Do not touch the surface of the Multi-purpose Separation Pad when removing or
mounting it.

1)Open Front Cover [1].
2)While pushing down the manual tray [1], insert a flatblade screwdriver into the Multi-
purpose Separation Pad [2] clearance and prize it open.

u§

3)Press Release Button [1] and open Front Cover Unit [2].
4)Remove Multi-purpose Separation Pad [3].

B Disassembly/Assembly > Paper Pickup/Transport/Output System > Removing the Multi-purpose Separation Pad

3-29

F-3-61

3-29



Maintenance and
Inspection

B Periodically Replaced
Parts

B Consumable Parts

B Periodical Service

Hl Cleaning

nce and Inspection



Maintenance and Inspection > Cleaning > Cleaning at Service Visit

Periodically Replaced Parts

o Periodically Replaced Parts

« Periodic replacement parts are not required in this printer.

Consumable Parts

o Durables Replaced by the Service Person

* Consumable parts are not required in this printer.

Periodical Service

o Periodical Service

* No periodic services are required to this printer.

Cleaning

o Cleaning at Service Visit

Follow the procedure blow when cleaning the printer during service visit.

Component Cleaning Method

Pickup Roller / Sepalation Pad Wipe With A Lint-free Cloth.

Registration Roller / Registration Wipe With A Lint-Free Cloth.

Arm Unit

Transfer Guide Unit Wipe With A Soft and Dry Flannel Cloth.
Media Feed Belt / Media Feed Wipe With A Lint-Free Cloth.

Guide Unit

Fixing Inlet Guide Wipe With Alcohol Dampened Flannel Cloth.

Do not clean the following components:
* Photosensitive drum
* Transfer roller

T-4-1

n Maintenance and Inspection > Cleaning > Cleaning at Service Visit
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— —
F-4-1
No. Name No. Name
[1] Fixing Inlet Guide [7] Multi-purpose Tray Pickup Roller
[2] |Media Feed Guide [8] Multi-purpose Tray Separation Pad
[3] Photosensitive Drum [9] Cassette Pickup Roller
[4] |Transfer Roller [10] |Cassette Separation Pad
[5] [Transfer Guide Unit [11] |PF Pickup Roller
[6] |[Registration Roller Unit [12] |PF Separation Pad
T-4-2
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B Troubleshooting
B Error Codes

B Service Mode

B Version Upgrade
B Updater

B Debug log

B Backup/Restoration by Expansion ROM for
servicing and Sublog Board

E Troubleshooting



E Troubleshooting > Troubleshooting > Test Pages > Controller-Test page

5-2
Troubleshooting B Controller-Test page
The data for test charts are created in the main controller. If no problem is found on the output
o Test Pages test charts, the cause may lie in the PDL input or the reader.
Printing test pages helps determine if the printer is functioning.
NOTE: Method to display the test print
CAUTION: It appears in the menu by pressing [Status Monitor/Cancel key] + [Utility]
There are two types of test pages: engine-test page and Main Controller-test page. Print simultaneously.
a test page to make sure the printer engine and the Main Controller are functioning.
Test Print  |Pattarn image check item
. ) Right angle accuracy
[ | Englne-test page £ (Grid chart Straight line accuracy
D Print "E" in the entire
There are two types of engine-test pages simplex print and duplex print. area. B
The followings can be checked.
Simol int » Firmware version
a. simpiex prin D1 -- » Service counter
Open and close the cartridge door three times continuously within 2 seconds during the . PDL mode counter
standby period. The engine-test page should have a test print pattern on one side of media »_Service mode setting value
as shown below. | Solid black Transfer failure, White line, Margin
J Halftone (dark) Transfer failure, Black line, White line, Margin
b. Duplex print K Halftone (light) Transfer failure, Black line, White line, Margin
’ . Right angle accuracy
Open and close the cartridge door five times continuously within 2 seconds during the L Grid chart Straight line accuracy
standby period. The engine-test page should have a test print pattern on both sides of media X Halftone/Grid chart |n9nt angle accuracy
as shown below Straight line accuracy
' z Solid white Fogging
AW -- Print details of various service counters.
BH -- Print product information.
T-5-1
F5-1
5-2
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5-3
Device Log List : -
o o Adjustment of Fixing System
Print jam and error logs.
M Nip-width specifications
NOTE: Method to display the test print N - - . C . N
It appears in the menu by pressing [Status Monitor/Cancel key] + [Utility] The nip-width of the fixing unit is not adjustable in this printer, however the improper nip-width

simultaneously. may cause the poor fixing.
Follow the procedures below to check the nip width.

Jam log fist Purposs of use 1)Prepare an all-black print of letter size that is printed with the cartridge for this printer
Logt Print 5 logs at a maximum. beforevisiting the user.
Log2 Jam log list stored in the controller 2)Load the printed sheet facing UP in the printer cassette.
Print 5 qus at a maximum. 3)Open the face-up cover.
Log3 Error log list . .
- [Alarm Tog list 4)Print a Testprint Z.
9 Since there is no alarm code for this machine, alarm log list is not printed. 5)Measure the width of the glossy band across the paper and check if it meets the

T-5-2 requirements below:
6) Turn off the power switch when the leading edge of media comes out of the face-up
delivery slot.Wait for 20 seconds and turn on the power switch. Then open the jam removal
cover and pullthe paper out.

» Center (a): 6 to 9 mm
* Left (b): 6to 9 mm
* Right (c): 6 to 9 mm

\ [
G
? 15mm
Media feed direction
<:| a ‘ ‘ Centerlof
letter sized paper
# 15mm
b
| A\

F-5-2
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Error Codes

E Troubleshooting > Error Codes > Error Code Details

o Error Code Details

E
Code

Detall
Code

ltem

Description

E000

0000

Title

Error in temperature rising of Fixing Assembly

Detection description

Temperature of the Fixing Assembly did not reach a certain
temperature within the specified period of time.

Remedy

1. Check the connection of connectors between the Fixing
Assembly and the Engine Controller PCB.

2. If the connector at the Fixing Assembly side does not have
induction while the assembly is removed, replace the assembly.
3. Replace the Engine Controller PCB.

E001

0000

Title

Abnormal high temperature of Fixing Assembly

Detection description

It was detected that the temperature of the Fixing Assembly was
abnormally high.

Remedy

1. Check the connection of connectors between the Fixing
Assembly and the Engine Controller PCB.

2. If the connector at the Fixing Assembly side does not have
induction while the assembly is removed, replace the assembly.
3. Replace the Engine Controller PCB.

E003

0000

Title

Abnormal low temperature of Fixing Assembly

Detection description

After Heater turns on, Main Thermistor
detected a temperature of 120 deg C or lower for more than 20
seconds.

Remedy

1. Check the connection of connectors between the Fixing
Assembly and the Engine Controller PCB.

2. If the connector at the Fixing Assembly side does not have
induction while the assembly is removed, replace the assembly.
3. Replace the Engine Controller PCB.

E004

0000

Title

Error in fixing power supply drive circuit

Detection description

Error in either the Fixing Heater or the Main Motor

Remedy

1. Check the connection of connectors between the Fixing
Assembly and the Engine Controller PCB.

2. If the connector at the Fixing Assembly side does not have
induction while the assembly is removed, replace the assembly.
3. Reconnect the connector on the Main Motor.

4. Replace the Main Motor.

5. Replace the Engine Controller PCB.

5-4
E [Detall Item Description
Code|Code
EO6F |0068 |Title EEPROM communication error
Detection description| EEPROM communication error
Remedy 1. Reconnect the connector on the Engine Contoroller PCB.
2. Replace the Engine Contoroller PCB.
E100 |0000 |Title Laser Scanner error
Detection description|Error is detected in the Laser Scanner or the Scanner Motor.
Remedy 1. Reconnect the connector on Laser Scanner Unit.
2. Replace the Laser Scanner Unit.
E245 (2012 (Title System error
Detection description|System error
Remedy Contact the service company office
E245 2022 |Title System error
Detection description|System error
Remedy Contact the service company office
E247 (0002 (Title System error
Detection description|System error
Remedy Contact the service company office
E247 |0003 |Title System error
Detection description|System error
Remedy Contact the service company office
E247 (0004 (Title System error
Detection description|System error
Remedy Contact the service company office
E602 |0002 |Title Firmware error
Detection description|Bootable load failure
Remedy 1. Install the set of the controller firmware.
2. Replace the Main Controller PCB.
E602 (0008 [Title Memory area in the flash is depleted.

Detection description

Remaining memory area in the flash is small.

Remedy

* Turning OFF and then ON the main power stops the error code
to be displayed, but the continuous use causes the memory area
in the flash to be completely lost or causes symptoms as such
as machine freeze.

1. Turning OFF and then ON the main power stops the error
code to be displayed.

2. Export user information.

3. Replace the Main Controller PCB.

4. Import user information.

EO014

0000

Title

Main motor error

Detection description

Main motor failure is detected.

Remedy

1. Reconnect the connector on the Main Motor.
2. Replace the Main Motor.

E Troubleshooting > Error Codes > Error Code Details
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Code

Detail
Code

ltem

Description

E602

0009

Title

MEAP cannot be started.

Detection description

MEAP cannot be started due to an error caused by invalid power
down.

Remedy

Select Function.gr > MEAP > MEAP FUNCTION = ON, and turn
OFF and then ON the main power.

* Since the installed MEAP application and its management
information are all cleared after reboot, MEAP needs to be
reinstalled.

E602

1102

Title

File system could not be initialized normally (MEAP-related).

Detection description

File system could not be initialized normally (MEAP-related).

Remedy

Turning OFF and then ON the main power executes auto
recovery.

Since E616-0001 may be displayed in some cases, execute the
remedy for E616-0001.

* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.

E602

1112

Title

Device access error (MEAP-related).

Detection description

Device access error (MEAP-related).

Remedy

Turning OFF and then ON the main power executes auto
recovery.

Since E616-0001 may be displayed in some cases, execute the
remedy for E616-0001.

* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.

E602

1113

Title

Device access error (MEAP-related).

Detection description

Device access error (MEAP-related).

Remedy

Turning OFF and then ON the main power executes auto
recovery.

Since E616-0001 may be displayed in some cases, execute the
remedy for E616-0001.

* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.

E602

1302

Title

File system could not be initialized normally.

Detection description

File system could not be initialized normally.

Remedy

Turning OFF and then ON the main power executes auto
recovery.

* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.

E602

1312

Title

Device access error

Detection description

Device access error

Remedy

Turning OFF and then ON the main power executes auto
recovery.

* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.

E Troubleshooting > Error Codes > Error Code Details
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E |Detail Item Description
Code|Code
E602 (1313 [Title Device access error
Detection description|Device access error
Remedy Turning OFF and then ON the main power executes auto
recovery.
* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.
E602 (1602 |Title File system could not be initialized normally (CDS-related).
Detection description|File system could not be initialized normally (CDS-related).
Remedy Turning OFF and then ON the main power executes auto
recovery.
* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.
E602 |1612 (Title Device access error (CDS-related).
Detection description|Device access error (CDS-related).
Remedy Turning OFF and then ON the main power executes auto
recovery.
* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.
E602 |1613 [Title Device access error (CDS-related).
Detection description|Device access error (CDS-related).
Remedy Turning OFF and then ON the main power executes auto
recovery.
* When this error occurs, the firmware downloaded by the CDS
Updator will be lost.
E604 |0000 (Title Lack of memory capacity
Detection description|Lack of memory capacity
Remedy Check the memory capacity of ROM mounted on the Main
Controller.
E604 |0001 (Title Memory error
Detection description|Failed to allocate the memory required to start PDL.
Remedy Check the installed memory, remove and then install the
memory, and replace the memory.
E616 |0001 (Title MEAP application is lost.
Detection description| MEAP application is lost.
Remedy Select Function.gr > MEAP > MEAP FUNCTION = ON, and turn
OFF and then ON the main power.
* The setting is switched to the following after reboot.
Initial screen setting: Native
MEAP authentication: Off
USB-Host setting: Native
CDS-related: Off
E616 |0002 (Title System error

Detection description

System error

Remedy

Execute Setup > Initialize Panel Setting to initialize NVRAM.

5-5
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E |Detail Item Description
Code|Code
E744 11000 (Title Firmware error
Detection description|Mismatch of the model for which the firmware was downloaded
is detected.
Remedy Install the firmware according to the model.
E744 |1100 (Title System error
Detection description|System error
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E748 |2012 |Title System error
Detection description|System error
Remedy Contact the service company office
E760 (0000 [Title Firmware error
Detection description|{An error due to the controller software occurred so that print
could not be proceeded.
Remedy Due to firmware error, the possibility of solving the error by
replacing the Main Controller PCB is low.
Check the downloaded firmware again.
E805 (0000 [Title Main Fan error
Detection description|Main Fan failure is detected.
Remedy 1. Check the Main Fan or the connector.
2. Replace the Main Fan
3. Replace the Main Controller PCB.
E808 |0001 (Title Failure detection of Low Voltage Power Supply PCB

Detection description

Failure detection of Low Voltage Power Supply PCB

Remedy

1. Check the connection of the Engine Controller or the
connector.
2. Replace the Engine Controller PCB.

E |Detail Item Description
Code|Code
E730 |100A (Title System error
Detection description|System error
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E730 |C000 (Title An error, such as failure in memory retrieval at initialization,
occurred.
Detection description|An error, such as failure in memory retrieval at initialization,
occurred.
Remedy Turning OFF and then ON the main power executes auto
recovery.
E730 [C001 [Title An error occurred when accessing the controller.
Detection description|An error occurred when accessing the controller.
Remedy Turning OFF and then ON the main power executes auto
recovery.
E730 |D000 (Title An error, such as failure in memory retrieval at initialization,
occurred.
Detection description|An error, such as failure in memory retrieval at initialization,
occurred.
Remedy Turning OFF and then ON the main power executes auto
recovery.
E730 |D001 (Title System error
Detection description|System error
Remedy Turning OFF and then ON the main power executes auto
recovery.
E733 (0000 [Title Printer communication error
Detection description|Communication error at initial communication, and packet error
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E733 (0001 |Title Printer communication error
Detection description| Communication error occurred after normal startup.
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E733 (0004 |Title Printer communication error
Detection description|Command error
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E733 (0006 |Title Printer communication error
Detection description|An unknown communication error
Remedy 1. Turn OFF and then ON the main power.
2. Replace the Main Controller PCB.
E740 |0002 |Title Detected the injustice of the Mac address

Detection description

Detected the injustice of the Mac address

Remedy

1. Check the Mac address.
2. Replace the Main Controller PCB.

E Troubleshooting > Error Codes > Error Code Details

T-5-3

5-6



o Jam Codes

E Troubleshooting > Error Codes > Jam Codes

Jam Code Cause Jam Position
High Order | Low Order

84 Paper feed delay jam 1 —

88 Paper feed retention jam 1 |-

8C Fixing output delay jam 1 —

90 Fixing output retention jam 1 |—

94 Internal paper jam 1 -

98 Door open jam 1 —

9C Wind-up jam 1 —

AO Reversal unit jam 1 —

A1 Reversal unit jam 2 —
00 — Unknown area
01 — Feed slot 1 — resist position area
02 - Feed slot 2 — resist position area
03 — Feed slot 3 — resist position area
07 — Resist position — cartridge area
08 - Cartridge — fixing roller area
09 — Fixing unit roller — paper output unit area
0C — Duplex reverse unit and adjacent area
0D - Duplex Feed unit and adjacent area
OE - Duplex reload unit and adjacent area

T-5-4
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ltem

Description

USB-H

To set to enable/disable the USB host function.
By turning ON the host function, USB memory can be used.

(Note) Points to note when pulling out the USB memory

+ Be sure to pull out the USB memory after turning USB-H to OFF because the USB
memory is in the connected state when USB-H is ON.

+ Pulling out the USB memory while it is being accessed causes an error.

ON: Use the USB host function. (* default)
OFF: Do not use the USB host function.

SUBLOG
TO USB

To output sublog to the USB memory.
It can be used regardless of the USB-H setting.

(Note)

It cannot be executed more than 2 times consecutively. Since automatic recording of
sublog can no longer be performed when executed once, be sure to turn OFF and then
ON the main power after execution.

B ADJUST GR.

Item Description Setting Range
ENGINE To execute density correction by setting the developing 0'to 15
DENSITY CORR. |bias on the engine side.

SUBTLE To adjust fine density at 1200pdi. -1,0"1
DENSITY CORR.
T-5-5
Hl OPTION GR.
ltem Description
B4-L-CNT Not use
SCT-ALL-CLR To set whether clearing of all counts can be executed from the “Dept ID
control setting” screen of RUI.
ON: Clearing of all counts can be executed.
OFF: Clearing of all counts cannot be executed.
SCT-IDV-CLR To set whether clearing of counts can be executed from the “Dept
editing” screen of RUI.
ON: Clearing of counts can be executed.
OFF: Clearing of counts cannot be executed.
PS-MODE For R&D
COUNTER-SW To switch the counter.

MODEL1: Setting value 1
MODEL2: Setting value 2

TONEROUTCONT.PRINT

Not use

T-5-6

M FUNCTION GR.

MEAP

MEAP-PN |To specify the port number of MEAP HTTP.

MEAP-SSL |To specify the port number of MEAP HTTPS.

CDS-MEAP|To set whether to permit the user administrator to install MEAP application

CDS-FIRM [To set whether to permit the user administrator to update firmware

CDS-UGW [To set whether to permit firmware update from UGW

CDS-LVUP [To set whether to permit service technician or user administrator to use
the periodical update function.

CDS-CTL |ltis a menu to switch countries for obtaining firmware via CDS.
Use this item to switch countries when obtaining firmware from another

country due to the distance to the location server.

MEAP Use this item when “E602-0009” occurs.

FUNCTION It is a menu to clear the error code and recover MEAP.
ON: Recover MEAP.

OFF: Do not recover MEAP. (default)

ltem

Description

ECONF

EXPORT

To export device setting data in the following priority order.
USB memory > SD card > RAM

GENERAL |Whether to set items whose device settings do not depend
on the PCB, but can be performed commonly within the same
device as the target

DDNSINTY

To change DDNS periodical update interval.

0: Do not perform periodical update.

1to 48: 1 to 48 hours (default value: 24)

[Description of terminology]

DDNS (Dynamic Domain Name System): A system to dynamically register and
manage the IP addresses which are dynamically allocated and their host names

DEPEND |Whether to set items whose device settings change

depending on the PCB as the target

SECURITY|Whether to set items related to security as the target

ALL Whether to set all items exported in GENERAL/DEPEND/
SECURITY as the target

IMPORT

To import device setting data in the following priority order
USB memory > SD card > RAM

E Troubleshooting > Service Mode

IPMTU

To change MTU size of network packet.

Use this item when performing communications between locations (such as SEND)
connected with Ethernet in a field environment where MTU black hole problem occurs
1t0 10

[Description of terminology]

MTU: A unit of transmission showing the maximum value of data which can be sent per
1 transfer (1 frame) in a network

MTU black hole: A problem which occurs when ICMP packet is being filtered by
firewall, etc. (Since the message does not reach the sender, the sender is not aware of
the packet being lost, which then results in time-out.)

PDL Z Logic

Not use

T-5-7
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Bl LOG GR.
ltem Description
SYSTEM LOG |[To set whether to use the system log function.
ON: Use the system log function.
OFF: Do not use the system log function.
SUBLOG FTP  [To obtain sublog without using the serial console.
GET For details on how to obtain sublog, refer to Chapter 5 “Debug Log”.
* This item can only be executed when no job is in progress.
LOGGING To set whether to use the “Logging Utility” function in the utility menu.
UTILITY ON: Use the logging utility function.
OFF: Do not use the logging utility function.
DEBUGLOG- To set whether to perform sublog auto output when error code/exception/service
SW call occurs.
ON: Output automatically.
OFF: Do not output automatically.
m Basic procedure:
e In the case of manual setting by service technicians (LUI)
1) Insert the USB memory.
2) Set the service switch [USB-H] to ON.
3) Set the service switch [DEBUGLOG-SW] to ON.
4) After an error occurs, record the debug log from the menu (LUI) to the USB
memory.
5) Turn OFF and then ON the device power.
e In the case of remote setting from RDS
1) Insert the USB memory.
2) Set the service switch [DEBUGLOG-SW] to ON from RDS.
3) After an error occurs, record the debug log to the USB memory.
4) Turn OFF and then ON the power.
T-5-8
Bl PANEL GR
ltem Description
PANEL LOCK |To perform access restriction for each key on the Control Panel.
ON: Enable the panel lock function.
OFF: Disable the panel lock function.
T-5-9
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M F/W UPDATE GR.
ltem Description
USB To upgrade all firmware using the USB.
NETWORK |To upgrade all firmware via network.
USB STRAGE [To update the host machine to the firmware stored in the USB.
ALL: All firmware
CONT: Controller firmware
BOQOT: Startup firmware
ROM: Firmware for control ROM
DCON: Engine firmware
CDSs Firmware auto/manual update function by MEAP application (updater).
ON: Update automatically/manually.
OFF: Do not update automatically/manually.
Update procedure is as follows.
1. Start MEAP (Updater).
2. The Updater downloads the firmware via network.
3. The Updater calls the program, and interrupts job input or user operation.
4. The Updater decompress the firmware.
5. The Updater calls the program and instructs to reboot.
6. The machine reboots, and the new firmware starts operation.
Before executing this menu, service technicians should perform up to step 2.
T-5-10
B NETWORK GR.
ltem Description
DNSTRANS To determine priority order of the protocol (IPv4/IPv6) to be used for DNS
query.
IPV4, IPV 6 (default)
FTP SYSLOG To set the function to obtain various system log files.
ON: Obtain the function.
OFF: Do not obtain the function.
JOB SERIALIZE To set connection serialize function.
ON: Use the function.
OFF: Do not use. the function.
BUFFER LIMIT To clear the buffer acquisition limit of PSS.
ON: Clear the buffer acquisition limit.
OFF: Limit the buffer acquisition.
5-9
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ltem Description
E-RDS E-RDS ON: Use Embedded-RDS.

SWITCH OFF: Do not use Embedded-RDS.

RGW- To check and set the server URL. Use the “up, down, left and

ADDRESS |right keys, Job Status/Cancel key and Feeder selection key” to
enter URL, and “OK key” to determine it.

“|” is displayed at the end of the character string. The number
of characters which can be entered is 128.

The default value is the server URL.

Characters which can be set are as follows.
01233456789ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghij
kimnopgrstuvwxyz!"#$%&'()*+,-./;;<=>?@[¥]"_{|}~

(Note)

If “ugwdevice.net/” is not included in the character string when
entering an URL, it is judged as an authentication error and an
error message is displayed.

RGW-PORT |To set the port number of the server.

COM-TEST [To execute a communication test, and display the result.

COM-LOG [To display the detail of the communication test result.
Communication with the server is attempted, and the time,
error codes and error information at error occurrence up to
the present date are displayed. Maximum of 5 logs are saved,
and the latest log is displayed. Error information is 130 byte
maximum.

CLEAR To clear the schedule information, alarm error and filtering
information besides the eRDS setting value in service mode by
executing this item.

CA-KEY CLEAR To change CA certificate to the default by executing this item
and turning ON and then OFF the power.
TCP DELAYED ACK|ON: Enable ACK delay function of TCP.

OFF: Disable ACK delay function of TCP.

[Remarks]

ACK: Text sent by the reception side to the sending side to notify that

reception was performed correctly.

WOLtrans To set recovery from sleep mode.

1: Recover from sleep by WSD, and do not recover from sleep by the old utility
using the broadcast packet. (default)

2: Recover from sleep by WSD, and do not have the function to recover from
sleep by the old utility using the SNMP search broadcast packet.

3. Enable recovery from sleep by the old utility, and do not recover from sleep
by WSD.

[Description of terminology]

WSD (Web services on devices): A protocol to easily set up connection and
use of various devices connected to the network

5-10
ltem Description
SLEEP ADVERTISE |SWITCH To set whether to use the sleep notification.
ON: Notify sleep.
OFF: Do not notify sleep.
PORT To set the port number as the destination of sleep notification.
Setting value: 1 to 65535 Default value: 11427
TTL To set the number of routers which can send sleep notification
messages.
Setting value: 0 to 254 Default value: 3
INTERVAL (To set the notification interval (seconds) of sleep notification.
Setting value: 60 to 65535 Default value: 600
PROXYRES To set proxy response function.
ON*: Perform proxy response.
OFF: Do not perform a proxy response.
IPSEC SETTING IKERETRY (To set the IKE retry times.

0 to 3 (default 1)

IKEINTVL

To set the IKE retry interval (seconds).
1 to 30 (default value: 5)

SPDALDEL

To set whether to initialize the device at next startup.

Be sure to return this value to “0” after initialization is completed.
0: Initialize the device.

1: Do not initialize the device.

IPSDEBLY

Since IPsec operates by a different process from the main
program, log information is not kept in the Sublog Board.
Therefore, change the value when obtaining the IPsec log.

The setting is enabled after restart, and this value becomes “0”
internally after restart.

When this log is enabled, a file named “/APL_LOG/ipsec/
ipseclog.txt” is generated, in which the log information is stored.
However, this file is cleared when turning ON and then OFF the
power.

0: Do not keep logs.

1to 3: Log level 1 to 3, fatal error information

4 to 6: Log level 4 to 6, warning information

7: Log level 7, important log information

8 to 10: Log level 8, all logs

E Troubleshooting > Service Mode
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Description

PFW SETTING

ILOGKEEP

The time is saved when an address is blocked by packet
filtering. The log is not notified to Ul when an access is made
from the same address within the specified period of time.

The specified period of time mentioned above can be set.

0: 1 minute 1: 1 hour, 2: 2 hours, 3: 3 hours, ... 47: 47 hours, 48:
48 hours

Restart is necessary to reflect the setting.

ILOGMODE

Since packet filtering becomes enabled for all protocols, it
blocks packets not related to this machine, for which logs can be
kept.

Therefore, logs of devices which are not malicious are kept as
well, causing the log volume to become large. Use this item for
users who want to keep logs precisely.

0: Keep unicast to the own machine only. (default)

1: Keep all filter logs.

IPTBROAD

Transmission to IPv4 multicast address, broadcast address and
subnet broadcast address is allowed even if the default policy is
set to “Reject” in the IPv4 transmission setting.

In addition, IPv6 multicast address transmission is allowed even
if the default policy is set to “Reject” in the IPv6 transmission
setting.

When setting to reject multicast transmission also, the setting
can be changed by switching the service mode value.

0: Allow multicast transmission. (default value)

1: Reject multicast address transmission when the transmission
default policy is set to “Reject”.

2 to 10: Not used

T-5-11
Hl SP.ADMIN.MODE
Item Description Setting Range
MAINTENANCE C. | Not use —
T-5-12

E Troubleshooting > Service Mode
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Version Upgrade
o Overview

M Overview of Version Upgrade

1. Download via the user support tool (hereinafter referred to as “UST”)

The system software is downloaded from a PC connected with the machine by a USB cable.

2. Only LBP6680 (LBP3480 in the US), download via Contents Delivery System (hereinafter
referred to as “CDS”)

Download the system software directly to the machine from CDS via Internet.

—| Host Machine :
Write the
Internet firmware
| Restart ]
I Firmware I

IAutomaticaIIy restarted I

UST :>
| |

Firmware

Firmware

Temporary Memory Space

7

Activate the machine with the

‘ new firmware version
CDS / ; ll .:tl
Firmware
Only LBP6680

F-5-3

5-12
B Checking the Version

In order to check the model name and the version, it is necessary to output a status print.
1) Utility Menu > Configuration Page

Utility Menu

Check Counter

Configuration Page
Network Status Print
IPSec Policy List

F-5-4
2) Check the printed status. You can upgrade the machine when the downloaded UST is later
than the machine's version.

]

R1.20 means the version of BOOTABLE in the main controller.
B28.32 means the version of BOOTROM in the main controller.

5-12
E Troubleshooting > Version Upgrade > Overview > Checking the Version
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O Version Upgrade Using UST

Firmware

USB cable
F-5-5
Firmware Confuguration
Firmware Function Storage area
BOOTROM Startup of the main controller  |Main controller PCB
BOOTABLE Overall control Main controller PCB
T-5-13

A number of firmware may be less than the above depending on the UST version.

B Preparation

Necessary System Environment
» OS (Any of the following)
» Microsoft Windows 2000 Server/Professional Edition
* Microsoft Windows XP Professional/Home Edition*
» Microsoft Windows Server 2003 Edition*
* Microsoft Windows Server 2008 Edition*
* Microsoft Windows Vista*
* Microsoft Windows 7*
* Mac OS X 10.4.x
* Mac OS X 10.5 and later
* . 32-bit /64-bit processor version available

» The OS listed above operates.

* Memory (RAM): 128MB or greater

» Hard disk: 100MB or greater

» Display: Resolution 640 x 480 pixel or greater, 256-color or greater
* Equipped with USB port

» UST file* of this machine
* : Download the file from website. (It differs depending on the sales company.)

» USB cable (USB1.1/2.0)

Before Downloading the System Software

1) Start up the PC.

2) Connect the host machine and the PC with a USB cable.

3) Turn on the host machine, and place it in the standby status.

E Troubleshooting > Version Upgrade > Version Upgrade Using UST > Preparation
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B Downloading the Firmware

1) Select Setup > User Maintenance > Update Firmware

2) Select [USB].

3) Select [Yes].

User Maintenance

Substitute Size
Special Print Mode A
Special Print Mode
Update Firmware

5) Carrying out the file of UST in the connected PC side.

F-5-6
Update Firmware
USB
Network
F-5-7
Execute?
No
Yes
F-5-8

5-14

4) A reset starts and [UPDATEMODE READY] is displayed.

UPDATEMODE READY

F-5-9

F-5-10

Thiz software program updates the firmware of devices such as printers.
To start preparing for update, click [Mext].

Target device name:  LBPEES0/3480

Firmware information:

Type | Update to
BOOTAELE R1.20
BOOTROM B2B.32

Uzer Support Tool Wersion 1.4.3 Cancel |

F-5-11

5-14
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7) Click the "Next" button. 9) Click the "Start" button.

Update preparation Confirm update details

@8 Before you start updating the firmware, check the following: Swaitch to the update mode in the target device to enable
J firmware update.
‘ This software program will update the firmware of the selected

- Turm on the device. dewice with the follawing detailz. Check the details.

- Securely connect the USE cable or network cable to the device.
- If the device and the computer are connected by the USE cable,
finizh the setup to enable the device befare updating. Target device: [USE connected device]

Part narne: LUSEOM

Click [Start] to update.

Cancel | i Cancel

F-5-12 F-5-14
8) Select the USB connection device, and click the "Next" button. 10) When the warning screen is displayed, click the "Yes" button.

Warning

Select device

Update cannot be stopped once it starts. Do you want to start update
now?

Make sure not to perform any of the following operations during the
% Specify by printer name update.

- Turn off the target device or unplug its power plug.

- Unplug the connection cable between this computer and the target
LUSEODT device,

Select a printer name from the following list, or enter the P address to select the
device to update.

F-5-15

” Specify by |P addiess

< Back || Cancel |

E Troubleshooting > Version Upgrade > Version Upgrade Using UST > Downloading the Firmware
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5-16
Then start downloading.
Updating firmweare. Please wait....
— Make zure not ta perform any of the following operations.
- Turn off the target device or unplug its power plug.
- Unplug the connection cable between this computer and
the target device.
Connecting to the device...
I
F-5-16
Note:
"DOWNLOADING XX%" and "UPDATING XX%" are displayed in the display of the host
machine during downloading. (XX shows the progress degree.)
11) When downloading is completed, click the "OK" button.
The host machine automatically restarts up
F-5-17
12) Perform Configuration Page print via the user mode, and make sure that the firmware
version matches the information written down in Procedure 2).
Utility Menu > Configuration Page
5-16
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Updater

o Overview

Bl Outline

Updater provides functions that enable network communication with Content Delivery System
V1.0 (hereinafter CDS) to install firmware, MEAP applications and system options.

* Firmware Installation
Updater function enables users to distribute firmware through CDS via Internet. Particularly
on e-Maintenance/UGW (called NETEYE in Japan)-enabled devices, firmware can be
updated remotely, which effectively slashes costs incurred in field services.

* MEAP Application
By linking devices to CDS and License Management System (providing the function to
manage licenses; hereinafter LMS), applications can be installed in devices via Updater.

Caution:
LBP6670 non-supports CDS.

Installing Firmware
With link to Updater, service technicians provide firmware install services in the following 3

methods.
Download Und Downloadable Firmware Versions
Distribution Method Commanded p _a e Previous | Current Newer
Timing
by: Ver Ver Ver
a. UGW-linked Download / Update uGw Auto No Yes Yes*1
(Full-remote update)
b. UGW-linked Download uGw Manual Yes Yes Yes
(Remote Distribution / Update)
c. Update via SST SST - Yes Yes Yes

*1:You can select the version allowed Remote Update. T-5-14

E Troubleshooting > Updater > Overview > Outline
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a. UGW-linked Download and Update (Full-Remote Update)
If the device is linked to UGW and the distribution schedule and update setting are
registered on UGW in advance, full remote firmware update is available. Upon downloaded
from CDS, the firmware is updated on the device.

Sales Company

1) Set up customers,
| Partner

device types, distribution
schedule and the

command for download @
A—

UGW Operator

3) Give a firmware distribution
command to e-RDS.

2) Notify distribution
e-RDS information to CDS.
—

4) Download
r firmware

LBP6680 5) Writing process is
LBP3480 automatically started upon
download completed.

Canon Inc.

Firmware Upload

F-5-18
b. UGW-linked Download (Remote Distribution / Update)
If the device is linked to UGW and the distribution schedule is registered on UGW in
advance, firmware can be distributed to the device before a service technician actually
visits the customer site. This allows the service technician to update the firmware manually
immediately after completing device inspection.

Sales Company

1) Set up customers,
I Partner

uew device types, distribution
schedule and the

command for download
Jommand for downoad &

UGW Operator

3) Give a firmware distribution
command to e-RDS.

2) Notify distribution
e-RDS information to CDS.

‘\r ? 4) Download ~ / CDS

firmware

LBP6680 @ -
LBP3480 5) Writing process is started by

Service yanually executing Updater.
Technician

Canon Inc.

Firmwarg Firmware Upload

F-5-19
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B System Configuration

The figure below schematically shows the system configuration.

........... . MEAP application
‘ mmn E Dealer l [ mmm Lms Manual
User < @ 00t
License Q/Iar:jual
Access No. eadme

Application/License E.
4 F|rmwalre l i E Bsiness E
1 Group
uGw :'
. o H
Service Command for Firmware Distribution E’ QA
Technician e T et
Canon Inc.

F-5-20
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M List of Functions

The matrix below shows the list of functions provided by Updater.

Catego Function Remote | UGW-
e/ ul linked
Checking firmware compatibility - Yes
Checking special firmware - Yes
Checking latest firmware
) Yes -
version
Registering/deleting firmware Yes )
distribution schedule
Qonflrmlng and downloading Yes Yes
firmware
Firmware Updating downloaded firmware Yes -
Cancelling downloaded
) Yes -
firmware
Acquiring firmware distribution
information registered from - Yes
UGw
Notlfylng firmware version ) Yes
information
Periodical update - -
Inquiring license for MEAP Yes )
MEAP application/ |application option
system option Installing MEAP application / Yes )
system option
Settings Yes* -
System Testing communications Yes -
Management Displaying update logs Yes -
Displaying system logs Yes -
Internal system Notifying internal system error
e P Yes Yes
error notification occurrence to distribution server
T-5-15

*Remote Ul's Service Mode

5-18
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M Distribution Flow

Firmware Installation Flow
Service technicians provide firmware install services in the following 4 methods.

a: UGW-linked download and update
b: UGW-linked download
c: Update via SST

ey
1
I:I : Operator of each company 1 1 User operation
1

Firmware
Market Release

l : I C l
Distribution

Setting to UGW
(UGW-linked)*1

Firmware acquisition

\ 4 N , v
1 Distribution setting & 1
1 Download 1 X
Automatic download I ViaUsermode ' | Download via SST
(Remote Ul)

1
Apply (Update) 1 Apply (Update) 1
Via Service mode ™ Via User mode !

(Local UI) (Remote Ul) :

Automatic update Update via SST

F-5-21
*1: Schedules for UGW-linked distribution are maintained on CDS.

E Troubleshooting > Updater > Overview > Distribution Flow

MEAP Application Installation Flow

: : Operator of each company :
L

Application
Market Release

v

License Access

Number Acquisition|

(packaged with the
product)

application
Via User mode
(Remote Ul)

]

Device Serial No.
Acquisition
(from the device)

MEAP application installation method using service mode is not provided.
Be sure to use the user mode to install.

1
1 : User operation
]

—

License File
Acquisition
(from LMS)

\ MEAP Appiication ;

Manual Install
Via User mode
(Remote Ul)

5-19
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M Limitations and Cautions

@ Limitations

Changing Date/Time on Device

When a user changes the date/time setting on the device (including change of the setting
according to daylight saving time), the firmware distribution may not be performed as
scheduled.

But there is not the problem if it is time adjustment of several minutes with NTP servers.

Change of Setting from Service mode
Any settings from Service mode will be enabled after restarting the device.

@ Cautions

Concurrent use of Updater functions
Multiple users cannot use Updater functions on a device concurrently by using it together with
Remote UI.

Coexistence of Remote Ul and other tools
Users logged in SMS (Service Management Service) are unable to use Update functions
from Remote Ul.

Using Updater function from Remote Ul

Upon the following operations done, Updater functions are suspended from Remote Ul for

certain duration.

* When a user exits Web browser without clicking [Portal] or [Log Out] button in the setting of
Remote Login Service via SMS

* When a user exits Web browser without clicking [Portal] button in the setting of not to use
Remote Login Service via SMS.

* When a user exits Web browser without clicking [Log out from SMS] or [To Remote Ul]
button.

Wait for EOJ (end of job) Function

Firmware update will be triggered only after the following jobs are completed.
This is the Updater-specific specification.

E Troubleshooting > Updater > Overview > Limitations and Cautions
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Job/Function Receiving Printing Queued print
type jobs
PRINT Wait for EOJ  |Wait for EOJ  |Wait for EOJ
(end of job)
I-FAX Receipt Cancel Wait for EOJ  |Wait for EOJ
processing to
trigger update *
Report Print - Wait for EOJ  |Wait for EOJ
T-5-16

*The data are guaranteed even if cut off in the middle of a job.It becomes the recovery object
after the device reboot and carry out send / reception again.

Even during transfer, Pull SCAN job processing is cancelled soon after scanning is
completed.

Firmware update is cancelled if the jobs are not completed within 10 minutes. If this occurs,
the error code, 8x001106, will be returned (different numbers will be shown for x depending
on the execution modes).

Firmware update is executed if the jobs stated above are not in the queue.

Follow the shutdown sequence to reboot the device after the firmware is updated.

5-20



B Preparation

@ Overview of Preparation
The following should be prepared before using Updater.
* For updating of firmware

E Troubleshooting > Updater > Overview > Preparation

UGW-linked

Download and Yes Yes Yes
Update

UGW-linked Yes Yes Yes
Download

E Troubleshooting > Updater > Overview > Preparation

T-5-17

@ Setting Sales Company’s HQ

5-21

When using devices input in the markets listed below, the default setting of Sales Company’s
HQ should be changed before obtaining firmware distributed from CDS. Unless the setting is
changed properly, the desired firmware may not be able to be selected.

Canada uUs

CA

Latin America us

LA

T-5-18

Go to the following screen to change the setting of Sales Company's HQ.

Service Setting of Device Service Mode [(SERVICE MODE > FUNCTION GR. > MEAP:2
Technician > CDS-CTL
NOTE:

The list below shows the setting of Sales Company’s HQ for CDS-CTS by market.
Check and adhere to the appropriate setting for your market.
<List of Sales Company’s HQ and the settings for CDS-CTL>

Japan = JP
USA=US
Singapore = SG
Europe = NL
Korea = KR

China = CN

Hong Kong = HK
Australia = AU
Canada = CA
Latin America= LA

5-21
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@ Network Settings
Connecting to External Network

The method of connecting to external network is similar to a normal network connection
method. Refer to user manual of the device for details.

NOTE:

» Before using UGW link or User mode, see the sections below to prepare as required.
"Enabling UGW Link"

NOTE:
“External Network” here means the network connecting the device to CDS via Internet.

Confirming URL Setting of Distribution Server
This section describes how to confirm the URL setting of the distribution server.

One of the MEAP system service, [Register/Update Software(Management Settings)] is
available.

1.You can log in it from a browser on a PC connected in a network.
Type the address [https://machine's IP address:8443/svm/].

—c 3@

F-5-23
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2. Type the password [*28*] then log in it.

Caution:

In the case of the following, you cannot log in even if you input a right password.
* The other user is using "Register/Update Software (Management Settings)" .
* The other user is using "Register/Update Software" in normal Remote Ul.

0

Because you have closed a browser without logging out definitely, you are still
logging in it. Waiting for time-out.

3. After login, select [System Settings] > [Edit].

1]

F-5-24

4. Confirm that "https://device.c-cdsknn.net/cds_soap/updaterif" is typed in [Delivery Server

URL].

If the URL is not entered or wrong URL is entered, enter the right URL in [Delivery Server
URL].

When you set output level of the log, input numerical value (0-4). Setting the bigger
numerical value, you can get more detailed output log.

F-5-25
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Caution:

The setting change of the output level influences a performance.

Refer to System Management Operations> Various Setting> Setting Log Level in detail.

5. When you have changed the settings, press [Configure] button. The confirmation dialog is

displayed. If there is no problem, select [Yes]. In this, the URL of the delivery server and
setting editing of the log output level are the end.

F-5-26
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Communication Test

This section describes how to check if the communication is normally done to the distribution
server and/or the file server.

Note:

CDS Server and RDS Server are different. So carry out the communication test with
both Embedded RDS and CDS.

1. Enter [Register / Updater Software (Management Settings)].

2. Select [Display Logs / Communication Test] > [Communication Test].

F-5-27
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3. The Communication Test is carried out. o Enabling UGW Link
When installing the firmware in the method of “UGW-linked Download and Update” or “UGW-
linked Download”, the following should be set before actually using UGW link.

i . SERVICE MODE >FUNCTION GR. >MEAP
Setting of Device
Service Mode >CDS-UGW
Service Technician (Off -> On)
Setting of UGW In [Customer Management] screen, set [Do not
F-5-28 WebPortal distribute firmware] to [Distribute firmware].
Obtain the download file information for communication test from the distribution server ] — See "Analysis>Firmware Distribution
L s , Setting of Authorities on s . "
(to execute the communication test to the distribution server). Sales Company's HQ UGW WebPortal Information" to grant the appropriate authorities
Using the download file information for communication test, the contents for test are to each account.
downloaded from the file server (for the communication test to the file server).
4. Upon the communication test completed, the communication test result screen is shown. NOTE:
Press [OK] button to exit this operation « See “‘imageWARE Remote Operator’'s Manual / e-Maintenance Business Operation
P ' Manual® for how to operate UGW WebPortal.
i | « [Distribute Firmware] should be set on [Customer Management] screen for staff in charge
Communication test has been completed of setting for [Enter customer information] or [Command for firmware distribution] in order

to allow them to select the desired device on [Firmware Distribution Information] screen.

- Connect to Delivery Ssrver OK « If [Distribute Firmware] is not shown on [Customer Management] screen of UGW

-Retneve Data: OK WebPortal, appropriate authorities may not be set to each account in Firmware

- Communication Speed: 5881 KB/sec .. . . . A
Distribution Information. Contact the Sales Company HQ concerned for confirmation.

F-5-29
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@ Enabling [Install Application/Options] Button of User Mode (Remote
ul)

To allow users to install applications using Updater, the setting of application installation
should be set to ON for users in advance.

Service Setting of Device Service Mode |SERVICE MODE >FUNCTION GR. >MEAP
Technician >CDS-MEAP
(Off -> On)

» Remote Ul screen of Updater when the setting is not enabled (CDS-MEAP(Off)):

F-5-30
* Remote Ul screen of Updater when the setting is enabled (CDS-MEAP(On)):

F-5-31
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@ Enabling [Manual Update] Button of User Mode (Remote Ul)

To allow users to install firmware from Updater using the file on Local PCs, the setting of
firmware installation should be set to ON for users in advance.

Service
Technician

Setting of Device Service Mode

SERVICE MODE >FUNCTION GR. >MEAP
>CDS-FIRM
(Off -> On)

» Remote Ul screen of Updater when the setting is not enabled (CDS-FIRM (Off)):

» Remote Ul screen of Updater when the setting is enabled (CDS-FIRM (On)):

Caution:
CDS-FIRM

F-5-32

F-5-33

CDS-FIRM is default On in LBP6680C (EU model).
It is default Off in LBP3480 (US model).

5-25



E Troubleshooting > Updater > Overview > Preparation

@ Enabling [Scheduled Update] Button of User Mode

Service
Technician

Setting of Device Service Mode

SERVICE MODE >FUNCTION GR. >MEAP
>CDS-LVUP
(On -> Off)

» Remote Ul screen of Updater when the setting is not enabled (CDS-LVUP (Off)):

F-5-34

* Remote Ul screen of Updater when the setting is enabled (CDS-LVUP (On)):

Caution:

CDS-LVUP

F-5-35

CDS-LVUP is default On in LBP6680 (EU model).
It is default Off in LBP3480 (US model).

E Troubleshooting > Updater > Overview > Preparation
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B System Management Operations Log Output
Log Level - .
. . Trace | Information [Important Message | Ordinary Error System Error
@ Various Setting 0 - - - - Yes
Setting Log Level 1 - - - Yes Yes
This section describes how to set system log levels. 2 - - Yes Yes Yes
3 - Yes Yes Yes Yes
1. Activate [Register/Updater Software (Management Settings)] from browser. 4 Yes Yes Yes Yes Yes _—
1). Enter [https://machine's IP address:8443/svm/] to the URL of browser. NOTE:

2). Type the password [*28"] then log in it. This list shows the contents of the Log Output.

3). After login, select [System Settings] > [Edit]. o9 Oupi Desonpion
Trace Detailed logs for debug
Information Logs related to operations done on the system
Important Message Update logs output by firmware type
1 Installation logs by MEAP application
] Logs related to enabled functions by system option
Ordinary Error Logs for ordinary errors
System Error Logs for internal system errors

F-5-36
2. Select a log level from [Log Level] dropdown list.

3. Press [Configure] button to set the selected log level. Now the log level is successfully set.

I I Caution:

F-5-37 When you set it to log level 4, a performance falls, and the log acquisition takes time
* [Log Level]: remarkably .
Select one of 5 levels ranging from [0] to [4]. (The default [3].)
See the table below for logs output in each level.
5-27
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@ Displaying Logs
Update Logs

This section describes how to confirm System Option/MEAP Application Installation Logs and
Firmware Update Logs.

1. Select [Settings/Registration] > [License/Other] > [Register/Update Software] > [Display
Logs/Communication Test] from management mode of Remote UI.
Note:

You can also access from [Register/Updater Software (Management Settings)] > [Display
Logs/Communication Test]

2. Press [Update Logs] button.

3. Press [Switch] button.

F-5-39
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4. System Option/MEAP Application Installation Logs and Firmware Update Logs are shown.

F-5-38
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System Logs 3. Press [Switch] button.
This section describes how to confirm System Logs.
4.Updater internal logs are displayed.
1. Select [Settings/Registration] > [License/Other] > [Register/Update Software] > [Display
Logs/Communication Test] from management mode of Remote Ul.
Note:
You can also access from [Register/Updater Software (Management Settings)] > [Display
Logs/Communication Test] L1
2. Press [System Logs] button.
F-5-41
Note:
1 When you acquire the logs, do copy and paste of it.
F-5-40
5-29

E Troubleshooting > Updater > Overview > System Management Operations



E Troubleshooting > Updater > Overview > b. UGW-linked Download (Remote Distribution Update)

B a. UGW-linked Download and Update (Full-remote Update)

See the figure below for the operational flow of “UGW-linked Download and Update”.

F-5-42

STEP1: Scheduling via UGW

The firmware distribution schedule to the certain device should be set on UGW.

See “UGW-linked Download and Update” in Operation Manual of Content Delivery System for
Firmware Distribution for details.

The device checks the schedule concerned every 12 hours on UGW. This allows the device

to register the firmware distribution setting, enabling automatic firmware download and
update.

CAUTION:

[Device without the function to wait for job completion]

Explain to the user in advance that a job cannot be accepted during firmware update.
Also, it is recommended to execute the operation during the period of time when no
print job is accepted.

[Device with the function to wait for job completion]

When the following jobs exist at the time of firmware update, firmware update
processing is not executed until job completion.(When the firmware update
processing is not executed more than 10 minutes, it will be timeout error.)

- Printing

- I-FAX

NOTE:

To contacts registered for E-mail notification on UGW, the E-mail is sent from UGW
upon completing firmware update.

5-30
B b. UGW-linked Download (Remote Distribution Update)

See the figure below for the operational flow of “UGW-linked download”.

F-5-43

STEP 1: Scheduling via UGW
The firmware distribution schedule to the certain device should be set on UGW.

See “UGW-linked Download” in Operation Manual of Content Delivery System (for Firmware
Distribution) for details.

NOTE:

The firmware downloaded by scheduling via UGW can be checked/deleted from User
mode, but cannot be updated. If a user download the other firmware, the firmware
downloaded with "UGW:-linked Download" is overwritten.

STEP 2: Update using Updater

The firmware downloaded on the device can be updated using Updater functions.
1) Enter service mode. Select [F/W UPDATE].

2) Select CDS.

F/W UPDATE GR.

USB
NETWORK
CDS

F-5-44

5-30
E Troubleshooting > Updater > Overview > b. UGW-linked Download (Remote Distribution Update)



E Troubleshooting > Updater > Overview > Updating the Downloaded Firmware (Application of Firmware)

3) Press the [Yes] button in response to the confirmation to execute the operation.

Execute?

No
Yes

F-5-45
4) The firmware is applied to the device. The device is automatically restarted when the
application is completed.

5) After the device is restarted, check the firmware version.
a. Select [Utility Menu] from the Control Panel.
b. Press the [Configuration Page] button.

c. Check by the printed status that the version is the same as that of the updated firmware.

M Deleting the Scheduled Firmware Delivery

Here is explained the method to delete the scheduled firmware delivery set by the Updater.

1) From the administrator mode of the remote Ul, select [Settings/Registration] > [License/
Other] > [Register/Update Software] > [Delivered Update].

2) Press the [Delete Scheduled Delivery] button.

F-5-46

3) Check the description of the scheduled delivery, and execute the operation.

5-31

4) As the deletion result is displayed, check that it has been deleted, and then press the [OK]
button. This concludes "Deleting the Scheduled Firmware Delivery".

B Updating the Downloaded Firmware (Application of Firmware)

Here is explained the method to update firmware from the remote Ul which has been
downloaded by the Updater.

1) From the administrator mode of the remote Ul, select [Settings/Registration] > [License/
Other] > [Register/Update Software] > [Delivered Update].

2) Press the [Apply Firmware] button.

F-5-47
3) Check the downloaded firmware, and press the [Yes] button.

4) The firmware is applied to the device. The device is automatically restarted when the
application is completed.

5) After the device is restarted, check the firmware version.
a. Select [Utility Menu] from the Control Panel.
b. Press the [Configuration Page] button.

c. Check by the printed status that the version is the same as that of the updated firmware.

5-31
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B Deleting the Downloaded Firmware
Here is explained the method to delete the firmware downloaded by the Updater.

1) From the administrator mode of the remote Ul, select [Settings/Registration] > [License/
Other] > [Register/Update Software] > [Delivered Update].

2) Press the [Delete Firmware] button.

F-5-48
3) Check the downloaded firmware to be deleted, and execute the operation.

4) As the deletion result is displayed, check that it has been deleted, and then press the [OK]
button. This concludes "Deleting the Downloaded Firmware".
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B Maintenance
@ Upgrading Updater

The firmware installed in the device should be also upgraded when upgrading Updater. The
setting information and logs (update logs/system logs) are inherited in the upgraded version.

@ How to Replace Controller Boards

« Main Controller Board PCB (including SRAM)
The network and service mode setting should be set again after initialization. See
"Preparation” in "Version Upgrade" of this manual for details.

@ How to Replace Devices

All settings should be set again because no data are inherited. See "Preparation” in "Version
Upgrade" of this manual for details.
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H FAQ

@ FAQ on Installing Firmware
No.1
Q: Is it also possible to downgrade firmware with using CDS?
A:Firmware can be downgraded in some methods shown in the table below.
If download and update are performed consecutively, firmware can’t be downgraded.

Distribution Method Downgrade Possibility

UGW-linked Download and Update No
UGW-linked Download Yes

T-5-20
No.2

Q: How can we confirm that the firmware is properly updated after “UGW-linked download
and update” done?
A:You can confirm this in E-mail or the Device List on UGW-linked screen.
E-mail to notify firmware update will be sent from CDS server to the addresses set as
destinations at the time of distribution setting to notify update completion.
On UGW-linked screen, search the device of your interest on [Select Device] screen to find
the distribution status per device as shown in the search result.

E Troubleshooting > Updater > Overview > FAQ
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No.3
Q: In the course of “UGW-linked download”, what will happen if the user downloads the
firmware before the service technician update the firmware downloaded with “UGW-linked
download” before?
A:The previously downloaded firmware in the method of “UGW-linked download” will be
overridden by the subsequently downloaded one.
This is because only one downloaded firmware can be held on the device.
The firmware downloaded in the method of “Service mode-linked download” and “UGW-
linked download” can be checked/deleted from User mode, but cannot be updated, so it
cannot be updated by the user unnoticed by the service technician.

No.4

Q: How is an individual response edition of firmware distributed?

A:Any individual response edition of firmware can be installed in all the methods provided by
service technicians. Before installing the individual response edition, ensure to obtain the
ID and password separately.

No.5
Q: If the device is down during firmware update, can the device be started using the older
firmware version?
A:No, it is impossible to start the device using older versions. If this occurs, the service
technician in charge should reinstall the firmware via SST. See "Troubleshooting on
Firmware Installation" in chapter 6 of this manual for details.

No.6
Q: If the device is down during firmware download, is it possible to download the firmware
again?
A:Firmware cannot be downloaded again automatically. Instead, the error is notified in E-mail.
The user should register the firmware distribution schedule again accordingly.
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No.7

Q: Can we cancel the operation during firmware download?
A:Yes. [Cancel] button is shown.
(You cannot cancel UGW-linked Download.)

No.8
Q: E-mail is sent to users to notify update completion. Can service technicians also receive
such a notification?
A:Yes. The notification E-mail is also set for the service technician in charge if the user enters
his/her E-mail address at the time of firmware distribution setting.
Multiple E-mail addresses can be entered in the field.Delimit each E-mail address with “,”
(comma) or “;” (semicolon) when you enter multiple E-mail addresses in the field.

No.9
Q: How long does the firmware update take?

A:Approx. 10 min. However, this does not include the download time. Download time relies
on the network environment.

E Troubleshooting > Updater > Overview > FAQ
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@ FAQ on Installing MEAP Application/System Option
No.1

Q: What happens if a MEAP application is installed in the system with insufficient storage
free space?

A:An error message is shown. Upon starting installation, the MEAP application checks the
required space against free space to judge installation availability.

No.2

Q: Can we cancel the operation during installation of MEAP application?
A:Yes: [Cancel] button is shown.

No.3
Q: Is the device automatically restarted after the system option is enabled?
A:The device is not automatically restarted. Users should restart the device manually.
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@ FAQ on General Matters of Updater No.2

No.1 Q: How can operations using Updater be masked on the users' side?

Q: What preparation is needed in each installation method? A:Be sure to perform the following from the service mode.

A:See the table below for preparation required in each installation method. * Masking Firmware Installation

« For updating firmware Setting Device Service Mode SERVICE MODE >FUNCTION GR. >MEAP >CDS-

FIRM
(On -> Off)
» Masking Application Installation
Setting Device Service Mode SERVICE MODE >FUNCTION GR.>MEAP >CDS-
UGW-linked MEAP
Download and Yes Yes Yes - - (On -> Off)
Update
Ve Yes Yes Yes - - No.3
Download o ) o
T5.21 Q: Can the communication be cancelled during the communication test?
. _ A:No. During the communication test, there is no “Cancel” button.

» For install Application
LMS-linked Installation Yes -
LMS-linked installation via Remote Ul Yes Yes

T-5-22
5-36

E Troubleshooting > Updater > Overview > FAQ



E Troubleshooting > Updater > Overview > Error Messages

M Error Messages

Error messages displayed in Remote Ul are shown below. As to error codes, see the next list.

5-37

No.

Messages

Timing of display

Cause

Remedy

1

An error occurred with the delivery
server.

Contact your sales representative.
Error Code: [xxx]

In communicating with the
delivery server.

System error occurred in server.

Obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

2 |Delivery server is stopped. In communicating with the[Delivery server stopped. Check the delivery server stop information. After the delivery server starts, perform the
\Wait a while and then try to perform the|delivery server. operation from this application.
operation again. \When the delivery server stop information is not available, contact the sales company's
Check the following URL for details. Support Department.
<Stopped Delivery Server URL>

3 [Failed to connect to delivery server. In communicating with the|[Communication error due to incorrect settings of  [Set correct CDS URL in the Updater settings.

Check the delivery server and network.|delivery server. CDS URL.
Excluding delivery server stop, communication erroriCheck if the network environment is correct to solve the cause of the error occurrence.
to the delivery server occurred. If the network environment of the device is correct, obtain the log etc. (Refer to
"System Management Operations" under “Version Upgrade”of "Updater" in Chapter 6
“Troubleshooting” of this manual.) and contact Support Div. of the sales company.

4 [Download was stopped because an  |At the time of file Communication error to the delivery server Check if the network environment is correct to solve the cause of the error occurrence.
lerror occurred with the file server. download occurred. If the network environment of the device is correct, obtain the log etc. (Refer to
Check the network. "System Management Operations" under “Version Upgrade”of "Updater" in Chapter 6

“Troubleshooting” of this manual.) and contact Support Div. of the sales company.

5 |Downloaded files are invalid. Check  |At the time of file IThe received file is broken. After checking the network environment of the device, re-execute the job.

the network. download If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

6 [Failed to retrieve information of special |Acquisition of applicable |No information exists about firmware for special Enter the correct firmware ID or Password applicable to the firmware information.
firmware. firmware information firmware retrieval ID or Password is invalid. If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Check the retrieval ID and password. Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.

7 |Scheduled delivery information of IAcquisition of applicable [Delivery information with specified delivery ID does |[Register the delivery schedule again. If this occurs at the time of canceling file download,
firmware does not exist. firmware information not exist. deleting downloaded firmware or deleting scheduled delivery, no remedy is required.
Check it because it may already have
been deleted.

8  |Failed to apply firmware. Firmware application error|Error due to the application (NLM) Obtain the log etc. (Refer to "System Management Operations" under “Version

Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.
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Messages

Timing of display

Cause

Remedy

. Delivery Server : Connect Failed

File Server : Retrieve Failed
Error Code: [xxxx]

Communication test, etc.
(communication test result

dialogue)

In the communication test, failed to connect to the
delivery server.

In SOAP communication, failed to success after 1
min retry.

Check the network environment of the device, and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

ID and Password required for proxy to connect to
the internet are not configured in device.

Set proxy and restart the communication test.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IThe access to the network is limited.

Set the user environment to make the access to the following domain available.
https://device.cdsknn.net/

http://cdsknn.net.edgesuite.net/

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Delivery server stopped.

Contact Field Support Group in the sale company.

IAfter confirmation that the delivery server has been restored, restart the communication
test.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company again.

10

Delivery Server : Connect OK
File Server : Retrieve Failed
Error Code: [xxxx]

Delivery Server : Connect

OK

File Server : Retrieve
Failed
Error Code: [XXXX]

Due to no return of data for the communication test,
time-out (in HTTP communication, no response

for 1min) occurred. After that, retried but failed to
connect to server.

Check the network environment of the device and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IThe network cable was disconnected during data
download in the communication test.

Reconnect the network cable and then restart the communication test.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IThe file server stopped during data download in the
communication test.

Contact the sales company's Support Department.

IAfter confirmation that the delivery server has been restored, restart the communication
test.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company again.

Hash value in the communication test file is
incorrect.

Check the network environment and re-execute the job.
If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.
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No.

Messages

Timing of display

Cause

Remedy

11

JAn error occurred.
Error Code: [xxx]

communication test, etc.
(main screen)

IThe max value (space/file) was exceeded and new
log was not accepted.

Normally an old log file is deleted before the max
\value (spaceffile) is exceeded, but error may occur
due to other element (e.g. I/O error).

Check if the log file exceeded the max value.
<Update log>

Max space: 128KB/file

Max file number: 4

<System log>
Max space: 512KB/file
Max file number: 4

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Notice of version
information (main screen)

Failed to acquire version information of device
due to no CDS registration of firmware version of
device.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAt the time of notifying version information, failed to
connect to the delivery server.

Check if the network environment is correct to solve the cause of the error occurrence.
If the network environment of the device is correct, obtain the log etc. (Refer to

No return of notifying version information

"System Management Operations" under “Version Upgrade”of "Updater" in Chapter 6
“Troubleshooting” of this manual.) and contact Support Div. of the sales company.

Network cable was disconnected during notice of
lversion information.

Re-connect the network cable and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Failed to send notice of version information since
the main power was turned OFF and then ON
during the sending.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Server stopped at the time of sending notice of
\version information.

Check the network environment of the device and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAn internal error occurred at the time of sending
notice of version information.

Obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.
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No.

Messages

Timing of display Cause

Remedy

11

JAn error occurred.
Error Code: [xxx]

UGW linkage (main
screen)

UGW linkage was turned ON when eRDS was OFF.

For a device using eRDS, turn ON the eRDS. For a device not using eRDS, turn OFF the|
UGW linkage.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAn internal error occurred at the time of acquiring
delivery information.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

On-site (error dialogue) |An internal error occurred at the time of acquiring

applicable firmware information.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

)An internal error occurred at the time of sending
approval information.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAn internal error occurred at the time of delivery
order

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Immediate download
(error dialogue)

)An internal error occurred at the time of requesting
firmware delivery information.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

During the download, all space in the storage disk
was occupied. (DiskFull)

|After adding vacant space of the storage disk, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAt the end of receipt, an internal error occurred.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Manual update (error
dialogue)

IAt the update start, an internal error occurred.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company

IAutomatic update (error
dialogue)

IAt the update start, an internal error occurred.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Deletion of downloaded
firmware

/At the time of notifying cancellation, an internal
lerror occurred.

Re-execute the job.
If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.
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Messages

Timing of display

Cause

Remedy

12

IAn error occurred. Check the Update

Firmware screen.

UGW linkage (main
screen)

eRDS sent an order but Updater failed to connect
to server.

Conduct a communication test to analyze the cause of the error. After solving the cause,
resend the order from the eRDS.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Delivery server stopped.

Contact the sales company's Support Department.

After confirming restoration of the delivery server, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Scheduled date and time acquired from the delivery|
server was before current time (15 or more min had
passed.)

Do the delivery setting from UGW again.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Scheduled data and time acquired from the delivery|
server did not exist.

Do the delivery setting from UGW again.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Immediate download
(main screen)

IAt the time of immediate download, turned OFF and
then ON the power of device main body.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Manual update (main
screen)

IAutomatic update (main
screen)

Updated version was different from the ordered
lversion.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAfter the update, failed to connect to the delivery
server.

Check the network environment and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAfter the update, delivery server stopped.

Contact the sales company's Support Department. After confirming restoration of the
delivery server, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAfter the update, the network cable was
disconnected.

Re-connect the network cable and re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAfter the update, server returned an error.

Obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAfter the update, an internal error occurred.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact

Support Div. of the sales company.
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No.

Messages

Timing of display

Cause

Remedy

13

Delivery Error
Error Code: [xxx]

UGW linkage (Update
Firmware screen)

eRDS sent an order but Updater failed to connect
to the server.

Conduct a communication test to analyze the cause of the error. After solving the cause,
resend the order from the eRDS.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IThe delivery server stopped.

Contact the sales company's Support Department. After confirming restoration of the
delivery server, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IThe scheduled data and time acquired from delivery|
server does not exist.

Do the delivery setting from UGW again.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater” in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

14

Delivery Error

Delivery Time

Delivery Firmware Label
Delivery Firmware version
Error Code: [ xxx ]

UGW linkage (Update
Firmware screen)

IThe scheduled date and time acquired from delivery|
server was before current time (15 or more min had
passed).

Do the delivery setting from UGW again.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

Immediate download
(Update Firmware screen)

IAt the time of immediate download, turned OFF and
then ON the power of device main body.

Re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

15

IApplicable firmware is not registered.

On-site (error dialogue)

IAt the user site, no latest firmware exists.

This means the current firmware is the latest, so this error has no impact.
But when the latest firmware to be retrieved must exist e.g. released new firmware
information has been notified, contact Field Support Group in the sales company.

No applicable firmware exists on CDS, so the
service person can't select any applicable firmware.

Contact the sales company's Support Department.

16

Restart failed.
Turn the main power OFF and ON.

Manual update (error
dialogue)

IAn error occurred at the time of the device restart.

IAfter turning OFF and then ON the main power of the device, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

IAutomatic update (error
dialogue)

IAn error occurred at the time of the device restart.

After turning OFF and then ON the main power of the device, re-execute the job.

If it recurs, obtain the log etc. (Refer to "System Management Operations" under “Version
Upgrade”of "Updater" in Chapter 6 “Troubleshooting” of this manual.) and contact
Support Div. of the sales company.

17

Specify [E-Mail Address] with up to 64

IAt the time of periodical

IThe specified E-mail address exceeded 64

Specify E-mail address within 64 characters.

characters. update setting characters.
18 [The following characters cannot be /At the time of periodical [The E-mail address was including the characters |Do not specify E-mail address with characters which cannot be used.
used for the [E-Mail Address]: update setting which could not be used.

s [1<>)

19

Specify [Comments] with up to 128
characters.

IAt the time of periodical
update setting

Comments exceeded 128 characters.

Specify comments within 128 characters.

20

The [Delivery Server URL] is incorrect.

In setting with the deliver

server URL.

IThe specified deliver server URL is wrong.

Enter the right URL(https://device.c-cdsknn.net/cds_soap/updaterif)
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M Error Codes

Error Codes displayed on Remote Ul and how to read them.

@ How to read an error code

4014206 [ ]
TI T J N The first digit 8 Error
fresmors i - o Error field
s - & Yo e W The second digit 0 Not defined.
T TR PR ) == Operator 1 CDS server
Tl Mirag et Setvq | ( ) g 2 Updater
B e T —— - > 3 uGw
T Sy S . 4 Service person
| = 5 IT administrator (User)
The 3rd - 4th digits XX Method
> Method category
The 5th digit 0 Category code
Category code 1
2
3
L > 4
5
6
7
I The 6 - 8th digits 000- See Error code list

Description code

F-5-49
@ Error Code
The error code list is shown below. Remedy are error codes of "-", and for all the error codes out of the list, contact Field Suppot Group in the sales company.
0 Not defined.
1 CDS server
X X Relating method code
0 Not categorized
0 0 1 No value is set in a mandatory data entry item L - / - -
0 0 2 In a string type of a data entry item, digit number and/or 5 - v - -
character type is/are set against the regulations
5-43
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Error Code (hex number) | Description Remedy Cause of error
The first | The second [The 3rd - 4th|The 5th digiffThe 6 - 8th digits| CDS UP [CDS file | Network
digit Error digit digits Method| Category | Description delivery [DATER | server
field Operator category code code server
0 0 3 In an data entry item, the value is set against the regulations |- - v - -
(E.g. the set value is other than "Operator: 4. Service person,
5. User")
0 0 4 No applicable delivery information exists - / - - -
0 0 5 [The setting of the system is imperfect / - - -
1 Operation
0 0 1 Inconsistency between the current firmware component - v/ v - -
in the data entry item and delivery information (E.g. the
conditions for automatic update are not met. The settings of
2 mandatory additional set are invalid)
0 0 2 In a notice of delivery-allowed information, an install-set was |- v - - -
release to the market, but the market release was stopped
during the delivery
0 0 3 [No mail template file exists - / - - -
0 0 4 [The device serial number in the data entry item differs from | v - - -
that in delivery information
0 0 5 |Useris selected as Operator in the data entry items and the | v - - -
retrieval type is other than the latest
0 0 6  [The retrieval type in the data entry item is special and - v - - -
registration ID and individual Password are not set (*
Operator did not enter registration ID and individual
Password)
0 0 7  |The retrieval type in the data entry item is special and - v/ - - -
Operator is not Service person
0 0 8  |As to the device serial number in the data entry items, there |- v - - -
is no applicable device code product
0 0 9  [The retrieval type in the data entry items is special and - - - -
there are no basic-set applicable to the registration ID and
Password (* When wrong registration ID or Password was
entered by an operator)
0 0 A [The delivery status is Applying - / - - -
0 0 B  |No approval information exists about EULA or the export - v/ - - -
criteria when the delivery is determined
0 0 C  [The delivery status is Distributing/Distributed/Applying/ - v/ - - -
Finished/Failed
0 0 D  [The delivery status is Distributing/Distributed/Applying/ - v/ - - -
Finished/Failed
0 0 E [The delivery status is New/Waiting to Distribute/Distributed/ | v/ - - -
IApplying/Finished/Failed
0 0 F  [The delivery code is other than Distributing. - v/ - - -
(Firmware delivery)
0 1 0 [The delivery status is New/Waiting to Distribute/Distributing/ |- v/ - - -
IApplying/Finished/Failed
0 1 1 IThe delivery status is Distributing/Distributed/Applying/ - v/ - - -
Finished/Failed
0 1 2 Device is "Not applicable to CDS" - v/ - - -
(Firmware delivery)
5-44
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Error Code (hex number) | Description Remedy Cause of error
The first | The second [The 3rd - 4th|The 5th digiffThe 6 - 8th digits| CDS UP [CDS file | Network
digit Error digit digits Method| Category | Description delivery [DATER | server
field Operator category code code server
0 1 3 [The delivery time which specified is in CDS delivery stop - v/ - - -
time
0 1 4 The firmware reservation status of confirmation time-out - v/ - - -
0 1 5  [The firmware delivery time-out - v - - -
0 1 6  [The version upgrade of firmware is time-out - v - - -
2 1/0
0 0 1 The specified license access number does not exist in LMS | / - - -
0 0 2 The specified license access number has been deauthorized} / - - -
0 0 3 |The package product of the entered license access number |- v/ - - -
doesn't include MEAP application/System Option
0 0 4 [The sales company for the MEAP application isn't identical |- v/ - - -
\with the sale company for the package product
0 0 5  [The number of licenses to be issued will exceed the limit - v - - -
number allowed to register
0 0 6  |As for System Option for the same function, the license keys |- v - - -
\were issued more than the defined number of times for the
same device serial number
0 0 7 No device product exists applicable to the optional product [ / - - -
0 0 8 No product exists applicable to the device serial number - / - - -
0 0 9  [The product of the entered license access number cannot | v - - -
be used with this device because the settings of the sales
company are incorrect
0 0 A [No product linked to the license access number is registered |- v - - -
in CDS for delivery
0 0 B  |Although the product linked to the license access number is |- v/ - - -
registered in CDS for delivery, the delivery is stopped now
0 0 C  |No existence of optional product applicable to the device - v - - -
serial number.
0 0 D [The license access number has been registered for another |- v - - -
device
0 0 E  |For the device product applicable to the device serial - v/ - - -
number, no available software (MEAP application, System
Option) exists
0 1 0 LMS system error - / - - -
2~5
X X Relating method code
0 Not cartelized
0 0 0 Not defined Normally not indicated
1 0 0 Unknown error Normally not indicated
1 Operation
0 0 1 Processing exclusively Start the operation again after - v - -
terminating other Updater operations
being executed simultaneously
1 0 1 Failed to process preparation for use - - / - -
1 0 2 Failed to process use end - - / - -
1 0 3 Time out during restart of readiness preparation - - / - -
5-45
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Error Code (hex number) | Description Remedy Cause of error
The first | The second [The 3rd - 4th|The 5th digiffThe 6 - 8th digits| CDS UP [CDS file | Network
digit Error digit digits Method| Category | Description delivery [DATER | server
field Operator category code code server
1 0 4 |Session time-out excluding after application inquiry (after Start the operation again from the v - -
issuing delivery 1D) beginning
1 0 5 |CDS URL is not set Set CDS URL - / - -
1 0 6  [There is another job Start the operation again after - v - -
terminating the job of the device
2 0 1 IAppointment of the periodical update for the periodical - v/ - - -
update non-support model
2 1/0
1 X X IAn internal error about file operation - - v - -
2 X X IAn internal error about xML file operation - - v - -
3 0 1 Failed to output the license file - - / - -
3 Device
1 X X JAn internal error in CPCA - - / - -
2 X X JAn internal error in IMI - - J/ - -
3 X X IAn internal error in SMS - - / - -
4 X X IAn internal error in NLM - - v - -
6 0 1 A permit acquisition error in APL_CDS partition - / - -
4 ISOAP communication
1 0 1 The processing thread stopped - - VA - -
1 0 2 Processing SOAP communication now - - / - -
1 0 3 The function type is not matched - - VA - -
1 0 4 JAn invalid SOAP response error - / - - -
2 0 1 IAn internal error about application information - - v - -
2 0 2 config.xml is NOT FOUND - - / - -
2 0 3 ltype.xmlis NOT FOUND - - / - -
2 0 4 JAn error in binding type.xml - - J/ - -
2 0 5 JAn error in creating a service tab - - / - -
2 0 6 A runtime error in performing the web method - - VA - v
2 0 7 |An unknown host error in performing the web method * Check the network environment of the v v - v
device and start the operation again
 Check if the URL settings of the
CDS server are correct, and start the
operation again after resetting
3 0 1 The delivery server is stopped - / - - -
3 0 2 [An error occurrence in the delivery server - / / - -
5 HTTP communication
1 0 1 Specified Hash Algorithm is unknown - - / - -
2 0 1 Invalid HTTP request - - / J/ /
2 0 2 Failed to connect to the server Check the network environment of the - v/ V4 V4
device and start the operation again
2 0 3 Failed to find the server Check the network environment of the - v/ V4 V
device and start the operation again
2 0 4 |An input/output error occurred during the connecting processf- - v v v
lto the server
2 0 5 Failed to read a HTTP response - - / / /
2 0 6 Error in a HTTP response - - J/ J/ J/
3 0 1 Failed to retrieve the data stream - - J/ - J/
3 0 2 Failed to create the file object for receipt - - / - /
3 0 3 Failed to create the data stream of the file for receipt - - v - v
5-46
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Error Code (hex number) | Description Remedy Cause of error
The first | The second [The 3rd - 4th|The 5th digiffThe 6 - 8th digits| CDS UP [CDS file | Network
digit Error digit digits Method| Category | Description delivery [DATER | server
field Operator category code code server
3 0 4 Failed to receive the data Check the network environment of the - v v v
device and start the operation again
3 0 5 |An error about reserving the file data for receipt - - v - -
3 0 6 Failed to close the data stream - - / - -
3 0 7 Failed to close the file data for receipt - - VA - -
3 0 8 Invalid hash code of the download file Check the network environment of the v/ v/ v V4
device and start the operation again
3 0 9 IThe prosy authorization method is not applicable Check the proxy authentication method - v/ - v
used, and start the operation again
after changing the settings to use the
corresponding proxy anthentication
6 ISocket communication
1 0 1 Failed to connect the eRDS - - VA - v
1 0 2 |No response from eRDS - - / - v/
1 0 3 No notice of start from the eRDS - - / - /
1 0 4 Error of socket reading - - v - v
1 0 5  |Socket communication time-out - - / - /
7 Other internal codes
0 0 2 One of installation, start or authorization failed - - v - -
(When installation or authorization failed, it is regarded as an
error) *
0 3 X |An internal error in processing the installation - - v - -
1 X X |An error by using invalid API - - v - -
2 IX X IAn internal error in SMS - - v/ - -
3 0 1 No existence of delivery ID - - v/ - -
3 0 2 Invalid delivery ID - _ / - N
3 0 3 The updated firmware information is not identical with the - - v - -
firmware information after activation of the Updater
3 0 4 The process of firmware download is incomplete - - / - -
3 0 5 |The update process is incomplete - - VA - -
3 0 6 The installment process is incomplete - - / - -
4 0 1 Failed to retrieve delivery information - - v - -
5 0 1 Failed to execute the delivery process - - / - -
5 0 2  [The scheduled delivery was not executed within the defined [Scheduled deliveries not executed - v - -
period of time ithin the defined period of time are
abandoned, so register a scheduled
delivery again.
When setting the date and time of the
scheduled delivery, be sure to designate
a time when the device is ON
T-5-24
* Not displayed on a device Ul
5-47
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Debug log

o Sublog

Bl Function Overview

Sublog is the record of behavior inside the Main Controller PCB.

In the case of a field failure that is hard to be reproduced, this measure is intended to improve
efficiency in failure analysis and reduce the time for failure support by collecting debug log at
the user site (which was created immediately after the failure) and sending it to the R&D.
When the Canon staff who is in charge of quality follow-up determines the need for an
analysis of firmware debug log by the R&D department, we ask the field to collect log for an
investigation to determine the cause.

@ Sublog

It is available only when the Sublog Board is installed on the Main Controller PCB.

When the Sublog Board is not installed, log is not saved anywhere.

It is stored in the Sublog Board and its content is stored even when the power is turned OFF
to be displayable when the power is turned ON again.

The Sublog Board has a limited capacity and when the log exceeding this storage number is
attempted to be stored, the log is deleted in the order of length of time stored.

@ Effective Instances of Collecting Debug Log

« The error occurs only at the customer site and cannot be reproduced by the sales company
or the Canon staff who is in charge of quality follow-up.

* When the error frequency is low.

* When the error is suspected of links with firmware rather than a mechanical/electrical
failure.

* Collection of Sublog is not necessary when the reproduction procedure is identified and the

error can be reproduced by the sales company HQ or the Canon staff who is in charge of

quality follow-up.

E Troubleshooting > Debug log > How the log is written

5-48
o How the log is written

LBP main body

Main Controller Board

writing

F-5-50
* In case of using the Sublog Board:

* Write the log directly to RAM on the Sublog Board.

» The on-board battery prevents data from being erased when the power is turned OFF.
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O Collecting Sublog
B Flow of collecting Sublog

Installing the Sublog Board

Install the board to the host machine.

Generating the log

When the Sublog Board is installed, it records the log all time.

Collecting log

Set SUBLOG FTP GET in service mode to start FTP server
function of the host machine. Connect a PC to the host machine
by network connection to download the log via FTP client.

T-5-25

M Installing the Sublog Board

Note:

The battery on Sublog board is located at BATS1 CR2032.
Push SW1 on the board and confirm that LED1 turns on.
If LED1 does not turn on, You need change battery.

CAUTION:

There is danger of explosion if the battery is replaced with an incorrect type.
Replace it only with the same type of battery.

Dispose of used batteries according to the manufacturer’s instructions.

1) Check that the power supply of the host machine is OFF. Remove the cover on the right

side of the host machine.

= T T

5-49

2) Install the Sublog Expansion Board into the slot over the controller.

F-5-53
B Generating the log
Generation of the log starts as soon as the Sublog Board is installed.

For example, when collecting the log of error, take the following steps immediately after the
error occurred.

If the log is not swiftly collected, it is possible for the log written on the schedule to overwrite
the target behavior log.

5-49
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5-50
M Collecting log 4) Select [YES].
.1) Cor-mect the PC and the host machine by a network cable and check that communication Execute?
is available.
a. When directly connecting a PC and the host machine, connect by a cross cable. No
b. Check the IP address of the host machine by the Control Panel. Yes
c. Check that a ping is sent to the IP address of the host machine from the command prompt
of PC.
2) Enter service mode of the host machine. Select [LOG Gr.].
F-5-56
SERVICE MODE 5) The host machine restarts and after blinking [STARTING] is displayed on the panel, [DL-T
ADJUST GR FTPD OK] is displayed.
OPTION GR.
DL-T FTPD OK!
FUNCTION GR.
F-5-54
3) Select [SUBLOG FTP GET].
LOG GR.
F-5-57
SYSTEM LOG 6) From the PC to receive the file, start FTP from command prompt.
Enter the IP address of the device (or the host name) to connect and log in.
SUBLOG FTP GET Example: [ftp xxx.xxx.xxx.xxx (IP address)]
Logging Utility
DEBUGLOG-SW C:\Users\1234>ftp 172.16.1.170
F-5-55
F-5-58
5-50
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7) Enter the user name [guest] and password [welcome.].

C:\Users\1234>ftp 172.16.1.170
Connected to 172.16.1.170.

220 DRY FTP server ready.

User (172.16.1.170: (none) >:guest

331 Password required for guest.
Password :

F-5-59

Note:
Do not forget to enter the period at the end of password [welcome.].
Also note that no text appears when the password is typed in.

8) Receive the text file /BOOTDEV/BOOT/SUBLOG.BIN] with the started FTP.

» Change bin -> Binary mode (do not forget to prevent the log from becoming garbled).

» cd /BOOTDEV/BOOT
» get SUBLOG.BIN

Note:
To change the name of Sublog, enter [get SUBLOG.BIN Any_name].

E Troubleshooting > Debug log > Collecting Sublog > Collecting log
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C:\Users\1234>ftp 172.16.1.170
Connected to 172.16.1.170.

220 DRY FTP server ready.

User (172.16.1.170: (none) >:guest
331 Password required for guest.
Password :

230 User logged in.

ftp> bin

200 Tvoe set to I.

ftp> cd /BOOTDEV/BOOT

250 CWD command successful
ftp> get SUBLOG. BIN

F-5-60
9) When received by the PC side, SUBLOG.BIN has been received.

200 Type set to I.

ftp> cd /BOOTDEV/BOOT

250 CWD command successful.
ftp> get SUBLOG. BIN

200 PORT command successful

150 Opening binary mode data connection

226 Transfer complete.

ftp: 2509954 bytes received in 0. 75Seconds 3351. 07Kbytes/sec
ftp> —

F-5-61
10) Input the [bye] command and end the FTP client function of the PC.
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5-52

(12) Check that the log is stored at the specific location on the PC.
Windows (C:) > Users > User name

F-5-62

5-52
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Backup/Restoration by Expansion ROM for se

and Sublog Board

O Function Overview

Data can be migrated to an unused Main Controller PCB by using the Expansion ROM for
servicing + Sublog Board when the Main Controller PCB becomes faulty.

B What to Prepare

« Sublog Board
« Expansion ROM for servicing
* Unused Main Controller PCB

CAUTION:

Install the Sublog Board to which data was backed up (exported) and Expansion ROM
PCB to an unused Main Controller PCB which has not been installed to the machine.

Data cannot be migrated to a Main Controller PCB which has ever been used, even if
only once.

B Prerequisites

NOTE:

The battery on Sublog Board is located at BATS1 CR2032.
Push SW1 on the board and confirm that LED1 turns on.

If LED1 does not turn on, You need change battery.

CAUTION:
There is danger of explosion if the battery is replaced with an incorrect type.
Replace it only with the same type of battery.

Dispose of used batteries according to the manufacturer’s instructions.

B Target Data for Backup

LBP7660C

User mode setting values

Service mode setting values

Page counter

Device serial number

T-5-26
LBP7680C
User mode setting values
Service mode setting values
T-5-27

E Troubleshooting > Backup/Restoration by Expansion ROM for servicing and Sublog Board > Function Overview > Target Data for Backup

5-53

5-53



E Troubleshooting > Backup/Restoration by Expansion ROM for servicing and Sublog Board > Backup and Restoration (Export and Import) > Installing the Expansion ROM for servicir

O Backup and Restoration (Export and Import)

M Flow of Export and Import

C o)

After turning OFF the power, install the Sublog Board
attached with the Expansion ROM to the Main
L_Coniraller PCB

Export the data to the Sublog Board.

Has data been exported?

Make settings again manually since
data cannot be exported from the faulty
Main Controller PCB.

After turning OFF the power, remove the Sublog Board
and the faulty Main Controller PCB from the machine.

Before installation to the machine, install the Sublog
Board (to which data was exported) attached with the

4 ,

Install the above unused Main Controller PCB to the

machine and turn ON the power.

Import data from the Sublog Board.

After turning OFF the power, remove the Sublog
Board from the Main Controller PCB.

C =

F-5-63

5-54
M Installing the Expansion ROM for servicing and Sublog Board

1) Install the Expansion ROM for servicing to the Sublog Board.

Expansion ROM for servicing

Connectors

F-5-64
2) Install the above Sublog Board to the machine.

F-5-65

__——> Expansion ROM

————> Sublog Board

— Main Controller PCB

F-5-66

5-54
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M Backup Procedure (Export)

1) The menu is displayed when turning ON the power while the Sublog Board attached with
the Expansion ROM for servicing is installed.

NVRAM export >/

F-5-67
2) Use the right and left arrow keys to select [NVRAM export].

3) Press the down arrow key. This operation causes the information stored in the machine to
be exported to the Sublog Board.

4) The following message is displayed when backup is completed successfully.

NVRAM export complete

F-5-68
5) Turn OFF the power, and remove the faulty Main Controller PCB and the Sublog Board to
which data was exported.

CAUTION:

Install the Sublog Board to which data was backed up (exported) and Expansion ROM
PCB to an unused Main Controller PCB which has not been installed to the machine.

Data cannot be migrated to a Main Controller PCB which has ever been used, even if
only once.

5-55
M Restoration Procedure (Import)

1) Install the unused Main Controller PCB which has been installed with the Sublog Board (to
which data was exported) attached with the Expansion ROM to the machine.

2) Turn ON the power and select [NVRAM import] in the menu, and then press the down
arrow key. The information stored in the Sublog Board is written back to the machine.

NVRAM import >/

F-5-69

CAUTION:

When not replacing with an unused Main Controller PCB, the following message is
displayed and the operation is stopped. In this case, turn OFF the power and replace
with an unused Main Controller PCB.

Not new board

5-55
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5-56
3) The data in the Sublog Board is deleted and the following message is displayed in the case o Others
of successful completion.

M Deletion (Erase)
NVRAM i mport comp lete When the data is not imported although it was exported, it needs to be deleted to prevent
leakage of information.

1) Install the Sublog Board (containing data to be deleted) attached with the Expansion ROM
to the Main Controller PCB.

2) Turn ON the power and select [NVRAM erase], and then delete the information stored in
the Sublog Board.

F-5-70

4) Turn OFF the power and remove the Sublog Board. Subl og erase "/l

F-5-71
3) The following message is displayed in the case of successful completion.

Sublog erase complete

F-5-72
4) Turn OFF the power and remove the Sublog Board.
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M List of Error Messages

The following messages are displayed when certain failures occur during operation.

List of Messages

Detail

Sublog board not found

Sublog Board is not installed.

NVRAM read error

Export cannot be executed because the faulty Main Controller PCB is too
damaged to retrieve information.

Sublog R/W error

When the same data cannot be read 3 consecutive times due to Sublog
Board error, the error message is displayed and the operation is stopped.

NVRAM write error

When information cannot be written to an unused Main Controller PCB
for some reasons, the error message is displayed and the operation is
stopped.

Sublog data not found

When the export data is not stored in the Sublog Board (including
checksum check error), import process or erase process cannot be
executed.

Not new board

Import cannot be executed since the Main Controller PCB is not unused
or the one to which no serial number has been written.

Different product

Data is attempted to be imported to a model different from the one from
which data was exported.
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n Appendix > Service Tools > Solvents and Oil List
Service Tools

o Special Tools

No special tools are required for servicing this printer other than the standard tools.

o Solvents and Oil List

No. Type Purpose Remark
1 Lubricant |Apply to gear * MOLYKOTE® EM-50L (Dow Corning Corporation)
= Tool No. HY9-0007

T-6-1
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General Timing Chart

B General Timing Chart

Timing chart two consecutive prints on LTR paper
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General Circuit Diagram

o General Circuit Diagram
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. Backup Data

Appendix > Backup Data

Main Clear - Clear - - - Clear - -

Controller
PCB

Control Panel set value
(Except in network and
IPSec Policy Settings*1)

IYes

Control Panel set Clear - - Clear - - - - -

value(Network)

Setup > User Maintenance
> IMPORT/EXPORT >
EXPORT

USB
memory

IYes

FUNCTION GR. > ECONF
> EXPORT
(GENERAL/DEPEND/
SECURITY/ALL)

USB memory

Sublog
Expansion
Board

Sublog
Board

Control Panel set Clear - - - Clear - - - -
value(IPSec Policy

Settings) *1

No

No

SSL Keys Clear - - - - R N N N

No

No

CA Certificates Clear - - - - - B B B

No

No

MEAP(Application/
Settings/Data)

Clear | - - - - - - -

No

No

e-RDS Clear - - - - - - - Clear

Yes
4

SERVICE DATA(Main Clear - - - - - - - Clear
Controller PCB) *3

Setup > User Maintenance
> IMPORT/EXPORT >
EXPORT

USB
memory

Yes

FUNCTION GR. > ECONF
> EXPORT
(GENERAL/DEPEND/
SECURITY/ALL)

USB memory

Sublog
Expansion
Board

Sublog
Board

Main Clear - - - - - - - -
Controller

PCB

Serial Number (Only non-
counter charge model)

No

IYes

Sublog
Expansion
Board

Number of the printed Clear - - - - - - C N
pages (Only non-counter

charge model)

No

No
6

Sublog
Board

Main Controller service
counter *2

Stored Job SD Card Clear - N B

No

No

*1. To delete IPSec Policy settings, select the following in service mode: Network.gr >IPSEC SETTING > SPDALDEL.

*2. It belongs to counter gr. in service mode. Since counter gr. items are not available with this model, it is not applicable.

*3. Itis initialized by selecting the following in service mode: Network gr. > E-RDS > CLEAR.

*4. Service mode setting values are stored in FLASH MEMORY. When importing/exporting user settings, the service mode items are included.
*5. It is initialized by selecting the following in service mode: Network gr. > CA-KEY.

it is carried over automatically after replacing the PCB.

*6. Required Sublog Board & Sublog Expansion Board.
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